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01-26-2016 to 01-27-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 27490
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 4441
141. 255. 145. 251 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood del ete reset dr op 4018
141. 255. 145. 251 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3768
141. 255. 145. 251 Net her | ands 147.237.77. 216 dover.idf.il DOS- HTTP-f i r ef | ood dest - r eset 1747
66. 249. 78. 160 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1247
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 837
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 558
141. 255. 145. 251 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood out of context drop 518
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 368
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 308
212.199.112. 144 | srael 147.237.72. 167 i shuri maka.idf.il|Anonmal y- TLS renegoti ation-d i dest - reset 307
66. 249. 78. 104 | srael 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 248
204. 93. 154. 211 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) drop 194
46.19. 86. 117 | srael 147.237.0. 19 nadi matal .idf.il |Ahonal y- TLS renegotiation-d i dest - reset 134
192.118. 30. 102 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y-TLS renegotiation-di dest - reset 134
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 44
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 37
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 10
149. 88. 132. 247 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 10
201. 46. 158. 229 Brazil 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
93.174. 93. 132 Net her | ands 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 8
216. 185. 39. 80 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

58. 58. 183. 2 Chi na 147.237.76. 199 e.nakchal .idf.il |B ock Wdp All Nets drop 6

49. 80. 254. 226 Chi na 147.237.76. 199 e.nakchal .idf.il ock Wp Al _Nets drop 6

84. 108. 204. 65 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
109. 65. 117. 248 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6

80. 246. 139. 102 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 6
109. 65. 6. 68 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al _Nets drop 6
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 5
101. 228. 246. 121 Chi na 147.237.76. 199 e.nakchal .idf.il ock Wp Al _Nets drop 5

66. 249. 78. 166 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
183. 142. 131. 166 Chi na 147.237.76. 199 e.nakchal .idf.il |B ock Wp All Nets drop 5

66. 249. 78. 173 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 5

14. 209. 240. 45 Chi na 147.237.76.199 e.nakchal .idf.il |Block Wdp All Nets drop 5
180. 118. 31. 168 Chi na 147.237.76. 199 e.nakchal .idf.il |B ock Wdp All Nets drop 4

60. 181. 28. 172 Chi na 147.237.76. 199 e.nakchal .idf.il ock Wp Al _Nets drop 4
120. 39. 148. 218 Chi na 147.237.76. 199 e.nakchal .idf.il |B ock Wdp All Nets drop 4
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
216.170. 126. 191 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- M SG Acuneti x- Ur | dest - r eset 4
58.45.121. 27 Chi na 147.237.76. 199 e.nakchal .idf.il |B ock Wdp All Nets drop 4

85. 130. 251. 227 | srael 147.237. 72. 156 anan.idf.il Bl ock_Up Al _Nets drop 3

96. 245. 39. 39 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
198. 58. 102. 158 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
109. 65. 6. 68 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
81.218. 206. 82 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al Nets drop 3
79.181. 147. 158 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3

81. 218. 206. 82 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
79.181. 147. 158 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
118.248. 41. 23 Chi na 147.237.76. 199 e.nakchal .idf.il |B ock Wdp All Nets drop 3




01-26-2016 to 01-27-2016

|Top Attackers In IPS|

At t acker

Attacker Address Count ry rget Address |Site Sgnature

94.76.10.253  |Bahrain 147.237.77. 205 |pri sha. i df.il C107: DDCS- Spoof ed HTTP Packet s Bl ock
24.108.170. 158 [Canada 147.237.77. 216 |dover.i df . il Q008: HTTP. Xenu User Agent B ock
198.50. 134.71  |Canada 147.237.77.216|dover. i df .il Q008: HTTP: Xenu User Agent B ock
84.111. 208. 176 |israel 147.237.72. 166 |aka. i df . i | (1322% 02";;11 ﬁ’latr;ﬂxoiki)ru' ity Fake Anti-Spyvare User-Agent Bl ock 2
89.132.195.59 |Hungary 147.237.72. 166 |aka. i df . i | Q008: HITP: Xenu User Agent B ock 2
77.248.12.153  [Netherl ands 147.237.76.42 |refuah.idf.il 14331: HITP. Suspi ci ous User-Agent (M Session) B ock 2
42.101. 154. 233 |China 147.237.77.216|dover.idf.il 13764: HTTP. Chi na Chopper Mal ware Communi cation Attenpt B ock 2
81.100.56.209 |United Ki ngdom|147.237.77.216|dover.idf.il Cl06: HTTP. naj estic bot B ock 1
101.232.39. 241 |Wited Sates  |147.237.77. 176 |nat pash. i df . i | ﬁf’:;:abm PHP-Q3 Qery String Parameter Command Injection g o 1
46.10.86.137  |israel 147.237.77. 216 |dover . i df . i | oo ngf"‘smgozt'tzc%m al-of-Service Mulnerability (ALY g o0y 1
162. 210.196. 97 |lhited Sates  |147.237.77.216|dover.idf.i | Cl06: HITP. majestic bot B ock 1
92.241.44.198 [Jordan 147.237.0.34 |tikshuv.idf.il 0361: HTTP. Protected File Access (/etc/ passwd) B ock 1
69. 30. 214. 46 Lhited Sates  |147.237.72.166|aka. i df.il Cl06: HTTP. naj estic bot B ock 1
208.98.56.66  |lhited Sates  |147.237.77.216|dover.idf . il \157:(;;&)3113 G\ Bash HTTP Header Remote Code Bxecution Bl ock 1
2.54.181. 237 I srael 147.237.72. 156 [aman. i df . i | 13840: TLS. (penSSL Heartbeat Packet B ock 1
188.165.15.49 |France 147.237.72.167|i shuri maka. i df . i [[C228: HITP.  AhrefBot craw er B ock 1
94. 76. 10. 253 Bahrai n 147.237.77.216|dover.idf .l C107: DDCS- Spoof ed HTTP Packet s B ock
101.232.39. 241 |Wiited Sates  |147.237.77. 216 |dover. i df . i | ﬁfﬁ;zabm PHP-03 Query String Parameter Qommand Injection g 1
52.1.90.117 Lhited Sates  [147.237.72.166|aka.idf.il 13840: TLS. QpenSSL Hearthbeat Packet B ock 1
176. 33. 137. 159 |Turkey 147.237.72. 166 [aka. i df . i | Q025: HITP. access to adninistrator/index. php -> Quarantine B ock 1
92.241. 44.198 |Jordan 147.237.0.34 |tikshuv.idf.il 0363: HITP. Protected File Access (/etc/notd) Per nirt 1
74.84.136.105 |Lhited Sates  |147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
216.177.128.57 [lnited Sates 147.237.77.216|dover.idf .l Q025: HITP. access to adninistrator/index. php -> Quarantine B ock 1
5.9.85. 4 Ger many 147.237.72. 166 |aka. i df . i | Cl06: HTTP. naj estic bot B ock 1
188.165.15.75 |France 147.237.0.15 |kosher-kravi . i df.i|28: HITP. AnrefBot craw er B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216|dover.idf .l Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
85. 250. 187. 143 |l srael 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
195. 234, 228.90 [Ger many 147.237.72. 166 |aka. i df . i | 5670: HITP. SQ Injection (SELECT) B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216|dover.idf .l 13840: TLS. (penSSL Heartbeat Packet B ock 1
176.58.117. 133 |United Kingdom|147.237.0.34 |tikshuv.idf.il 3885 HITP. PP File Include Exploit B ock 1
92.241.44.198 |Jordan 147.237.0.34 |tikshuv.idf.il 16634: HITP. Apache HITP Server nod_status Request B ock 1
74.115.1.68 érnoc;r;ynnus 147.237.77.216|dover. i df . il Q025: HITP. access to adninistrator/index. php -> Quarantine Bl ock 1
216. 249. 107. 200|Lhited S ates 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 1
188. 165. 15. 176 |France 147.237.77.74 |lawidf.il 28: HITP.  AhrefBot craw er B ock 1
123.125.125. 30 |Chi na 147.237.77. 216 |dover.i df . il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
198. 20. 69. 74 Wited Sates  |147.237.76.202(e. hal ag. i df .il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
62.109. 7. 46 g;:::ﬂ on 147.237.77. 216 |dover.i df . il Cl96: HITP. B ock admin login to gov.il sites ?g=user Bl ock 1
184.173.50.36 |Uhited Sates 147.237.77.216|dover. i df . il Q008: HITP: Xenu User Agent B ock 1
92.241.44.198 |Jordan 147.237.77.216|dover.i df . il 13444: HTTP. Wat Vb User- Agent Header B ock 1
188. 165. 15. 177 |France 147.237.77. 170 |maarachot . i df . i | |C228: HITP.  AhrefBot craw er B ock 1
136. 243. 103. 165|Ger many 147.237.77.216|dover. i df . il Cl06: HTTP. maj estic bot B ock 1
92.241.44.198 |Jordan 147.237.0.34 |tikshuv.idf.il 0345: HITP. Shel| Cormand Execution (unane -a) B ock 1
66.176.172.168 [lLnited Sates 147.237.77.216|dover.idf .l Q008: HTTP: Xenu User Agent B ock 1
188. 165. 15.37 |France 147.237.77.233|atal .idf.il (228: HITP. AhrefBot craw er B ock 1




01-26-2016 to 01-27-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
46.19. 85. 152 147.237.76.31 |[Israel nakchal .idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 119
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 63
46.19. 85. 142 147.237. 72. 166 I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 18
212.199.57.192 |[147.237.77. 233l srael aal .idf.il ET DCB Large anount of TGP ZeroWndow - FPossible Ndller2 16
DDos att ack
213.204.101. 24 |147.237.76.30 |Lebanon hi nush. i df .i | ET SCAN NVAP -sA (2) 10
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
80. 246. 130. 225 [147.237.76.30 |l srael hi nush. i df i | ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 7
DDos attack
46. 19. 86. 49 147, 237. 72. 166 |I srael akaidf.il PQLI Cy- OTHER TCP packet with urgent flag attenpt 6
31.44.135.165 |[147.237.77. 233l srael aal.idf.il ET DCB Large anount of TGP ZeroWndow - Possible Niller2 5
DDos att ack
66.249. 78.254  |147.237.72. 166 |Lnited Sates aka.idf.il ET SCAN NVAP -sA (2) 4
216. 249. 107. 200|147.237.77. 74 |lhited Sates lawidf.il S Injection - Select From 4
94.76. 14. 237 147.237.76. 176 |Bahrain test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 4
94. 76. 10. 253 147.237.77. 226 |Bahrain wan chanat z. aka. i df . i1 [ET SCAN NVAP -sS w ndow 1024 3
94. 76. 10. 253 147.237.77. 216 |Bahrai n dover.idf.il ET SCAN NVAP -sS wi ndow 1024 3
85. 233. 76. 49 147.237.77. 74 gg:i;”ion lawidf.il Tehila - Perl LWP with fake user agent 3
94. 76. 10. 253 147. 237. 76. 198 |Bahrai n e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 3
80. 246. 139. 102 |[147. 237. 77. 216 || srael dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 2
66.249. 83.125 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147.237.76. 44 |Chi na e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
66.249.78.146  |147.237.72.166|Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
109. 253. 206. 187(147. 237.0.19  |Israel nedi matal .idf.il GPL SCAN nyscan 2
80. 82. 79. 104 147.237. 77. 233 [Net her | ands atal .idf.il ET SCAN NVAP -sS wi ndow 1024 2
59. 45. 79. 117 147. 237. 76. 34 |Chi na yohal an.idf.il ET SCAN Potential SSH Scan 2
81.202.58.210 [147.237.77.234|%ain hal ag.idf.il ET SCAN Potential SSH Scan 2
218.246.0. 97 147.237.8.50 |China e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 2
208. 80. 155. 224 |147.237.77.216 |Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 2
5.22.131.72 147.237.77. 216 | srael dover.idf.il GPL SCAN nyscan 2
27.251. 16. 85 147.237.77.216|Indi a dover.idf.il GPL SCAN nmap TCP 2
59. 45. 79. 117 147.237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 2
46.19. 86. 74 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 2
59. 45. 79. 117 147. 237. 77. 178 |Chi na e. mat pash. i df.il ET SCAN Potential SSH Scan 2
66.249.93.140 |147.237.77.226|lnited Sates wi chanat z. aka. i df .il [ET SCAN NVAP -sA (2) 2
92.241.44.198 |147.237.0.34 |Jordan tikshuv.idf.il SQ xp_cndshel | attenpt 2
163.172. 13. 173 |147.237.72. 166 |Uni ted Ki ngdom |aka.idf.il ET SCAN NVAP -sS w ndow 1024 2
183. 60. 48. 25 147. 237. 76. 34 |China yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
66.249.78.159  |147.237.77.216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
109. 253. 206. 187(147.237.0.19  |Israel nedi matal .idf.il I NDI CATOR- SCAN nyscan 2
66.249. 78. 79 147.237.77. 233 |Wited Sates aal.idf.il ET SCAN NVAP -sA (2) 2
108. 60. 209. 3 147.237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 2
81.202.58.210 [147.237.8.28 [Sain e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 2
59. 45. 79. 117 147. 237.76. 38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 2
212.86.219. 134 |147.237.77. 170 |Ger many naar achot . i df . i Tehila - Perl LWP with fake user agent 2
66.249. 78. 9 147.237.72. 166 |Wnited Sates akaidf.il ET SCAN NVAP -sA (2) 2
84.94.158. 134  |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 2
5.22.131.72 147.237.77. 216 [I srael dover.idf.il I NDI CATOR- SCAN nyscan 2
59. 45. 79. 117 147. 237.72. 14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
59. 45. 79. 117 147.237. 77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
113.171.23. 126 [147.237.76. 177 |M et nam ncore.idf.il ET SCAN Potential SSH Scan 1
42.119.247.121 |147.237.76.42 |V etnam refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
94. 76. 10. 253 147. 237. 76. 196 |Bahrai n e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1




01-26-2016 to 01-27-2016

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature

141. 255. 145. 251 |Netherl ands ~ |147. 237. 77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 3421

141. 255. 145. 251 [Netherl ands ~ [147. 237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert 2920

141. 255. 145. 251 |Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2270

91.121.255.66 |France 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1787

91.121. 255.66 |France 147. 237. 76. 147 [chi nuch. aka.i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1592

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 786
Sreaning BEngine: TQP Invalid i i SSi

84.94.22. 10 I'srael 147, 237.72. 167 |i shuri maka. i df .i | 9 =g Inval i d segnent retransmssi on. drop 780
Ret r ansmi ssi on Packet dropped.

141. 255. 145. 251 |Net her | ands 147.237.77. 216 |dover.idf.il drop drop 739
Sreaning Engine: TQP Invalid i i Ssi

5.29.217. 8 I sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 658
Ret ransm ssi on Packet dropped.

54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 435

54.173.9. 10 Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 317

52. 0. 86. 232 Lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 285

91.121. 255.66 |France 147. 237. 76. 147 [chi nuch. aka.i df . i [|SYN At t ack rej ect 222

93.174.93.132 |Netherl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 186

94. 76. 10. 253 Bahrai n 147.237.77. 212 |e. dover.idf.il Geo-1 ocat i on enf or cenent Geo-l ocation i nbound enforcenent |drop 182

54.173.9.10 Lhited Sates |147.237.77.170|maarachot.idf.il [drop First packet isn't SN drop 172

R Unexpect ed post SYN packet - RST

141. 255. 145. 251 Netherl ands ~ [147.237. 77. 216 |dover.idf.il drop or SYN expect ed drop 165

64.22.71.223 Lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 150
Sreanming Engine: TCP Invalid i i ssi

176.2.34.129  |Germany 147.237. 77. 216 |dover i df . g =g Invalid segnent retransmssi on. drop 135
Ret ransmi ssi on Packet dr opped.

141. 255. 145. 251 |Netherl ands ~ |147. 237. 77. 216 |dover. i df .i | Bad TCP sequence noni t or 134

52.7.32.143 Lhited Sates |147.237.77.170|maarachot.idf.il [drop First packet isn't SN drop 133

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 119

94. 76. 10. 253 Bahrai n 147.237.77. 227 |e. hanaz. i df .i | Geo-1 ocat i on enf or cenent Geo-l ocation i nbound enforcenent |drop 115

66.102. 6. 77 Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 115

54.85.198.156 |Lhited States |147.237.77.170 |nmarachot.idf.il [drop First packet isn't SYN drop 101

64.22.71.223 Lhited Sates [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 100

195. 34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor  [91
Sreaning Engine: TGP Invalid i i ssi

84.228.158.52 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 90
Ret ransm ssi on Packet dropped.

168. 235. 196. 204|Uhited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 87
Sreanming Engine: TCP Invalid i i ssi

66.249.69.30  |lWited Sates |147.237.77.243|nobile. idf. il g =g Invalid segnent retransmssi on. drop 84
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

212.179.21. 194 |israel 147. 237.76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 82
Ret r ansmi ssi on Packet dropped.

41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 74

54.244.22.103 |Wited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 73

94.76. 14. 237 Bahrai n 147.237.72. 217 [e.idf .il Geo- | ocati on enf or cenent Geo-| ocati on inbound enforcenent |drop 64
Sreanming Engine: TCP Invalid i i ssi

109. 64.81. 123 |israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssi on. drop 63
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

84.94.158.140 |israel 147.237.0.34  |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 63
Ret r ansmi ssi on Packet dropped.

81.218.60.42  [Israel 147.237.77. 233 |atal i df .| Bad TOP sequence ig;e”ansmt wth different window) oivor et

66. 102. 6. 80 Lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 59

209.200.29.36 |UWited Sates |147.237.72.156 |anan.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 59

209.200.29.36 [Lhited Sates |147.237.76. 147 |chinuch. aka.idf.iI|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 59

148. 251. 130. 181 |Ger nmany 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 58

148. 251. 130. 181 |Ger many 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 58
Sreaning Engine: TGP Invalid i i ssi

213.8.245.58  |israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 57
Ret ransm ssi on Packet dropped.

82. 166. 232. 129 || srael 147.237.77. 233 |atal i of .i Bad TCP sequence S retransmt with different wndow) ooivor |54

37.26.148.237 |[lIsrael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 54
Sreaning Bngine: TQP Invalid i i SSi

46.19.85.177  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nvalid segnent retransmssi on. drop 54
Ret r ansni ssi on Packet dropped.

46.120.17.104 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54

85.130. 254. 113 I srael 147.237.76.42 |refush.idf.il  [Bad TCP sequence E‘Zg;e”ansmt with different wndow) ooivor |53

37.26.149.214 |lsrael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 53

37.26.149.214 |[lIsrael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 53
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|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |S gnature |Davi ce Action |Oount |
5.29.217.8 I srael 147.237.72.166 |aka.idf.il Aut omat ed Mul nerabi ity Scanni ng Bl ock 847
109. 67. 55. 108 I srael 147.237.0.19 nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 674
46.19. 86. 231 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 615
185. 3. 147. 186 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 611
5.29.72.10 I srael 147.237.0.19 nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 611
46.19. 85. 239 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 587
87.69. 33. 189 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 524
87. 69. 33. 189 I srael 147.237.0.19 nmadimatal .idf.il |Ostributed Suspicious Response Code B ock 491
46.19. 85. 198 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 397
5.29.72.10 I srael 147.237.0.19 nadi matal .idf.il |[Dstributed Suspicious Response Code Bl ock 371
2.54.22.245 I srael 147.237.0.19 madi matal .idf.il [Dstributed Suspicious Response Qode B ock 307
77.126.94. 70 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 307
185. 3. 147. 186 I srael 147.237.0. 19 nadi matal .idf.il |[Distributed Too Many of the Sane Response Code (403) B ock 300
109. 67. 55. 108 I srael 147.237.0.19 nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (403) B ock 279
46.121. 27. 64 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 274
2.54.33. 255 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 268
46. 19. 85. 239 I srael 147.237.0.19 madi matal .idf.il [Dstributed Suspicious Response Qode B ock 263
37.142. 68. 87 I srael 147.237.0. 19 nadi matal .idf.il [Dstributed Suspicious Response Qode Bl ock 260
109. 253. 199. 118 [l srael 147.237.0.19 nadimatal .idf.il |[Dstributed Suspicious Response Code Bl ock 258
109. 67. 55. 108 I srael 147.237.0.19 madi matal .idf.il [Dstributed Suspicious Response Qode B ock 256
95. 35. 153. 125 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 241
46.121. 27. 64 I srael 147.237.0.19 nadi matal .idf.il |Dstributed Suspicious Response Code Bl ock 237
46. 19. 86. 226 I srael 147.237.0.19 madi matal .idf.il [Dstributed Suspicious Response Qode B ock 231
2.52. 40. 230 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 220
185. 3. 147. 186 I srael 147.237.0.19 nadi matal .idf.il |Dstributed Suspicious Response Code Bl ock 214
95. 35. 153. 125 I srael 147.237.0.19 madimatal .idf.il |DOstributed Suspicious Response Code B ock 212
194. 90. 88. 105 I srael 147.237.0. 34 tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 211
46. 19. 86. 53 I srael 147.237.0.19 nadi matal .idf.il |[Dstributed Suspicious Response Code Bl ock 208
109. 253. 199. 118 [l srael 147.237.0.19 nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 208
176. 13. 18. 191 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 205
46. 19. 86. 137 I srael 147.237.0.19 nadi matal .idf.il |[Dstributed Suspicious Response Code Bl ock 203
46. 19. 85. 67 I srael 147.237.0.19 nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 199
2.54.22. 245 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 194
46. 19. 86. 81 I srael 147.237.0.19 nmadi matal .idf.il |[Dstributed Suspicious Response Code Bl ock 185
2.54.143.61 I srael 147.237.0.19 nmadi matal .idf.il [Dstributed Suspicious Response Qode B ock 184
109. 253. 156.30 [l srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 182
2.54.143. 61 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 179
2.52.173.234 I srael 147.237.0.19 nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 176
109. 253. 158. 113 |[lIsrael 147.237.0. 19 nadi matal .idf.il [Dstributed Suspicious Response Qode Bl ock 175
176. 13.19. 93 I srael 147.237.0.19 nmadimatal .idf.il |[Dstributed Suspicious Response Code Bl ock 174
176.13. 20. 10 I srael 147.237.0.19 nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 170
185.32.179.107 |[Israel 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 166
46.19. 86. 203 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 166
2.54.40. 17 I srael 147.237.0.19 madi matal .idf.il [Dstributed Suspicious Response Qode B ock 164
2.52.173. 234 I srael 147.237.0. 19 nadi matal .idf.il |Dstributed Suspicious Response Qode Bl ock 164
2.54.142. 154 I srael 147.237.0. 19 nadi matal .idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 161
80. 246. 136. 85 I srael 147.237.0.19 madimatal .idf.il |Ostributed Suspicious Response Code B ock 161
2.54.36.70 I srael 147.237.0. 19 nadi matal .idf.il |Dstributed Suspicious Response Qode Bl ock 161
77.126.94. 70 I srael 147.237.0.19 nadimatal .idf.il |[Dstributed Suspicious Response Code Bl ock 158
46. 19. 86. 231 I srael 147.237.0.19 madi matal .idf.il [Dstributed Suspicious Response Qode B ock 155
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