01-16-2016 to 01-17-2016

@
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Target s |
32, 000+"
24, 0004
16, 0004
Nunber
a 8, 000"
Attacks
O- ﬁ\. s\.
SEES IR O S
N \) < R .
S SO S PR & & &
N PN &
& S
Top Tar get

[Top Attackers |

M dover.idf.il
M nadimatal .idf.il
M aka.idf.il
M atal.idf.il
Meitan aka.idf.il
M tikshuv.idf.il
M nobi le.idf.il
M navy.idf.il

i shurimaka.idf.i
Miawidf.il

24, 0004

0 .
P ® P S\ > N
b N r\' . (o.
< > g & i o0
e o, N e A o
N % D’J, o A b@ )
N N N 2 &) )
S M Vo @
N % S

Top Attackers

M 167. 114. 156. 16
202. 3. 255. 143
I 66. 249. 64. 254
109. 64. 19. 218
Il 41.33.231.90
W 37. 142. 152. 225
I 46.19. 85. 92
W 149. 78. 146. 24
80. 246. 136. 215
M 85. 250. 213. 75




01-16-2016 to 01-17-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 89027
66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 12237
66. 249. 78.9 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1915
66. 249. 78. 146 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1060
66. 249. 64. 171 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 384
134.191. 232. 68 | srael 147.237.76. 30 hi nush. i df . i JLMPurple Gn Linit Htp dr op 379
134. 191. 232. 68 | srael 147.237.76. 30 hi nush. i df . i | JLMPurple Gon Linit_Tcp drop 329
66. 249. 69. 34 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 217
66. 249. 78. 160 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 57
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al Nets drop 18
82.42.21. 24 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 8
84.108. 5. 80 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 6
198. 48. 233. 116 Canada 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
37.26. 148. 244 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
134.147.203. 115 Ger nany 147.237.76. 201 e.ata.idf.il B ock_Udp Al Nets drop 4
66. 102. 9. 10 Lhited Sates 147. 237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 4
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
134. 147. 203. 115 Ger nany 147.237.76. 177 ncore.idf.il B ock_UWp Al _Nets drop 4
81. 218. 206. 82 | srael 147.237.72. 167 ishurimaka.idf.il |Block Wdp All Nets drop 3
109. 64. 68. 161 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
69. 171. 230. 98 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
66. 249. 64. 243 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 3
115. 239. 228. 10 Chi na 147.237.76. 42 refuah.idf.il JIMPurple Gon Linit Htp drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
157. 55. 39. 53 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
134.147. 203. 115 Ger nany 147.237. 76. 148 gocenter.aka.idf.il |Block Udp All Nets drop 3
115. 239. 228. 10 Chi na 147.237.76. 198 e.yohal an.idf.il JLM Under _Attack Con Htp drop 2
23.16.77.102 Canada 147.237. 76. 198 e.yohal an.idf.il B ock_ Wp Al _Nets drop 2
134. 147. 203. 115 Ger nany 147.237.76. 39 nobi | e.nei tav.idf.il|B ock Np Al _Net drop 2
115. 230. 124. 164 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 drop 2
134.147. 203. 115 Ger nany 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 2
119. 164. 254. 57 Chi na 147.237.72. 166 aka.idf.il Frk_Under Attack Con_Tcp drop 2
134.147. 203. 115 Cer many 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 2
71.6.135.131 Lhited Sates 147. 237. 76. 147 chinuch.aka.idf.il |Block Udp All Nets drop 2
134. 147. 203. 115 Ger nany 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 2
42.200. 37. 18 Hong Kong 147.237. 76. 147 chinuch.aka.idf.il |JLM Under_Attack _Con_Tcp drop 2
134.147. 203. 115 Ger nany 147.237.76. 31 nakchal .idf.il Bock Np Al Net drop 2
89. 248. 168. 218 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 2
58. 236. 28. 17 Korea, Republic of 147.237.76. 86 navy.idf.il B ock_Ulp Al Nets drop 2
222.186.21.181 Chi na 147.237. 76. 200 eitan. aka.idf.il JLM Under Attack_Con_Tcp drop 2
134. 147. 203. 115 Ger nany 147.237. 76. 148 gogcenter.aka. idf.il |Block Np Al _Net drop 2
115. 239. 228. 10 Chi na 147.237.76. 42 refuah.idf.il JLM Under _Attack _Con_Htp drop 2

8. 37. 225. 196 Anonynous Proxy 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2
89. 248. 168. 218 Net her | ands 147.237. 76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 2
134.147. 203. 115 Cer many 147.237.76. 201 eatal.idf.il B ock Np Al Net drop 2
134.147. 203. 115 Ger nany 147.237.76. 31 nakchal .idf.il B ock_ Wp Al _Nets drop 2
101. 200. 196. 21 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 2
183. 60. 48. 25 Chi na 147.237.76. 38 e.eneitav.idf.il JLM Under _Attack_Con_Tcp drop 2




01-16-2016 to 01-17-2016

|Top Attackers In IPS|

Attacker Address |Attacker Gountry

get Address

|Site

|S‘gnature

Devi ce Action ‘Count |

203.171. 41. 47 New Zeal and 147.237.77.233 |atal .idf.il |12715. HITP. Bind SQ Injectionin WR Bl ock 4
180. 254. 202. 45 |l ndonesi a 147.237.77.216 |dover. i df .i|13375: HTTP: Joom a Conponent JCE BOT for JCE B ock 3
218.106. 89. 101 |China 147.237.77.216 |dover. i df . i |8479: HITP. Suspici ous HTTP Request B ock 2
60.173.236.84 [China 147.237.77. 216 |dover. i df.il|8479: HITP. Suspici ous HITP Request Bl ock 2
5.79. 86. 129 Net her | ands 147.237.77.216 |dover.idf.ill3886: HITP. Qoss Ste Scripting in PCST Request Bl ock 2
66.76.174. 2 Lhited Sates 147.237.77.74 |lawidf.il [5670: HTTP. SQ Injection (SELECT) B ock 1
197. 0. 40. 226 Tuni si a 147.237.77.216 |dover.idf.il|3886: HITP. Qoss Ste Scripting in POST Request Bl ock 1
106. 38. 241. 154 |nina 147.237.77.216 |dover.idf.illCl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover. i df .i|13840: TLS QpenSSL Heartbeat Packet B ock 1
159. 203. 4. 142 Lhited Sates 147.237.77. 216 |dover. i df . i |CL000106: HTTP. majestic bot Bl ock 1
83.218.232.238 |lkraine 147.237.72.166 |aka.idf.il |ClL000106: HITP. majestic bot Bl ock 1
197. 0. 148. 107 Tuni si a 147.237.77.216 |dover. i df . i |19813: HITP. VérdPress Thene Ovi Drectory Traversal Ml nerability Bl ock 1
122.112.77.58  |China 147.237.77.74 |lawidf.il| |22280. HITP. Joonha Qbject Injection Mul nerability Bl ock 1
59.120. 255. 127 |Tai wan 147.237.77.74 |lawidf.il |5670: HTTP. SQ Injection (SALECT) Bl ock 1
209. 173.241. 141 |United Sates 147.237.72.166 |aka.idf.il [5670: HTTP. SQ Injection (SALECT) Bl ock 1
165. 215.209. 15 |Lhited Sates 147.237.77. 216 |dover.i df.il|14511: HITP. Wn32/Aiga Fake User Agent Bl ock 1
86.132. 209. 23 United Kingdom [147.237.72.166 |aka.idf.il |ClL000106: HITP. najestic bot Bl ock 1
197. 0. 148. 107 Tuni si a 147.237.77.216 |dover. i df.il|19863: HITP. VérdPress Revslider/ Showbiz PHP File Ul oad Bl ock 1
122.112.77.58  |China 147.237.77. 216 |dover. i df . i |22280: HITP. Joonha Qbject Injection Ml nerability Bl ock 1
211.23.251.92 Tai wan 147.237.77.74 |lawidf.il |5670. HTTP. SQ Injection (SALECT) Bl ock 1
104. 45. 31. 87 Lhited Sates 147.237.72.166 |aka.idf.il [5670: HTTP. SQ Injection (SELECT) B ock 1
197.0.148.107 |Tunisia 147.237.77. 216 |dover. i df . i |CL000205: HTTP. Qpisrael 2015 - key words and groups Bl ock 1
149. 202. 47. 161  |Ger many 147.237.72.166 |aka.idf.il |ClL000106: HITP. maj estic bot Bl ock 1
62.210. 143. 245 |France 147.237.72.166 |aka.idf.il |[Cl000106: HTTP. najestic bot B ock 1
213.57.236.209 |[Israel 147.237.72.166 |aka.idf.il| [13840: TLS (penSSL Heartbeat Packet Bl ock 1
185. 130. 5. 207 147.237.76.86 |navy.i df.i| |20085: HITP: Mi ebl ackcat Security Scanner Initial Request Bl ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover. i df.il|Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
14.52. 233. 67 Korea, Republic of |147.237.77.216 [dover. i df.il9310: HTTP. Suspicious HTTP Request Per mit 1
198. 20. 69. 78 Lhited Sates 147.237.76.201 |e.atal .idf.13840: TLS QpenSSL Heartbeat Packet B ock 1
149. 202.54. 71 Ger nany 147.237.72.166 |aka.idf.il |[Cl000106: HTTP. najestic bot B ock 1




01-16-2016 to 01-17-2016

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

202.3.255.143  |147.237.77. 216 |French Pol ynesi a |dover.idf.il GPL SCAN nmap TCP 4678
66.249. 64. 254  |147.237.77.233|Whited Sates  |atal .idf.il ET SCAN NVAP -sA (2) 1084
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 42
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 13
176. 13, 16. 62 147 237 76.30 |1srael Hsh i df i ET DOS Large anount of TCP Zer oWndow - Possible Niller2 6
DDos attack
80. 246. 136. 215 |[147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 4
66.249.66.39  |147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 4
95. 45, 254. 123  |147.237.72. 166 |Irel and aka.idf.il SERVER APAO_E Apac_he mod_ssl - non-SSL connection to SS. 3
port denial of service attenpt
211.23.251.92 |147.237.77.74 |Taiwan lawidf.il SQ Injection - Select From 3
59. 120. 255. 127 |147.237.77. 74 |Taiwan lawidf.il SQ Injection - Select Fom 3
209. 173. 241. 141|147.237.72. 166 |Lhited Sates  |aka.idf.il S Injection - Select Fom 3
66. 76. 174. 2 147.237.77.74 |United Sates  [lawidf.il SQ Injection - Select From 3
168. 62. 238. 153 [147.237.76.31 |Whited Sates  |nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 2
66. 249. 69. 93 147.237.72. 166 |Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 65 147.237.77.74 |Wnited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
218. 246.0. 97 147. 237. 77. 226 |Chi na wowy chanat z. aka. i df . il [ET SCAN NVAP -sS wi ndow 1024 2
66.249. 64. 9 147.237.77.176|Wited Sates  [natpash.idf.il ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147. 237. 72. 167 [Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 2
134.191.232. 71 |147.237.76.30 |israel hi nush. i df .i | ET SCAN NVAP -sA (2) 2
66. 249. 66. 81 147.237.76.30 |Wited Sates  [hinush.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 17 147.237.77.176|Lhited Sates  [natpash.idf.il ET SCAN NVAP -sA (2) 2
218 84,187 166 |147. 237 0.35 |chi na akavs. i df il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
172. 98. 200. 238 |147. 237. 72. 167 i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.8.76.34 147.237.0.34  |Kenya Cikshuv.idf il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82.117.208. 243 |147.237.8. 24 elifestyle idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 235. 254. 181|147. 237. 0. 200 |Tur key mdu.idf il ET SCAN NVAP -sS w ndow 2048 1
5.39.222. 253 147. 237. 77. 170 [Net her | ands maar achot . i df .i | ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147.237.76.34 [India yohal an. i df.il ET SCAN NVAP -sS w ndow 4096 1
91.201. 236. 114 [147.237.76.34 |Wraine yohal an.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
168. 62. 238. 153 [147.237.76. 177 |lhited Sates  |ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 235. 254. 181|147. 237. 0. 200 [Turkey rdu. i df il ET SCAN NVAP -f -sS 1
5. 39. 222. 253 147.237.77.61 |Netherl ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 252. 84  [147.237.76.38 |China e.emeitav.idf.il ET SCAN NVAP -sS wi ndow 4096 1
80. 246.120.92 1147 237 76.30 |15 el b rsh i | ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2 1
DDos attack
91.198.127.157 |147.237.77. 216 ?;Z:;:I”ion dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
58.253.96. 122 |147.237.77. 227 |Chi na e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
108. 61. 220. 160 [147.237.0.34 |lhited Sates  |[tikshuv.idf.il ET SCAN Potential SSH Scan 1
5.39.222. 253 147.237.0. 200 [Netherl ands . i df il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76.39 |China nobi | e. nei tav. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
66.249.78.165 |147.237.72.166 |lhited Sates |akaidf.il SERVER APAO_E Apac.he mod_ss|non- SSL connection to SSL 1
port denial of service attenpt
119. 164. 254. 57 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
50. 23. 96. 210 147.237.0.33 |thited Sates  [idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 [147.237.77.19 |Wited Sates  |lawforumidf.il ET SCAN NVAP -sS w ndow 2048 1
89.248.172. 159 |[147.237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
105. 159. 62. 229 |147. 237. 76. 202 |Mbr occo e.halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
178 150. 187 1091147 237 0.33  |Ukraine il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
114.112.90.54 |147.237.8.24 |China e.lifestyle idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.79.183.130 |147.237.77.170 maar achot . i df . i | ET SCAN Potential SSH Scan 1
199. 191. 56. 187 [147.237.77.235|thited Sates  |svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
89.248.172. 159 |[147.237.76.38 |[Netherlands eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1




01-16-2016 to 01-17-2016

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
202. 3. 255. 143 |French Pol ynesi a|147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 901
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 672
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 243
168. 235. 207. 100|Whited Sates  |147.237.77.74 |lawidf.il drop First packet isn't SN drop 201
Sreaning Engine: TP Invalid i i ssi
79.182.19.53  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 192
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
37.26.149.220 |israel 147, 237.76. 200 [ei tan aka i o i1 |) SAM NG Engine: TCP Invalid finvalid segnent retransmissi on. drop 156
Ret ransni ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 140
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 135
reamn ine: TCP Invali i i ssi
5.22.135.204  |Israel 147, 237.76. 200 |ei tan. aka i of. i1 || €AM NG Engine: TCP alid invalid segnent retransnission drop 108
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 105
reanming BEngine: TCP Invali i i ssi
79.183.205.2  |israel 147. 237, 76. 147 |chi nuch aka i o ([ | ST NG Enginer TCP Inval id finvalid segnent retransmissi on. drop 102
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
82.81.12.184  |Israel 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =9 Invalid segnent retransmssion. g 99
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
84.100.57.34  |israel 147. 237 72. 167 |t shuri maka i o | SM NG Enginer TCP Inval id finvalid segnent retransmissi on. drop 96
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
84.110.54.112  |israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. g 96
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 96
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 14 I'srael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Invalid segnent retransmssion. g 90
Ret r ansni ssi on Packet dropped.
82. 145. 210. 243 |Eur ope 147.237.77. 216 |dover.idf. i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 84
107.167. 104. 180|Uhited Sates  |147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 73
Sreaning Engine: TP Invalid i i ssi
85.130. 140. 60 |l srael 147.237.72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. g 60
Ret r ansni ssi on Packet dropped.
217.69. 133, 226 | XSS! &N 147.237. 72. 166 |aka. i df .| dro SAMrule dro 59
T ) Federation ) T ) P P
Sreaning Engine: TP Invalid i i ssi
37.26.149. 148  |israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. g 57
Ret r ansni ssi on Packet dropped.
169. 0. 177. 135 147.237. 77. 216 |dover.idf i1 drop SAMrule drop 53
130.203.136.75 |Lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop 53
8. 37. 225.196 ’;{”;(’;V"D“S 147. 237. 77. 216 |dover. i df . i drop First packet isn't SIN drop 50
8.37.225. 196 g”&;ymus 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 49
109. 253. 212. 15 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor (49
109. 253. 212. 15 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 46
Russi an s
217. 69. 133. 225 er ot on 147.237.72. 166 |aka.i df .i | drop SAMrule drop 45
85. 130. 242. 193 [l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 42
85. 130. 242. 193 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 40
46. 19. 86. 80 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 39
85. 130. 242. 193 |l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 36
212.76.127.219 |lsrael 147.237.77.233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  |nonitor 36
e SWNretransmit wth different .
84.228.82.59 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal e noni t or 35
84.228.82.59 |Israel 147.237.77. 233 |atal .i . i Bad TCP sequence Sretransmt wth i fferent al ert 35
w ndow scal e
R SWNretransmit wth different .
109. 67. 43.104 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 33
Sreanming Engine: TCP Invalid i i ssi
66.249.64.250 |Wnited Sates |147.237.77.234|nalag.idf. i 9 =g Invalid segnent retransmssion. o, 32
Ret ransni ssi on Packet dropped.
S SWNretransmit wth different .
84.109.92.112 |[Israel 147.237.77. 234 |hal ag.idf i1 Bad TCP sequence wi ndow scal e noni t or 29
Sreanming Engine: TCP Invalid i i ssi
66.249.78.130 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. o, 28
Ret ransni ssi on Packet dropped.
195. 239. 16. 40 stls;;”i o 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |26
195. 239. 16. 53 RJSS::{} o 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor |26
46. 19. 86. 108 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 25
Sreaming Engine: TGP Invalid i i ssi
85. 130. 251. 207 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 24
Ret ransni ssi on Packet dropped.
2.52.168. 4 I srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
Sreamng Engine: TCP Invalid i i ssi
85. 130. 226. 106 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dr opped.
37.142.205.55 |Israel 147.237.76.42 |refuahidf.il  [Bad TOP sequence SN retransmt wth different monitor |23
w ndow scal e
79.214. 243. 131 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
84.111.168.82 |Israel 147. 237. 77. 216 |dover i df .i Bad TCP sequence Sretransmt wth i fferent al ert 23
w ndow scal e
S SWNretransmit wth different .
84.111.168.82 |[lIsrael 147.237. 77. 216 |dover.idf i1 Bad TCP sequence wi ndow scal e noni t or 23
107. 167. 105. 103|Wited Sates  |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
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Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.142.152. 225 |lsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sanme Response Code (404) Bl ock 456
109. 64. 19. 218 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 454
149.78.146. 24  |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 450
46. 19. 85. 92 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 417
80. 246. 136. 215 || srael 147.237.0.19 |nadimatal .idf.il ;g?zﬁr.'yl?f’; ;22 Sane Response (ode (404) in Session from B ock 296
85.250.213.75 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 261
79.177.201. 240 |lIsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 251
80. 246. 136. 215 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 211
79.182.177.96 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 204
109. 64.19.218 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 189
46.19. 86. 74 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 171
46. 19. 85. 238 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 166
79.177.201. 240 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 162
46.19. 85. 31 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 152
87.69. 102. 96 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 140
79.176.53.217 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 136
185.32.179.51 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 133
46.117. 219.179 |[israel 147.237.0.34 |tikshuv.idf.il 12?11\3@25; tlr;g sane Response (ode (404) in Session from Bl ock 122
79.176.53.217 |[israel 147.237.0.19 |nadi matal .idf.il ;g?l"g_'yssolfzige Sane Response (bde (404) in Session from Bl ock 121
149.78.252.80 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) Bl ock 120
46.19.85.249  |israel 147.237.0.34 |tikshuv.idf.il 12?1??5.0; 4;he Sane Response (pde (404) in Session from Bl ock 118
46.19. 85. 92 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (403) B ock 116
85.250.213.75 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 113
37.26.149.179 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 110
37.142.152.225 |[israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
149.78.146.24 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 107
46. 19. 86. 74 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
149.78.252.80 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 105
109. 64.19. 218 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 104
46. 19. 85. 92 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 104
46.19. 85. 31 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 99
2.54.18.93 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 96
89.139.227.37 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 96
2.52. 60. 230 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 94
176.13. 21. 83 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 92
46.120.51.211 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 91
2.54.34.176 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 90
37.26.147.145 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 86
37.142.152. 225 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 83
109. 186. 180. 177|l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 82
5.29. 137. 156 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Mainy of the Same Response Code (404) Bl ock 79
176.12. 160. 4 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 75
85.250.213.75 |l srael 147.237.0.19 |nadi matal .idf.il gg?z';%r_'yzf; ;ge Sane Response Code (403) in Session from Bl ock 74
37.26.149.179 |lIsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 71
149.78.146.24 |l srael 147.237.0.19 |nadimatal .idf.il Izg_ '\%'Tylfé_ ;28 Sane Response (bde (403) in Session from Bl ock 70
87.68.144.164 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 68
79.177.171.83  |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 66
109. 66. 3. 192 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 64
89.139.227.37 |lsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sanme Response Code (404) Bl ock 63
79.178.132. 250 |Israel 147.237.72.167 |i shuri maka. i df . i ;g?lhgfyl?f’; ;gg Sane Response (bde (404) in Session from B ock 62
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