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01-14-2016 to 01-15-2016

|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country ‘Address

‘Site

‘Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 89562
66. 249. 78. 254 I'srael 147.237.72.166  |aka idf.il :;]; handshake violation, first packet ot |4 ., 20045
66. 249. 78. 146 I srael 147. 237.72. 166 aka.idf.il ;c/]; handshake violation, first packet mot . 13444
66. 249. 73. 214 I srael 147.287.77.170  |maarachot.idt.il |1 handshake violation, first packet not | o 10566
66. 249. 73. 206 I srael 147.237.77.170 naar achot . i df . i | ;c/]; handshake violation, first packet mot . 2917
66. 249. 69. 34 I'srael 147.237.72.166  |aka idf.il :;]; handshake violation, first packet mot |4 ., 1541
37.211. 40. 233 at ar 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1376
37.211. 40. 233 Cat ar 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1058
192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 958
66. 249. 64.9 I srael 147.287.77.176  [matpashidt.il |1 handshake violation, first packet not 1, o, 707
37.26. 146. 149 I srael 147. 237.72. 166 aka.idf.il ;c/]; handshake violation, first packet mot . 487
37.211. 40. 233 Cat ar 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- cat dest - reset 333
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 233
46.19. 86. 103 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - reset 152
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 93
81. 218. 241. 26 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - reset 89
37.211. 40. 233 CQat ar 147.237.77. 216 dover.idf.il SYN H ood out of context drop 70
37.211. 40. 233 at ar 147.237.77. 216 dover.idf.il DOs- HTTP-fi ref | ood dest - reset 56
66. 249. 69. 93 I'srael 147.237.72.166  |akaidf.il Z;J; handshake violation, first packet not 1, 52
2.54.9.211 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 50
82. 145. 209. 106 Eur ope 147.237. 76. 42 refuah.idf.il B ock_Ip V¢b In drop 30
66. 249. 78. 2 I srael 147.237.72.166  |akaidf.il :;]; handshake violation, first packet mot ) 29
66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 29
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 28
37.26. 146. 187 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 27
79.176.107. 179 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 24
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 24
66. 249. 81. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 22
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 21
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 19
128. 234. 108. 182 Romani a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
176. 13. 22. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under_ Attack Con Htp drop 12
31. 25. 76. 152 gcisgi'géa” Territory, 147.237.77.216  |dover.idf.il SYN A ood out of context drop 12
37.26. 146. 187 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
46. 19. 85. 93 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
66. 249. 90. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
109. 226. 26. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 10
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 10
45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
66. 249. 65. 224 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
79.178. 49. 192 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 9
157. 55. 39. 53 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
40.77. 167. 42 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 7

66. 249. 65. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
84.109. 130. 231 | srael 147.237.77. 216 dover.idf.il B ock UWp Al _Nets drop 6
109. 66. 158. 20 | srael 147.237.72. 167 i shurimaka.idf.i|B ock_Udp Al _Nets drop 6
157. 55. 39. 168 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
84.111. 164. 68 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets dr op 6




01-14-2016 to 01-15-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |[Site Sgnature

85. 25. 217. 27 Ger many 147.237.0.15 |kosher-kravi . i df.i|20086: HTTP. Mi ebl ackcat Security Scanner B ock 10
110. 80. 61. 191  |Chi na 147.237.77.74 [lawidf.il Cl1000108: HTITP. Trying to locate existing FQkeditor |B ock 8
85. 25. 217. 27 Ger many 147.237.77.216|dover. i df . i | 20086: HITP: Mii ebl ackcat Security Scanner B ock 5
2.137.247.39 Spai n 147.237.77. 216 |dover.idf . il Q017: HTTP. Malicous User Agent FQCA B ock 3
122.112.77.58 |China 147.237.77.216|dover . i df .i | 22280: HITP. Joonha (hj ect |njection Vul nerability B ock 2
52.1.90.117 Lhited Sates 147.237.77.216|dover. i df .i | 13840: TLS (penSSL Heartbeat Packet B ock 2
85.25.217.27  |Ger many 147.237.0.15 |kosher-kravi . i df . i I%g?flt-::stmp Mi ebl ackcat Security Scanner Initial B ock 2
89.218.71.214 |Kazakstan 147.237.77.74 |lawidf il ggﬁi Om né]f;)brﬁ?ti@ File Wpload Femote (Qode g 2
185.45.13.150 |Romani a 147.237.0.34 |tikshuv.idf.il ;fgcguf;omﬂeg;fl Ff‘;h HITP Feader Remote Code g 1
93. 89. 16. 110 Tur key 147.237.72. 166 |aka. i df . i | 5670: HITP. SQ Injection (SELECT) B ock 1
197.52. 92. 47 Egypt 147.237.77. 216 |dover . i df . i | 5141: HTTP. Sql map HTTP Request B ock 1
46. 4. 89. 35 Ger many 147.237.77. 216 |dover.idf . il C1000106: HITP. maj estic bot B ock 1
177.185.192. 77 |Brazil 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 1
106. 38. 241. 106 [Chi na 147.237.77. 216 |dover . i df . i | C103: HITP. User Agent Sogou+web+spi der B ock 1
85.25.217.27  |cermany 147. 237.77. 216 |dover . i df . i | mstmp Mi ebl ackeat Security Scanner Initia B ock 1
188. 165.15.99  [France 147.237.77. 170 [m@ar achot . i df . i| |28 HITP.  AhrefBot craw er B ock 1
2.54.149. 176 I srael 147.237.77. 216 |dover.idf . il 13840: TLS (penSSL Heartbeat Packet B ock 1
151.80.31.150 |italy 147.237.76.42 |refuah.idf.il 228: HITP. AhrefBot crawl er B ock 1
95.211.70.193  |Netherl ands 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
198. 20. 69. 78 Lhited Sates 147.237.8.14 |e.orchot.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
51. 255. 36. 87 Uhi ted Ki ngdom 147.237.77.216|dover . i df .i | C1000106: HTITP. maj estic bot B ock 1
185. 2. 188. 46 Y'\ﬁgsgl"g\i/al’%g:;iiorg” 147.237.72. 166 |aka. i df . i | aszTl';/ HV\eTbACJT Method Execution over Bl ock 1
108. 59. 8. 80 Lhited Sates 147.237.77.234|hal ag. i df . il C1000106: HTTP: naj estic bot Bl ock 1
191. 252. 61. 244 |Brazil 147.237.76.86 |navy.idf.il @41: HTTP. Access to - index. php?option=comjce |B ock 1
151.80.31.152 |italy 147.237.76.42 |refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1
96. 47.2.10 Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
202. 124.109. 87 |New Zeal and 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 1
185. 45, 13. 150 |Ronani a 147.237.0.34 |tikshuv.idf.il 10767. HTTP. Acunetix Security Scanner B ock 1
108. 67. 169. 124 |Uhited Sates 147.237.76.42 |refuah.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
85.136.227.77 |Spain 147.237.77.233|atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 1
191. 252. 61. 244 |Brazil 147.237.77. 216 |dover . i df . i | Q041: HTTP. Access to - index. php?option=comjce |[B ock 1
5.254.97.75 Rormani a 147.237.0.34 |tikshuv.idf.il 10767: HITP. Acunetix Security Scanner B ock 1
151.80.31. 154 |italy 147.237.76.42 |refuah.idf.il 28: HITP.  AwrefBot craw er Bl ock 1
97. 88. 205. 32 Lhited Sates 147.237.76.42 |refuah.idf.il 6134 HITP. SQ Injection Variable Declaration Evasion |B ock 1
185. 45. 13. 150 |Rormani a 147.237.0.34 |tikshuv.idf.il 16634: HITP. Apache HTTP Server nod_status Request |B ock 1
195. 154. 191. 97 |France 147.237.77. 176 |mat pash. i df . i | 19791: HTTP. WrdPress N-Media PHP File Wl oad B ock 1
5. 254, 97. 83 Romani a 147.237.0.34 |tikshuv.idf.il 10767. HTTP. Acunetix Security Scanner B ock 1
172. 245. 224. 226|United Sates 147.237.72. 166 [aka. i df . i | C1000106: HITP. maj estic bot B ock 1
104. 238. 83. 242 147.237.72. 166 |aka. i df . i | 25 HITP: access to admnistrator/index.php -> g 1

Quar anti ne




01-14-2016 to 01-15-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
66.249.93.113 |147.237.76.86 |Wnited Sates navy.idf.il ET SCAN NVAP -sA (2) 77
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 76
66.249.78.146  |147.237.72. 166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 10
185.2.188.46  |147.237.72. 166 Y“ﬁ;ggf;‘;aée;;gi?rorf‘” akaidf.il -Is-:rh\l/tla?) defacenent attenpt (-thcked By- sent to Véb g
80.246.130. 39  |147.237.76.30 |[Israel hi nush. i df .i | EI' DOS Large anount of TGP ZerowWndow - Possi bl e 7
Nki |l er2 DDos attack
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
95.211.70.193 |147.237.77. 74 |Netherl ands lawidf.il SQ Injection - Select Fom 4
66.249.93.123  |147.237.77.233|Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 4
185.99. 32. 2 147.237.76. 30 hi nush. i df .i 1 ET SCAN NVAP -sA (2) 4
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 3
97. 88. 205. 32 147.237.76.42 |lhited Sates refuah.idf.il SQ Injection - Select From 3
108. 67. 169. 124 |147.237.76.42 |Wnited Sates refuah.idf.il SQ Injection - Select Fom 3
85.136.227.77 |147.237.77.233|Sain atal.idf.il SQA Injection - Select From 3
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP DO stributed Portscan 3
66. 249. 69. 93 147.237.72. 166 |Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 3
96.47.2.10 147.237.76.42 |lhited Sates refuah.idf.il SQ Injection - Select From 3
66.249.73.214  |147.237.77.170|Wited Sates nearachot.idf.il |ET SCAN NVAP -sA (2) 2
79.122. 226. 6 147. 237.77. 176 |Russi an Federation mat pash. i df .i | ET SCAN Potential SSH Scan 2
66.249. 69. 100 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 69. 76 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
177.185.192. 77 |147.237.77.74 |Brazl lawidf.il SQ Injection - Select From 2
66.249.93.127 |147.237.77.233|W0ited Sates atal .idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 81 147.237.76.30 |Wited Sates hi nush. i df .i ET SCAN NVAP -sA (2) 2
162. 222. 185. 165|147. 237. 76. 30 |Lhited Sates hi nush. i df il ET SCAN Potential SSH Scan 2
66.102. 9. 50 147.237.76.30 |Wited Sates hi nush. i df . i | ET SCAN NVAP -sA (2) 2
66.249.78.165 |147.237.72. 166 |Wited Sates aka.idf.il SERVER APAO_E Apache r@d_ssl non-SSL connection to 2
SS. port denial of service attenpt
193. 105. 134. 220(147. 237. 76. 177 |Sweden ncore.idf.il ET SCAN NVAP -sS w ndow 1024 2
66.249.78.159 |147.237.77.216|Wnited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.73.206 |147.237.77.170|Wited Sates nearachot.idf.il |ET SCAN NVAP -sA (2) 2
79.177.199.59  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 2
202.124.109. 87 |147.237.77.74 |New Zeal and lawidf.il SQ Injection - Select Fom 2
85. 25. 217. 27 147.237.0.15 |Ger many kosher-kravi .idf .i [ET WWEB_SERVER Mii ebl ackcat scanner 2
66. 249. 69. 50 147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 65. 224  |147.237.77.216|Wnited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66.249. 93. 99 147.237.77. 216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.78.160 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
193. 105. 134. 220(147. 237.8. 46 |Sweden e.chinuch.idf.il |[ET SCAN NMVAP -sS wi ndow 1024 2
81.144.170.190 [147.237.72.166|united Ki ngdom aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
208. 73. 207. 243 |147.237.8.27 e.madimatal .idf.i [ET SCAN Potential SSH Scan 1
31.210. 67. 78 147. 237. 76. 147 | Tur key chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237. 76. 148 |Lhited Sates gqcenter. aka.idf .i [ET SCAN NVAP -sS w ndow 1024 1
95.86. 114. 224  |147.237.76.30 |l srael hi nush. i df .i | ET DCB Large anount of TGP ZeroWndow - Possi bl e 1
Nkiller2 DDos attack
59. 45. 79. 117 147.237.8.46 |China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
185. 35. 62. 252  |147.237.77.19 [Satzerland lavforumidf.il [ET SCAN Potential SSH Scan 1
109. 251. 56. 171 |147.237.76.86 |kraine navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
114.112.90.54 |147.237.8.50 |China e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
85.242.138.19 [147.237.76. 177 |Portugal ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
73.17. 14. 46 147.237.8.50 |Lnited Sates e.tikshuv.idf.il |ET SCAN NMVAP -sS wi ndow 1024 1
216.178.244.30 |147.237.0.19 |Wited Sates nadi matal .idf.il [ET SCAN NVAP -f 1
46.19. 86. 113 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1




01-14-2016 to 01-15-2016

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 13277
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6112
37.211.40.233 |Qtar 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1965
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | drop drop 1942
37.211.40.233 |Qitar 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d AGK nunber noni t or 1409
37.211. 40. 233 Qatar 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 890
41.33.231.90  |Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 792
46. 19. 85. 232 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d AGK nunber noni t or 335
54.244.22.103 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 304
212.179. 214. 155| srael 147, 237, 72. 167 |i shuri maka i o 1| | SN NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 282
Ret r ansni ssi on Packet dropped.
41.105.234.112 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 274
185. 120. 125. 44 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdﬁrsaéznlt wth different monitor  [268
37.211.40.233 |Qtar 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 214
212.76.127.219 |lsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 207
37.211.40.233 |Qtar 147.237.77. 216 |dover.i df .il Bad TCP sequence monitor (197
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 152
41.33.232.66 Egypt 147. 237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 138
46.19. 85. 94 I'srael 147.237.0.34  [tiksho.icr.i [ S NG Engine: TP Invalid imalid segnent retransmssion. |y ) 129
Ret r ansni ssi on Packet dropped.
46.121.139.20 | srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdzitvrsac'znlt Wth different moni tor |97
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor 95
37.211.40.233 |Qtar 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 81
168. 235. 197. 231 |lhited Sates  [147.237.77. 216 |dover. i dof. il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 74
79.182.122.162 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvrsafﬂt wth dfferent moni tor |74
70.39.185.210 |Satellite Providg1l47.237.77.216 |dover.idf.il drop First packet isn't SYN drop 73
79.179. 221. 208 |israel 147.237.77. 233 |atal i df il Bad TCP sequence mdﬁrsaéznlt wth different monitor (69
80.246.133.37 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence mdr;tvr:é:”lt wth dfferent monitor |67
79.179. 221. 208 |israel 147.237.77. 233 |atal i df il Bad TCP sequence mdﬁrsaéznlt wth different aert 67
37.211.40.233 |Qitar 147.237.77. 216 |dover.idf.il SYN Attack rej ect 59
46. 19. 86. 233 | srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 57
90.174.2.5 Spai n 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 53
107. 167. 104. 107 |nited Sates  [147.237.77. 216 |dover. i of il SYN Att ack SYN -> SYN-ACK -> RST rej ect 52
5.108. 141. 6 Saudi Arabia 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 51
46. 19. 85. 27 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 49
107. 167. 104. 187 |nited Sates  [147.237.77. 216 |dover. i of il SYN Att ack SYN -> SYN-ACK -> RST rej ect 49
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 48
54,244.22.103 |Wited Sates |147.237.77.233|atal .idf.il drop First packet isn't SWN drop 48
85. 130. 247. 186 I srael 147. 237, 72. 167 [i shuri maka i o 1| S NG Engine: TP Invalid invalid segnent retransmission |, o 48
Ret r ansni ssi on Packet dropped.
2.54. 60. 197 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 44
212. 199. 236. 231|i srael 147, 237.76. 200 [ei tan aka i o i1 |/ €AM NG ENgine: TCP Invalid - invalid segnent retramsmssion. |y 44
Ret r ansni ssi on Packet dropped.
5.22.130. 242 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 43
54.244.22.103 |wited Sates [147.237.77.176 |natpash.idf.il  [dr op First packet isn't SWN drop 42
128.72.2.39 gj::;”ion 147.237.77.74 [lawidf.il drop First packet isn't SN drop 42
46. 19. 86. 57 I srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Invalid ACK nunber noni t or 42
66.249. 64.163 |Uited Sates  |147.237.76.86 |navy.idf.il Streaning Bngine: TCP Invalid finvalid segnent retransmission. | 42
Ret r ansni ssi on Packet dropped.
46. 19. 86. 28 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 41
70.39.185.210 [Satellite Providd147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 41
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 40
66.249.64.119 |Wnited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid finvalid segnent retransmssion drop 40
Ret r ansni ssi on Packet dropped.
46. 19. 85. 42 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence I'nval i d ACK nunber nonitor (40
157.55.30. 156 |Uited Sates  |147. 237, 76. 200 [ei tan akaiar.i1 || CAM NG Engine: TP Invalid finvalid segnent retransnissi on drop 40

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89. 139. 29. 61 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 336
109. 67.39.209 |lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 152
149.88.86.218 |Israel 147.237.0.19 |madi matal . i df .j |100 M of the Sane Response Code (404) in Session from Bl ock 144
149. 88. 86. 218

109. 64.195.34  |Israel 147.237.0.34 |tikshuv.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 142
185.32.179.71 [l srael 147.237.0.19 |nadimatal .idf. i Igg'\;;nylg ;r;e Sane Response Qode (404) in Session from Bl ock 139
109. 253. 217. 198]I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 136
46.19. 86. 116 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 132
79.178.177.88 [Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Same Response Code (404) Bl ock 128
176.13. 23.56 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 125
37.26.149.199 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 120
37.211.40.233 |Qtar 147.237.77.216|dover. i df . il Post Request - Mssing Content Type from 37.211. 40. 233 Bl ock 114
46.19. 85. 95 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 113
46. 19. 86. 94 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 111
149. 88. 86. 218 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 109
176. 13. 23. 56 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 107
79.176.49.172 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 107
149. 78. 165. 205 |l srael 147.237.0.34 |tikshuv.idf.il Izg_'\g?ylé’; tzgg Sane Response Code (404) in Session from B ock 107
185.32.179.71 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
46.19. 86. 22 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 102
109. 67. 39. 209 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 97
83. 130. 104. 103 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 89
109. 253. 134. 243|I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 88
109. 253. 217. 198|I srael 147.237.0.19 |nadi matal .idf. i 183.'\;?3)’/. gfl?t q%ssa”e Response (bde (404) in Session from Bl ock 88
176.13.1. 244 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 86
185.32.179.71  |Israel 147.237.0.19 |nadi matal .idf. i Ig‘;_'\g?yl;; ;?e Sane Response Code (403) in Session from Bl ock 85
46.19.85.3 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 84
176. 13. 16. 40 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response CQode B ock 84
46. 19. 86. 120 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 81
2.54.50.181 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 80
109. 253. 212. 44 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 80
149.88.86.218 |Israel 147.237.0.19 |nadi matal .idf. i Iig.ﬁhysgzige sane Response Qode (403) in Session from Bl ock 78
79.176.49.172 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 77
46.19. 86. 22 I srael 147.237.0.19 |nadi matal .idf. i 12‘_31';‘_’%_0;;“ Sane Response Code (404) in Session from Bl ock 76
84.228.141. 201 |lsrael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 76
176. 13. 4. 182 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 74
82.102. 169. 113 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 73
46.19. 85. 95 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 73
46.19. 86. 247 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 73
80. 246.136.56 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 72
109. 186. 152. 159/ sr ael 147.237.0.34 |tikshuv.idf.il Igg_“fgg ffszt. ngsa'm Response Qode (404) in Session from Bl ock 69
176.13. 7. 149 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 66
37.26.149.214 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 66
109. 253. 194. 159|1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 64
185.32.179.71 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 64
46.19. 86. 113 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 63
85.64.147.7 | srael 147.237.0.34 |tikshuv.idf.il ;g?efnl’;;f;he Sane Response Qode (404) in Session from Bl ock 61
109. 253. 222. 158|| sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 57
82.102. 169. 113 | srael 147.237.0.19 |nadimatal .idf.i ;g?ll\:;r.\ylg; tlzg Sane Response (ode (404) in Session from Bl ock 54
109. 253. 138. 151 ]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 54
46. 19. 86. 94 I srael 147.237.0.19 |nadimatal .idf.i Zg?llgi%.oéjhe Sane Response (de (404) in Session from Bl ock 49
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