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01-06-2016 to 01-07-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 89348
66. 249. 73. 198 | srael 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |drop 51627
66. 249. 73. 206 | srael 147.237.77.170 naar achot . i df.i| |TCQP handshake viol ation, first packet not syn |drop 7313
66. 249. 73. 214 | srael 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 4615
66. 249. 78. 146 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 790
41.108. 99. 254 Ageria 147.237.77.216 dover.idf.il DCS- LA C- TCP- 80- cat dest - r eset 619
66.249. 78.9 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 350
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 276
81.218. 241. 26 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 246
109. 253. 139. 82 | srael 147.237.0.19 nadi matal .idf.il |Anonal y- TLS-renegotiation-Ai dest - reset 214
212.199. 112. 144 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y-TLS renegotiation-di dest - reset 146
207. 232. 36. 181 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 132
79.181. 189. 187 | srael 147.237. 72. 156 anan.idf.il ock Wp Al _Nets drop 27
109. 253. 139. 203 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 20
176. 13. 14. 216 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
82. 145, 208. 176 Eur ope 147.237.76. 42 refuah.idf.il Bl ock Ip Véb In drop 10
79.182.114. 82 | srael 147.237.0. 19 nadi matal .idf.il [B ock Udp All Nets drop 9
79.179. 139. 183 | srael 147.237. 72. 166 aka.idf.il Bl ock_Up Al _Nets drop 6
79.181.57. 33 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
66. 249. 78. 173 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 6
109. 160. 204. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
79.182.114. 82 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp Al Nets drop 6
79.176.41. 118 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 6
79.181. 61. 249 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 6
146. 185.57.7 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
41.108. 99. 254 Ageria 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 6
79.179. 100. 30 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
109. 65. 177. 49 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al Nets drop 6
109. 200. 30. 168 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
185. 24. 76. 150 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - reset 4
46. 120. 44. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
31.168. 133. 226 | srael 147.237.72. 167 ishurimaka.idf.il|Bl ock Udp All _Nets drop 3
84.110.144.5 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 3
81.218. 56. 245 | srael 147.237.77.216 dover.idf.il B ock Udp Al _Nets drop 3
212.25.121. 195 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
176. 13. 0. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
81. 218. 206. 82 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3
212.29.194. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
80. 246. 139. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54. 186. 248. 49 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
109. 64. 175. 178 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
212.25.121.195 | srael 147.237.0. 34 tikshuv.idf.il Bl ock_Udp All _Nets drop 3
140. 123. 105. 146 Tai wan 147.237.0. 19 nadi matal .idf.il |L4 Source or Dest Port Zero drop 3
84.108. 148. 96 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al Nets drop 3
81. 218. 56. 245 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3
212.25.121. 195 | srael 147.237. 72. 166 aka.idf.il Bl ock_Up Al _Nets drop 3
207. 46. 13. 75 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.0.55 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 2




01-06-2016 to 01-07-2016

|Top Attackers In IPS|

At t acker

Attacker Address Qount ry rget Address |Site Sgnature

178.137.18.190 |kraine 147.237.72. 156 [anan. i df . i | Cl000108: HITP. Trying to | ocate existing FQkeditor B ock 15
178.137.18.190 |lkraine 147.237.77. 176 |mat pash. i df . i | C1000108: HTTP. Trying to | ocate existing FQkeditor Bl ock 15
109. 67.113. 235 |Israel 147.237.77. 176 |mat pash. i df . i | 14170: HITP. B ank User-Agent (descriptor but no string) Bl ock 3
198.27.68.131 |Canada 147.237.77. 216 |dover.idf . il 19863: HTTP. WrdPress Revslider/ Showbiz PHP File Wl oad B ock 3
66.240.213.93 [Lhited Sates 147.237.8.46 |e.chinuch.idf.il 13891: TLS (penSSL Encrypt ed/ Lhencrypted Heartbeat Packet Per mit 2
200.133.1.131 |Razl 147.237.77.74 [lawidf.il 22280: HTTP. Joormha (hj ect Injection Wil nerability B ock 2
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.idf . il 13840: TLS. (penSSL Heartbeat Packet B ock 2
196.12.47.103 [India 147.237.77. 170 |naar achot . i df . i | Q025: HTTP. access to adninistrator/index. php -> Quaranti ne B ock 1
104. 255. 65. 207 147.237.76.200|ei tan. aka. i df . i | Q003: HTTP: phpM/Admi n access B ock 1
144.76. 8. 132 Ger many 147.237.72. 166 [aka. i df . i | C1000106: HITP. naj estic bot B ock 1
83.161.67.152  |Netherl ands 147.237.72. 166 [aka. i df . i | C1000106: HITP. naj estic bot Bl ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.179|e. nazi . i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
104. 255. 65. 207 147.237.77.19 [lawforumidf.il Q003: HTTP: phpM/Adni n access B ock 1
172.245.128. 159|Uited Sates  |147.237.77. 216 |dover. i df . i | ﬁfﬁg;abﬁy VérdPress Thene Dvi Drectory Traversal B ock 1
91.121.221.15 |France 147.237.77. 216 |dover . i df . i | CL000106: HTTP. naj estic bot B ock 1
104. 255. 65. 207 147.237.77. 216 |dover.idf . il Q003: HTTP: phpM/Adni n access B ock 1
104. 255. 65. 207 147.237.72.167 )i shuri maka. i df . i | |0003: HTTP: phpM/Adnin access Bl ock 1
106. 38. 241. 106 [Chi na 147.237.77. 170 |n@ar achot . i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
104. 255. 65. 207 147. 237.76. 39 ImeI le.neitav. idf. i Q003: HTTP: phpM/Adnin access B ock 1




01-06-2016 to 01-07-2016

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66.249.81.175 |147.237.77.233|W0ited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1529
66. 249. 93. 99 147.237.77. 216 |lnited Sates |dover.idf.il ET SCAN NVAP -sA (2) 56
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 54
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 39
2.52.31.212 147.237. 72. 156 |I srael aman. i df .i | PCLI CY- OTHER TCP packet with urgent flag attenpt 10
80. 246. 136. 168 [147.237.0.19 |[lIsrael madimatal.idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 8
66.249.73.206 |147.237.77.170|Wited Sates |nmarachot.idf.il |ET SCAN NVAP -sA (2) 8
66.249.73.198 |147.237.77.170|W0ited Sates |maarachot.idf.il [ET SCAN NVAP -sA (2) 5
66.249. 64. 181 [147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 4
66.249.93.216 |147.237.77.170|Wited Sates |nmarachot.idf.il |ET SCAN NVAP -sA (2) 4
49.75.129.202 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 3
2.52.30.45 147.237. 72. 156 |I srael anman. i df i PCLI CY- OTHER TCP packet with urgent flag attenpt 3
212.25.105. 125 |147.237.72.166 |l srael aka.idf.il SER.\/ER-APAO—E.Apache mod_ssl non-SS. connection to SS. port 3

deni al of service attenpt
20,182 70,173 |147. 237 72. 166 |1 51 ael akaid il SER_\/ER—APAO-E_Apache nod_ssl non-SSL connection to SSL port 3

deni al of service attenpt
209. 126. 116. 147|147. 237. 76. 198 |Lhited Sates |e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 2
93.174.93.203 [147.237.77. 176 |Net her| ands mat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 2
176.13.13.225 [147.237.77. 216 |I srael dover.idf.il | NDI CATOR- SCAN nyscan 2
149.78. 2. 228 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 2
49.75.129.202 [147.237.76.39 |[China nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 2
80. 246. 136. 160 |[147.237.0.19 |[lIsrael madimatal.idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
168. 62. 238. 153 |147.237.0.15 |lhited Sates |kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 2
109. 65. 204. 158 |147.237.76.42 |Israel refuah.idf.il ET SCAN NVAP -sA (2) 2
94.102.48.195 |[147.237.76.38 [Netherlands eemitav.idf.il |[ET SCAN NVAP -sS w ndow 1024 2
79.180.212. 61 |147.237.77.216 |l srael dover.idf.il ET SCAN NVAP -sA (2) 2
195.81.132. 99  |147.237.77.216 LKJ?i;:gom dover.idf.il ET SCAN Potential SSH Scan 2
209. 126. 116. 147|147. 237. 72. 166 |Lhited Sates |aka.idf.il ET SCAN NMAP -sS wi ndow 1024 2
66.249.66. 182 |147.237.0.34 |Wnited Sates |tikshuv.idf.il ET SCAN NVAP -sA (2) 2
49.75.129.202 [147.237.76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 2
66.249. 64. 153  [147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
106. 120. 201. 115|147. 237. 0. 200 [Chi na rdu. i df il GPL SCAN nmap TCP 2
176.13.13.225 |147.237.77. 216 |l srael dover.idf.il G°PL SCAN nyscan 2
208. 80. 155. 211 |147.237.77.216|lhited Sates |[dover.idf.il Tehila - Perl LW with fake user agent 2
66.249.93.123  |147.237.77.233|Whited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
49.75.129.202 |147.237.77. 227 |Chi na e. hanaz. i df . i ET SCAN Potential SSH Scan 2
66.249.81. 174 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
79.181.212. 223 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
177.21.107. 124 |147.237.72. 156 |Brazi anan. i df il ET SCAN NMAP -sS wi ndow 1024 1
61.216.2.13 147. 237. 77. 233 |Tai van atal.idf.il SER.’\/ER-APAO—E'Apache mod_ssl non-SS. connection to SS. port 1

deni al of service attenpt
117. 25.155. 164 [147.237.0.15 |China kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
46.228.207.18 |[147.237.0.19 |Ger many nadi matal.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.195 [147.237. 76. 198 [Net her | ands e.yohalan.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
2.54.139. 208 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
84.111.114.96  [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
185. 130. 5. 235  |147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
66.249.78.160 [147.237.72.166|Wited Sates |aka.idf.il portscan: TCP O stributed Portscan 1
167. 88. 9. 227 147.237.76.42 |Whited Sates |[refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
107. 178. 122. 225|147. 237. 72. 217 |Lhited States |e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.115.58.160 |147.237.8.27 |[lnited Sates |e.nadimatal.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
89.248.162. 131 |147.237.76.86 |Netherlands navy.idf.il ET SCAN Potential SSH Scan 1
190. 249. 184. 162|147. 237.77.19 |Col onbi a lawforumidf.il  [ET SCAN NVAP -sS wi ndow 4096 1




01-06-2016 to 01-07-2016

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature
41.108.99.254 |Ageria 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Response out of state noni t or 9432
185. 120. 126. 73 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber moni tor  |1348
185. 120. 126. 73 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 675
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 657
41.108.99.254 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 548
213.8.204.68  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence Sretransmt wth different oo 253
W ndow scal e
41.108.99.254 |Ageria 147.237.77. 216 |dover . i df .i | drop SAMrule drop 235
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 199
46. 19. 86. 165 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 196
37.26. 146. 202 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SWN drop 189
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 142
31.210.179. 197 |israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SNretramsmt with different —ooyiior 120
W ndow scal e
sl SYNretransmt wth different .
80. 246. 130.55 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal moni tor  [118
79.181.150. 196 |Israel 147.237.77. 233 |atal i cf i Bad TCP sequence Sretransmt wth different 1 ovor  [115
W ndow scal e
46. 19. 86. 227 I srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 113
176.228.129. 48 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence Sretransmt wth different oo 107
W ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 106
R SYNretransmt wth different .
185. 120. 126. 42 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal moni tor ~ [105
79.177.41.117 | srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SWretransmt wth different | oniior o2
w ndow scal e
8.37.224.134 Anonynmous Proxy  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 87
46. 19. 85. 103 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval id ACK nunber noni t or 85
. . SYNretransmt wth different .
46. 120. 201. 129 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 84
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |78
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 78
66.249.93.123 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 77
70.39.186.242 |Satellite Provider 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 72
8.37.224.134 Anonyrous Proxy  [147.237.77.216|dover.idf.il drop First packet isn't SN drop 71
192. 114. 105. 254l srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 67
46. 19. 85. 57 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |65
Sreaning Engine: TQP Invalid i i SSi
5.29. 38. 68 I'srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. . 64
Ret ransm ssi on Packet dropped.
46. 18. 21. 99 glcisgi'géa” Territory.l147. 237. 77. 176 |nat pash.icf. il |dr op First packet isnt SWN drop 60
81.218.190.37 |Israel 147.237.77. 170 |marachot . i of .1 |Bad TCP sequence SWretransmt wth different | onior |59
w ndow scal e
70.39.186.242 |Satellite Provider 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 56
Sreaning Engine: TCP Invalid i i Ssi
109. 160. 146. 25 |Israel 147.237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. | o 54
Ret ransn ssi on Packet dr opped.
S SYNretransmt wth different .
85. 65. 205. 228 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal moni tor |54
Sreaning Engine: TCP Invalid i i Ssi
213.8.204.37  |israel 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | o 54
Ret ransn ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
62.219. 110. 135 |Israel 147. 237. 76. 200 |6 tan. aka i of . i 9 =g Invalid segnent retransmssion. g 54
Ret ransn ssi on Packet dr opped.
80. 178.0. 113 | srael 147. 237. 72. 167 |i shuri maka. i of . i [dr op First packet isn't SN drop 53
41.108.99.254 |Ageria 147.237.77. 216 |dover . i df .i | Bad TCP sequence moni tor |53
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 53
195. 60. 232. 57 |l srael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 52
46.19. 86. 76 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber moni tor |52
84.109.101.91 |lsrael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 46
46. 19. 86. 217 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor  [43
. . SYNretransmt wth different .
62.219.155.25 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 42
77.127.212. 168 I srael 147.237.77. 233 |atal i df.il Bad TCP sequence Sretransmt wth different oo a2
W ndow scal e
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 41
Sreanming Engine: TCP Invalid i i ssi
176.13.17.216 |israel 147. 237, 77. 243 |robi 1 e. i of . i | g =g Invalid segnent retransmssion. g 40
Ret r ansn ssi on Packet dr opped.
213.184. 119. 142|l srael 147.237. 72. 166 |aka.i df .i | drop SMrule drop 39
2.54.53.248 I srael 147.237. 72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 39




01-06-2016 to 01-07-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
41.108.99.254 |Ageria 147.237.77.216|dover . i df .i | Mil ti pl e Unknown HTTP Request Method from 41. 108. 99. 254 B ock 9652
80. 246. 136. 168 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 348
46.19.86.0 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 256
46.19. 86. 142 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 212
84.229.29.149 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 200
46.19. 85. 61 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 169
46.117.30.191 |Israel 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 168
46. 19. 85. 70 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 152
80. 246. 136. 168 || srael 147.237.0.19 |nadi matal .idf. i gg?z'ﬂylgg tlgg Sane Response Code (403) in Session from Bl ock 149
46.19. 85. 115 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 147
192. 114. 5. 10 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 139
84.229.29.149 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 125
80. 246. 136. 168 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 122
176.13. 1. 167 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 116
109. 253. 219. 143|l sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 116
46.19. 85. 70 | srael 147.237.0.19 |madimatal .idf.i I(é?ll\géré);.ogothe Sane Response Code (404) in Session from B ock 115
109. 253. 135. 180l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 114
46.19. 85. 133 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 110
80. 246.136.95 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 110
46.19.86.0 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 107
109. 253. 219. 153]I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 107
80. 246. 136. 160 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 107
46.19. 86.0 I srael 147.237.0.19 |nadi matal .idf. i 12?1?%05 the Same Response Code (403) in Session from Bl ock 106
46.117.147. 187 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 105
176.13.14.9 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 95
84.108. 45. 207 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 95
46.19. 85. 133 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 93
109. 253. 206. 120l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 86
80. 246. 136. 160 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 85
2.54.39. 206 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 84
80.246.136.87 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 80
46. 19. 86. 250 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 80
46.19. 85. 68 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 78
109. 253. 219. 143l sr ael 147.237.0.19 |nadimatal .idf. i Igg_'\fs”?’:_ gflgt_ qigsa”e Response (bde (404) in Session from Bl ock 78
46.19. 85. 56 I srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 77
41.108.99.254 |Ageria 147.237.77. 216 |dover . i df . i | Mil tipl e Abnormal |y Long Request from 41.108.99. 254 B ock 71
41.108.99.254 |Ageria 147.237.77.216|dover.idf . il Mil tiple Mal formed URL from 41.108. 99. 254 Bl ock 71
46.117. 147. 187 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 71
109. 253. 221. 38 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspici ous Response Qode B ock 70
84.108.45.207 |l srael 147.237.0.19 |nadi matal .idf. i ;3?1“cf§'?y4§f28?e Sane Response Code (404) in Session from Bl ock 70
80.246.136.67 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 68
37.26.148.249 |[israel 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 67
109. 253. 137. 161l sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 64
109. 253. 147. 64 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 61
2.54.39. 206 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 60
109. 253. 209. 160| sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 57
80. 246.136.95 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 57
46. 19. 86. 250 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 55
94.230.86.195 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 55
109. 253. 219. 153|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 55
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