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01-01-2016 to 01-02-2016

|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Address

‘Target

‘Site

‘Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 90608
66. 249. 78. 146 I'srael 147.237.72.166  |aka idf.il :;]; handshake viol ation, first packet mot ) 5286
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 3048
188. 54. 218. 185 Saudi Arabi a 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 2811
66. 249. 78. 62 I'sr ael 147.237.72.166  |akaidf.il :;]; handshake viol ation, first packet not 1, o, 874
85.114. 107. 51 gcisgi'géa” Territory, 147.237.77.216  |dover.idf.il HTTP- M SC- Havi j - User - Agent dest - reset 818
66. 249. 93. 35 I srael 147. 237.72. 166 aka.idf.il :;]; handshake violation, first packet mot . ) 286
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 227
192.118. 30. 102 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - reset 207
66. 249. 64. 191 I srael 147.237.77.74 lawidf.il :;J; handshake violation, first packet mot . ) 104
46. 19. 86. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
5.22.129. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 17
46. 19. 86. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 17
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 16
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 9
66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
31.168.19. 190 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
79. 181. 180. 235 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
80. 246. 136. 145 | srael 147.237. 72. 167 ishurimaka.idf.i|lnvalid TGP H ags drop 6
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 64. 4. 233 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
198. 58. 103. 92 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
52. 33. 66. 29 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
105. 107. 125. 181 Ageria 147.237.77. 216 dover.idf.il HTTP- M SC- Acuneti x- Ur | dest - reset 4
37.26. 146. 205 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
82. 166. 85. 150 | srael 147.237. 76. 86 navy.idf.il L4 Source or Dest Port Zero drop 3
109. 65. 18. 79 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
84.228.6.113 | srael 147.237.77. 170 naarachot.idf.il |Invalid TGP H ags drop 3
113. 106. 101. 69 Chi na 147. 237. 76. 200 eitan.aka.idf.il |Bock Wdp All Nets drop 3
109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il B ock Up Al Nets drop 3
36. 62. 228. 42 Chi na 147. 237. 76. 200 eitan.aka idf.il |Block Udp Al Nets drop 3
207. 46. 13. 88 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
85. 114. 107. 51 glcis;ilgéan Territory, 147.237.77. 216 dover.idf.il SYN Hood out of context drop 3
204. 42. 253. 2 Lhited Sates 147.237. 76. 198 e.yohalanidf.il |Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 202 ehalag.idf.il |Block Np Al Net drop 2
93. 174. 93. 142 Net her | ands 147.237. 0. 35 akavs. i df.il Frk_Under _Attack _Con_Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np All _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 38 eeneitav.idf.il|Bock Np Al Net dr op 2
123. 151. 149. 222 Chi na 147. 237. 76. 201 eatal.idf.il JLM Under Attack Con Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Block Np All _Net drop 2
36.2.118.120 Japan 147.237.76. 177 ncore.idf.il B ock UWp Al _Nets drop 2
157. 55. 39. 19 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2




01-01-2016 to 01-02-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature

105. 107. 125. 181|A geria 147.237.77. 216 |dover.idf .l Q091: HITP. Access to - admn. asp B ock 26

217.114.221. 48 |Ger many 147.237.77. 216 |dover.i df . il 22280: HITP. Joonmha (bj ect |njection Vil nerability B ock 25

197. 40. 45. 254 |Egypt 147.237.77.216|dover.i df .| 3886: HITP. Qross Site Scripting in PGST Request B ock 3

105. 107. 125. 181|A geria 147.237.77. 216 |dover.idf .l Q003: HTTP: phpM/Adni n access B ock 2

105. 107. 125. 181|A geria 147.237.77. 216 |dover.i df . il Q023; HTTP. adninistrator in UR Per it 2

52.1.90. 117 Lhited Sates 147.237.77.216|dover.i df .| 13840: TLS QenSSL Heartbeat Packet B ock 2

212.48.68.50  |Wnited Kingdom 147.237.77. 216 |dover . i df . i | CD25: HITP: access to adninistrator/index.php -> g 1
Quaranti ne

185. 130. 5. 224 147.237.72. 167 i shuri maka. i df . i | ggﬁ:;t TP Apache HTTP Server mod status B ock 1

85. 114. 107. 51 glcf;i'géa” ferritory, {147 237.77. 216 |dover . i df . i | 5670: HTTP. S I njection ( SELECT) Bl ock 1

123.126. 113. 154|Chi na 147.237.77.216|dover. i df . il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

212.83.177.193 |France 147.237.72. 166 |aka. i df . i | C1000106: HTTP. maj estic bot B ock 1

185. 130. 5. 224 147.237.76.30 |hi nush. i df .i | 16634: HTTP: Apache HTTP Server nod status Bl ock 1
Request

198. 20. 69. 74 Lhited Sates 147.237.8.14 |e.orchot.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1

151. 80. 44. 115 |italy 147.237.77.216|dover.idf .l C1000106: HTTP. naj estic bot B ock 1

185. 130. 5. 224 147.237.76.42 |refuah.idf.il 16634: HITP: Apache HTTP Server mod status B ock 1
Request

198.20.69.74  [Uhited Sates 147.237.8.24 |e.lifestyle.idf.il 13840: TLS. penSSL Heartbeat Packet B ock

158. 69. 200. 205 |Uhited Sates 147.237.77.216|dover.idf .l C1000106: HTTP. naj estic bot B ock

46.4.123.172 Ger many 147.237.77. 176 |mat pash. i df . i | C1000106: HTTP. naj estic bot B ock 1

www. chanmat z. aka. i df . . HITP:
185. 130. 5. 224 147.237.77. 226 |, 16634: » Apache HTTP Server mod_status Bl ock 1
il Request

207. 46.13. 71 Lhited Sates 147.237.77. 216 |dover.i df . il C1000158: HITP(S): Hacked in the Payl oad B ock 1

185. 130. 5. 224 147.237.72. 166 |aka. i df . i | 16634: HITP: Apache HTTP Server mod status Bl ock 1
Request

188. 54. 218. 185 |Saudi Arabia 147.237.77. 216 |dover.idf .l 5141: HTTP. Sgl nap HTTP Request B ock 1

106. 38. 241. 106 |Chi na 147.237.77.216|dover. i df . il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1




01-01-2016 to 01-02-2016

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Federati on

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 96
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 64
46. 19. 85. 237 147.237.76.42 |Israel refuah.idf.il PQLI Cy- OTHER TCP packet with urgent flag attenpt 48
217.114.221. 48 |147.237.77. 216 |Ger nany dover.idf.il Tehila - Perl LWP with fake user agent 22
105. 107. 125. 181|147. 237. 77. 216 |A geri a dover . idf.il Admin | ogi n page scan - Havij 21
2.54.151. 110 147.237.77. 216 I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 20
80. 246. 133. 5 147.237.76.30 |[Israel hi nush. i df . il ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 8
DDos attack
105. 107. 125. 181|147. 237. 77. 216 |A geri a dover.idf.il SERVER- WEBAPP adm n. php access 6
105. 107. 125. 181|147. 237. 77. 216 |A geri a dover.idf.il SERVER WEBAPP adni nl ogi n access 5
105. 107. 125. 181|147. 237. 77. 216 |A geria dover.idf.il SERVER WEBAPP | ogi n. ht m access 4
66.249.78.146  |147.237.72.166|Whited Sates  |aka idf.il ET SCAN NVAP -sA (2) 4
66.249.66. 191 |147.237.76.42 |Wited Sates  |refuah.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 66. 23 147.237.77.226|hited Sates  |wan chanatz. aka. idf.il [ET SCAN NVAP -sA (2) 4
197. 40. 45. 254  |147. 237. 77. 216 |Egypt dover.idf.il A Injection - Select From 3
80. 246. 130. 208 |147.237.77. 233 | srael atal.idf.il ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 3
DDos attack
5 54141 156 147 237 77 233|158l atal idh il ET DOS Large anount of TCP ZeroVWndow - Possible Niller2 3
DDos attack
79.179.161.90 |147.237.72.166 |l srael aka idf.il SERVER APAO_E Apac.he mod_ss|non-SSL connection to SSL 3
port denia of service attenpt
197. 40. 45, 254  |147. 237. 77. 216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 3
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df . i1 ET SCAN Potential WNC Scan 5900- 5920 2
168. 62. 238. 153 |147.237.77.235|lhited Sates svivaidf.il ET SCAN NMAP -sS wi ndow 1024 2
80, 246.133.37  |147 237 77 233 |1 1 ael atal idh il ET DO5 Large anount of TCP ZeroVWndow - Possible Niller2 5
DDos attack
59. 45. 79. 117 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 2
185.130.5.235 [147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
66.249.93. 184  |147.237.72.166|Whited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 2
185.130.5.235 [147.237.0.16 ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 2
66.249.78.172 |147.237.72.166 |Lhited Sates  |aka.idf.il SERVER APAO_E Apac_he mod_ssl - non- S connection to SS. 2
port denial of service attenpt
59. 45. 79. 117 147.237.76.30 |China hi nush. i df . i 1 ET SCAN Potential SSH Scan 2
66. 249. 78. 2 147.237.72.166|Whited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 2
66.249.66. 125 |147.237.77.233|lhited Sates  |atal.idf.il ET SCAN NVAP -sA (2) 2
185.130. 5. 224 |147.237.76.197 e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 2
80. 246. 133. 116 |147.237.76.30 |[Israel hi nush. i df . i ET D05 Large anmount of TCP ZeroWndow - Possible Niller2 2
DDos attack
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 2
185.130. 5. 235  [147.237.8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 2
183. 60. 48. 25 147.237.76.86 |China navy. i df.il ET SCAN Potential VNC Scan 5900- 5920 2
168. 62. 238. 153 [147.237.77.179|Whited Sates e nmazi.idf.il ET SCAN NVAP -sS wi ndow 1024 2
66.249.93.107 |147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.78.159  |147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
91.201. 236. 113 |147.237. 77. 227 |kr ai ne e hanaz. i df .il ET SCAN NVAP -sS wi ndow 1024 2
162. 222. 185. 165|147. 237. 76. 177 |Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 2
84.108.95.104 [147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 2
115. 182. 249. 11 |147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
82.117.208. 243 [147.237.0.16 ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
192. 186. 95. 178 |147.237.76.39 [Canada nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
185. 130. 5. 224  |147.237. 76. 176 test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
12.139.41.189 |147.237.76.177 |Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165(147. 237. 76. 42 |Lhited Sates  [refuah.idf.il ET SCAN Potential SSH Scan 1
91.218. 246. 103 [147. 237. 7. 179 [ XSS enazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
82.145.222.97 |Europe 147.237.77. 176 |nat pash. i df . i drop First packet isn't SN drop 856
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 658
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 625
reamn ine: TCP Invali i i ssi
46.19. 86. 17 I srael 147.237.72. 166 |aka. i df .i | Stream g Engi ne @ Invalidjinvalid segnent retransnissi on drop 426
Ret r ansni ssi on Packet dropped.
37.26.146.211 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 271
37.217.154.175 |Saudi Arabia 147. 237.77. 216 |dover i df .1 Bad TCP sequence Sretransmt wth i fferent moni tor 184
w ndow scal e
37.217.154.175 [Saudi Aabia 147. 237.77. 216 |dover . i . i Bad TCP sequence SNretransmt with i fferent alert 180
w ndow scal e
80.178.97.108 | srael 147.237.77. 233 |atal i f il Bad TCP sequence Sretransmt wth i fferent moni tor 140
w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 131
85. 114. 107. 51 za:lcis;i'géa” Territoy s 47 237.77. 216 |dover. i of . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 114
46.19.85.154  [Israel 147.237.72. 167 |ishurimaka.idf .i [Bad TCP sequence I'nval i d ACK nunber nonitor  |106
s SN retransnmit wth different .
84.228.227.87 |Israel 147.237.77. 170 |nsarachot .i df .i1 [Bad TCP sequence Wi ndow scal e noni tor ~ |101
167.61.80. 117 |U uguay 147. 237. 77. 216 |dover.i df .il SYN At tack SYN - > SYN-ACK -> RST rej ect 96
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor  [95
109.64.121.68 |Israel 147.237.77. 170 |nsarachot . i of .11 |Bad TCP sequence SN retransmt wth different moni tor |86
w ndow scal e
. . SYNretransmt wth different .
149.78.171. 115 |Israel 147.237.77. 170 |mearachot. i of .il [Bad TCP sequence wi ndow scal e noni t or 82
46. 19. 85. 158 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |73
167.61.80. 117 |Ur uguay 147. 237. 77. 216 |dover.i df .il SYN At tack SYN -> SYN-ACK -> RST al ert 72
216.189.172. 21 |lLited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 66
Sreaning Engine: TGP Invalid i i ssi
185. 120. 126. 34 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segnent retransmssion. | 66
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
5.102. 254. 209 | srael 147. 237, 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 60
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 59
216.189.172.21 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 58
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor |57
176.13.2.237  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wth different moni tor |52
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
79.181. 105. 142 | srael 147. 237.77. 243 |mbi le. i f . i1 9 =9 Invalid segnent retransmssion. |, 51
Ret r ansni ssi on Packet dropped.
80.246.133.32 | srael 147.237.77. 233 |atal i df il Bad TCP sequence StNretransmt with different moni tor  [51
w ndow scal e
46.19.86.202  [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nval i d ACK nunber monitor |51
66. 249. 93. 99 Lhited Sates 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor (50
: S Unexpect ed post SYN packet -
66. 249. 93. 99 Lhited Sates 147.237.77. 216 |dover.idf.il drop RST or SYN expect ed drop 50
128.127. 107. 126|Net her | ands 147.237.77.233|ata .idf.il drop First packet isn't SYN drop 48
Sreaning Engine: TGP Invalid i i ssi
46.19.86. 75 I'srael 147. 237.72. 167 |i shuri maka i df . i 9 =g Invalid segnent retransmssion. |, 48
Ret r ansmi ssi on Packet dropped.
; . . SYNretransmt wth different .
149.50. 77. 38 Lhited Sates 147.237.77. 170 |mearachot. i of .il [Bad TCP sequence wi ndow scal e noni t or 46
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 46
66. 249. 93. 99 Lhited Sates 147.237.77. 216 |dover.idf .i| Bad TCP sequence Inval i d AGK nunber aert 45
R SWNretransmit wth different .
80. 246. 133. 157 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence w0 ndow scal e monitor |44
Sreaning Engine: TQP Invalid i i Ssi
37.26.149.225 | srael 147.237.76. 200 |ei tan. aka. i of .1 g =g Invalid segnent retransmssion. g 42
Ret r ansm ssi on Packet dropped.
207.241. 225. 185|lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 42
62.90.131.58 | srael 147.237.77. 170 |nsarachot . i of .11 [Bad TCP sequence SN retransmt wth different monitor |41
w ndow scal e
46. 19. 86. 85 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nval i d ACK nunber monitor |41
s SWNretransnmit wth different .
31.154.3.222  |[Israel 147.237.77. 170 |nsarachot .i df .i1 [Bad TCP sequence i ndow scal e nonitor |40
Sreaning Engine: TCP Invalid i i SSi
141.8.132.112 |Russian Federation [147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g 39
Ret r ansni ssi on Packet dropped.
78.52.80.147  |Germany 147.237.77. 170 |nmarachot . i of .i1 |Bad TCP sequence SWNretransmt wth different monitor |39
w ndow scal e
Sreaning Engine: TCP Invalid i i SSi
37.26.148.145 |Israel 147. 237. 77. 243 |nobi | e. i of . | g =g Invalid segnent retransmssion. g 39
Ret r ansni ssi on Packet dropped.
s SWNretransnmit wth different .
109. 65. 205. 62 |l srael 147.237.77. 170 |naarachot .idf .i| [Bad TCP sequence wi ndow scal e nonitor (38
217.132.101. 78 |israel 147.237.77. 234 |hal ag. i . i Bad TCP sequence SNretransmt with different moni tor |38
w ndow scal e
109. 160. 149. 200 I srael 147. 237.77. 170 |nmarachot . i df .i1 [Bad TCP sequence SNretransmt wth different monitor (36
w ndow scal e
99.238.77.47  |Canada 147.237.77. 170 |nmarachot . i f .il |Bad TCP sequence SN retransmt with different moni tor (36
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
46.19.85.222  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 36
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
66.249.66.48  |Uited Sates 147.237.77. 234 |nal ag.i of . i1 9 =g Invalid segnent retransmssion. g 34
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
105. 107. 125. 181 |A geria 147.237.77.216|dover. i df . il Mil ti pl e Unhaut hori zed URL Access from 105. 107. 125. 181 Bl ock 281
105. 107. 125. 181|A geria 147.237.77. 216 |dover.i df . il Ml tiple Admn B ocking from 105. 107. 125. 181 Bl ock 90
105. 107. 125. 181|A geria 147.237.77. 216 |dover.idf .l PHP At t enpt Bl ock 80
87.69.178.174 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 60
. . . Too Many of the Sane Response Gode (404) in Session from
109. 226. 48. 121 |l srael 147.237.0.34 |tikshuv.idf.il 109, 226. 48. 121 B ock 55
77.127.18.219 [israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 53
2 5441 51 | srael 147.237.72. 166 |aka. i df . i | ‘;0(;4I\A:1r1y501f the Sane Response Code (404) in Session from B ock 20
- . . Too Many of the Sane Response Code (404) in Session from
85. 250. 104. 194 |l srael 147.237.0.34 |tikshuv.idf.il 85. 250 104. 194 B ock 37
. . . Too Many of the Sane Response Code (404) in Session from
109. 160. 131. 128l srael 147.237.0.34 |tikshuv.idf.il 109. 160. 131. 128 B ock 37
. - . Ostributed Paraneter Type Mol ation on
79.177.53.77 | srael 147.237.77. 243|mobi | €. df . nobi | e.idf.il/sachar/changepassword paraneter Qurrent Passwor d Bl ock 29
. . . Paraneter Type Mol ation Qurrent Password in
37. 26. 148. 246 I srael 147.237.77.243|nobi l e. i df . i | mobi | e. i df . i |/ sachar/ changepasswor d B ock 26
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 23
; ; . O stributed Whaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216 (dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 23
213.57.49.167 |[Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 21
109. 253. 217. 82 |l srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 21
] - . DO stributed Whaut hori zed URL Access on
107.178.194.83 |[Lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 16
85. 250. 28. 96 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 16
217.114. 221. 48 |Ger many 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 16
176.12. 150. 177 |l srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 176. 12. 150. 177 Bl ock 16
217.114.221. 48 |Ger many 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized LRL Access from 217.114. 221. 48 Bl ock 15
149.88.85.77  |Israel 147.237.0.34 |tikshuv.idf.il Too Miny of the Sane Response Code (404) in Session from Bl ock 15
149. 88. 85. 77
] . . O stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 14
2.54.188. 151 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 14
] . . DO stributed Whaut hori zed URL Access on
208.184.112. 74 |Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 14
] . . D stributed Uhauthorized URL Access on
107.178.194.87 |lhited Sates [147.237.77.216|dover.idf.il v i dff . i | / 1133 22638- hel dover . aspx. B ock 14
. . . Paraneter Type M ol ati on Qurrent Password in
62.90.212.182 |[Israel 147.237.77.243|nobi | e. i df . i | nobi | e. i df i | / sachar/ changepassvor d B ock 13
] . . D stributed Uhauthorized URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216|dover.idf.il v i dff . i | / 1133 22638- hel dover . aspx. B ock 13
m ny- kosher - kravi . i d _ _
79.178. 28. 206 | srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 12
. . . Dstributed Paraneter Type Mol ati on on
37.26.148. 174 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e. i df.i|/sachar/changepassword paraneter Qurrent Passwor d Bl ock 12
79.181.105. 142 |[israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 12
’ . . DO stributed Uhauthori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover. i df.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 11
79.182.216.77 |Israel 147.237.77.243|nobi | e.i df . i | Ml tiple Uhauthorized URL Access from 79.182. 216. 77 Bl ock 11
m ny- kosher - kravi . i d _ _
176.13.7.96 | srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 11
; ; . O stributed Whaut horized URL Access on
107.178.194.79 |[lhited Sates [147.237.77.216 |dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 10
46.19. 86. 127 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 10
217.132.65.75 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from217.132.65. 75 Bl ock 10
84.228. 166. 204 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 10
m ny- kosher - kravi . i d _ _
79. 180. 102. 69 | srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 9
37.46. 39. 189 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 37.46. 39. 189 B ock
66.249.78.159 |[Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to v idf.il/error. htm Bl ock
80. 246. 136. 231 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode Bl ock
. . . Too Many of the Sane Response Code (404) in Session from
176.228. 12. 229 |lIsrael 147.237.0.34 |tikshuv.idf.il 176. 298, 12. 229 B ock 9
] . . O stributed Whaut hori zed URL Access on
107.178.194.79 |Wnited States |147.237.77.216|dover. i df. il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 9
207.46.13.144 |United Sates [147.237.77.216|dover.idf.il Mil ti pl e Lhaut hori zed URL Access from 207. 46. 13. 144 Bl ock
185. 120. 126. 34 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock
5.28.131.167  |Israel 147.237.72.166 |aka. i df . i | Distributed hauthorized Mthod for Known LRL on B ock 8
wn aka. i df . i |/ nai n/ gi yus/ gener al . aspx
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 8
. - . Unaut hori zed URL Access to
79.182.163. 222 |Israel 147.237.77. 243 |mobi | e. i df . i nobi | e. i df. i1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 8
176.13.21.242 |israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
213.57.100. 231 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
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