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12-08-2015 to 12-09-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 90837
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 5165
66. 249. 78. 22 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 3121
66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 2862
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 578
81. 218. 241. 25 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 506
66. 249. 66. 1 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 357
66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 319
66. 249. 66. 81 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 241
66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 93
134.191. 232. 69 | srael 147.237.76. 42 refuah.idf.il JIMPurple Gon Linit Htp drop 82
66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 48
134.191. 232. 70 | srael 147.237.76. 42 refuah.idf.il JLIMPurple Gon Linmt Htp drop 40
134.191. 232. 69 | srael 147.237.76. 42 refuah.idf.il JLM Purpl e Con Limt_Tcp drop 32
168. 235. 196. 156 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover Con Lint Htps drop 28
45. 32. 246.5 147.237.76. 198 e.yohal an.idf.il Inval i d TP H ags dr op 12
45. 32. 246.5 147.237.76. 42 refuah.idf.il Inval i d TP H ags dr op 12
45.32.246.5 147.237.76. 197 e hinush.idf.il Invalid TGP H ags drop 8
45.32.246.5 147.237.76. 30 hi nush. i df.il Invalid TGP H ags drop 8
45.32.246.5 147.237.77.176 nat pash. i df .i | Invalid TGP H ags drop 8
79.176. 206. 162 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 6
176.189. 203. 143 France 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
94.123. 202. 49 Tur key 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
84.109. 12. 233 | srael 147.237.77. 216 dover.idf.il B ock_ UWp Al _Nets drop 6
45.32.246.5 147.237.76. 31 nakchal .idf.il Invalid TGP H ags drop 6
45.32.246.5 147.237. 76. 200 eitan aka. idf.il Invalid TGP H ags drop 6
176.13.9. 11 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
45. 32. 246.5 147.237.77. 61 e.cogat.idf.il Inval i d TP H ags dr op 4
45.32. 246. 5 147.237.77.121 e navy.idf.il Invalid TGP H ags drop 3
79.178.0.129 | srael 147.237.77. 216 dover.idf.il B ock_ UWp Al _Nets drop 3
45.32.246. 5 147.237.8. 45 eetanidf.il Invalid TGP H ags drop 3
37.204.108. 17 Russi an Federation 147.237.77. 233 atal.idf.il Frk Purple Gon_Limt Htp drop 3
79.178.211.119 | srael 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 3
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
79.176. 36. 4 | srael 147.237. 72. 166 aka.idf.il B ock_ UWp Al _Nets drop 3
123. 151. 42. 61 Chi na 147.237.76. 31 nakchal .idf.il JLM Purpl e Con_Li nmit_Udp drop 3
93.174. 93. 138 Net her | ands 147.237.0. 19 nadi matal .idf.il Frk_Under At tack_Con_Tcp drop 2
167.114. 242. 197 Canada 147.237.77. 226 wawn chamat z. aka. i df . i | |Frk Under Attack Con Htps drop 2
220.163. 110. 126 Chi na 147.237.76. 202 e halag.idf.il JLM Under Attack Con_Tcp drop 2
115. 239. 228. 8 Chi na 147.237.76. 147 chi nuch. aka.idf.il JLM Under _Attack Con Htp drop 2
123. 151. 42. 61 Chi na 147.237.76. 31 nakchal .idf.il JLM Under At tack_Con_Udp drop 2
201. 205. 51. 21 Qosta R ca 147.237. 76. 148 ggcenter. aka.idf.il JLM Under At tack_Con_Tcp drop 2
183. 60. 48. 25 Chi na 147.237.76. 30 hi nush. i df . il JLM Under _Attack_Con_Tcp drop 2
168. 235. 196. 156 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con H ps drop 2
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Under Attack Con Htp drop 2
205. 203.135. 1 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
45.32.246.5 147.237.72. 217 eidf.il Invalid TGP H ags drop 2
37.204.108. 17 Russi an Federation 147.237.77. 233 atal.idf.il Frk_Under Attack _Con Htp drop 2
115. 231. 222. 40 Chi na 147.237. 76. 200 eitan. aka. idf.il JLM Under _Attack_Con_Htp drop 2




12-08-2015 to 12-09-2015

|Top Attackers In IPS|

Attacker Address |Attacker CGountr rget Address |Site Sgnature

96. 47.2. 10 Lhited Sates 147.237.77.216|dover. i df . il 3808 HITP. SQ Injection Variabl e Decl aration Evasion B ock 16
158. 85. 253. 245 |Lhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 16
50.97.138.113 |United Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 14
168. 63.12. 166 |United Sates 147.237.77.74 [lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasi on Bl ock 9
108. 168. 219. 166|lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ. Injection Variabl e Decl aration Bvasion B ock 8
96.47.2.10 Lhited Sates 147.237.77.216|dover. i df . il 6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 8
50.97.138.113 |lhited Sates 147.237.77.233|atal .idf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 8
93. 89. 16. 110 Tur key 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variable Declaration Evasion Bl ock 8
178.63.18.196  |Ger many 147.237.77.74 [lawidf.il 3808 HITP. SQ Injection Variabl e Declaration Evasion Bl ock 8
158. 85. 253. 245 |lLhited Sates 147.237.77.74 |lawidf.il 3808 HITP. SQ Injection Variabl e Decl aration Evasion B ock 7
37.59.56. 6 France 147.237.77. 216 |dover.i df . il 19863: HTTP. WordPress Revslider/ Showoiz PHP File Wload [B ock 4
168. 63.12. 166 |lLnited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
50.97.138.113 [lhited Sates 147.237.77.233|atal .idf.il 9785. HITP. SQ Injection (Referer Header) B ock 2
106. 38. 241. 106 |Chi na 147.237.77. 170 [maar achot . i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 2
106. 38. 241. 106 |Chi na 147.237.77.216|dover.i df . i | C103: HTTP: User Agent Sogou+web+spi der Bl ock 2
106. 38. 241. 147 |Chi na 147.237.77. 216 |dover.idf .l Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
210. 48.147. 115 |\l aysia 147.237.77. 216 |dover.i df . il 3593: HITP. SQ@ Injection (INQN Bl ock 1
185. 106. 94. 91 147.237.76.42 |refuah.idf.il Q003: HTTP: phpM/Admin access B ock 1
158. 85. 253. 245 |Uhited Sates 147.237.77.74 [lawidf.il 9785. HITP. SQ Injection (Referer Header) B ock 1
200.98.137.169 [Razil 147.237.72. 166 [aka. i df . i | Q041: HITP. Access to - index. php?opti on=comj ce Bl ock 1
37 59.56. 6 France 147. 237.77. 216 |dover i df . i | \lﬁ?;:rabl-lﬂl'll'lft’y WrdPress Thene Dvi Drectory Traversal B ock 1
185. 106. 94. 91 147.237.72. 166 [aka. i df . i | Q003: HTTP. phpM/Adni n access B ock
52.1.90. 117 Lhited Sates 147.237.77.216|dover. i df . il 13840: TLS (penSSL Heartbeat Packet B ock 1
222.106. 222. 148 Okfre& RePUDITC 147, 237, 72. 166 |aka. i df . i | 9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
185. 106. 94. 91 147.237.76.86 |navy.idf.il Q003: HTTP: phpM/Adni n access Bl ock 1
167. 114. 242. 197|Canada 147. 237.77. 226 :A:NW chamat z. aka. i df . 13891: TLS (penSSL Encrypt ed/ Unencrypt ed Heartbeat Packet |Permit 1
208.52.161.177 |wited Sates 147.237.0.19 |madimatal .idf.il Q003: HTTP. phpM/Adni n access B ock 1
185. 106. 94. 91 147.237.76.30 |hi nush.idf.il Q003: HTTP: phpM/Admin access B ock
149.202. 44. 111 |Ger many 147.237.77. 170 |maar achot . i df . i | nganm access to adnini strator/index. php -> B ock 1
78.46.174.197 |Ger many 147.237.77.74 [lawidf.il C1000106: HTTP. mnaj estic bot Bl ock 1
185. 106. 94. 91 147.237.77.216|dover. i df . il Q003: HTTP: phpM/Admin access B ock 1
208.52.161. 177 [Lnited Sates 147.237.77.205|pri sha.idf .il Q003: HTTP: phpM/Adni n access B ock 1
185. 106. 94. 91 147.237.76.31 |nakchal .idf.il Q003: HTTP: phpM/Adni n access B ock 1
91.121. 74. 44 France 147.237.77. 216 |dover.idf . il Q008: HTTP: Xenu User Agent Bl ock 1
188. 165. 15. 148 |France 147.237.72. 156 |arman. i df . i | 28: HITP.  AhrefBot craw er B ock 1
208.52.161. 177 [lhited Sates 147.237.77. 216 |dover.idf . il Q003: HTTP: phpM/Adni n access Bl ock 1
185. 106. 94. 91 147.237.76.39 |nobile.neitav.idf.il Q003: HTTP: phpM/Admin access B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76. 199 e. nakchal . i df.il 13840: TLS (penSSL Heartbeat Packet B ock 1
5. 9. 140. 208 Ger many 147.237.77. 216 |dover.i df . il C1000106: HTTP. maj estic bot Bl ock 1




12-08-2015 to 12-09-2015

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Sl'te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 75
41.185.31. 40 147.237.76.42 |South Arica refuah.idf.il QA Injection - Select From 54
50.97.138.113 |147.237.77.233|Wited Sates atal.idf.il S Injection - Select From 43
23.91.70. 94 147.237.77.74 |[Uhited Sates lawidf.il SQ Injection - Select From 34
158. 85. 253. 245 |147.237.77.74 |Wited Sates lawidf.il QA Injection - Select From 32
96.47.2.10 147.237.77. 216 |Wited Sates dover.idf.il S Injection - Select From 26
168. 63.12. 166  |147.237.77.74 |Wnited Sates lawidf.il SQ Injection - Select From 15
184. 168. 193. 34 [147.237.77.74 |Wited Sates lawidf.il QA Injection - Select From 14
31.168. 151. 101 |[147.237.72. 156 |l srael anman. i of . | PQLI CY- OTHER TCP packet with urgent flag attenpt 14
93. 89. 16. 110 147.237.77. 74 [Turkey lawidf.il QA Injection - Select From 13
176. 106. 230. 79 |147.237. 72. 166 || srael aka.idf.il ET SCAN NVAP -sA (2) 11
108. 168. 219. 166|147. 237. 77. 74 |Wited Sates lawidf.il S Injection - Select From 10
81.218. 176. 159 |[147.237.72. 166 |l srael aka idf.il ET SCAN NVAP -sA (2) 10
178.63.18.196 [147.237.77.74 |Ger many lawidf.il QA Injection - Select From 10
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
213.246.49.97 |147.237.77.74 |Rance lawidf.il SQ Injection - Select From 8
37.59.56. 6 147.237. 77. 216 |France dover.idf.il Tehila - Perl LWP with fake user agent 6
66. 249. 66. 61 147.237.72. 166 |Wnited Sates aka.idf.il ET SCAN NVAP -sA (2) 5
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 4
66.249.78.82  |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 4
66. 249. 64. 50 147.237.72. 166 |Wnited Sates aka.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 78. 96 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 3
162.216.46.37 |147.237.72.14 |Uhited Sates dover.idf.il(old) |ET SCAN Potential VNC Scan 5900- 5920 3
213.246.49.97 |147.237.0.34 |Rance tikshuv.idf.il S Injection - Select From 3
66.249. 64. 200 |147.237.72. 166 |Wited Sates aka idf.il ET SCAN NVAP -sA (2) 2
912 179, 132, 202|147 237 77 233 |1 ael atal idh il ET DO5 Large amount of TCP ZeroVWndow - Possible Nkiller2 5
DDos attack
66.249. 64.190 |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
162.216.46.37 |147.237.0.34 |Lhited Sates tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
66. 249. 88. 46 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66.249.81. 135 |147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
85.64.207. 163  |147.237.77. 233l srael atal.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 22 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
176.12.136.76  [147.237.77. 216 |Israel dover.idf.il GPL SCAN nyscan 2
37.142.192.91 |147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 66.45  |147.237.72.166 | ted Sates aka i df.il SERVER APACHE Apache nod_ss| non-SSL. connection to 3. port |,
deni al of service attenpt
162.216.46.37 |147.237.0.19 |Lnited Sates nadi matal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 2
66.249.81.196 |147.237.0.34 |lhited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 2
43.225.68.247 [147.237.8.28 |Japan e.nobile-ks.idf.il |[ET SCAN Potential SSH Scan 2
66.249.80. 105 |147.237.76.86 |Austraia navy.idf.il ET SCAN NVAP -sA (2) 2
66.249.78.89  |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.0. 200 |China ndu. i of il ET SCAN Potential SSH Scan 2
176.12.136.76  [147.237.77. 216 |I srael dover.idf.il | NDI CATOR- SCAN nyscan 2
66.249.66.39  |147.237.72. 166 |Wited Sates aka.idf.il SER\/ER APAO_E. Apache ned_ssl non-SSL connection to S8 port 2
deni al of service attenpt
109. 186. 19. 145 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.79.208.148 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN Potential SSH Scan 1
199. 168. 136. 165|147.237.0. 200 |Lhited Sates u. i df il ET SCAN NVAP -sS w ndow 1024 1
180. 97.106.36  |147.237. 72. 167 |Chi na ishurimaka idf.il [ET SCAN Potential SSH Scan 1
45.32.246.5 147.237.8. 45 e.eitan.idf.il ET SCAN NVAP -sS w ndow 3072 1
124.74.213.36 |147.237.76. 147 |Chi na chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
94.182.163.75 |147.237.76. 39 [L/a Istamc nobi | e. nei tav. i df i |[ET SCAN Potential SSH Scan 1

Republ i ¢ of




12-08-2015 to 12-09-2015

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

S reaning Engi ne: TCP

Inval i d segnent retransnission.

109. 65. 180. 46 | srael 147.237.76. 200 |ei tan. aka.i df .i | . .. droj 1563
Inval i d Retransmission Packet dropped. P
S reaning Engi ne: TCP i i sSi
37.26.148.141 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng Engine: 1 Invalid segnent retransmssion. |, 1398
Inval i d Retransmi ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi
37.26.149.238 |israel 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. Invalid segnent retransmssion. f 840
Inval i d Retransnission Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 753
Sreaning Engi ne: TCP i i ssi
79.180.191.18 | srael 147. 237. 76. 200 |ei tan. aka.i of .| mng tngine: ! Invalid segnent retransmssion. | 504
Inval i d Retransmnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
2.54.183. 97 I srael 147. 237. 76. 200 |6 tan. aka.i of . i mng tngine: 1 Invalid segnent retransmssion. |, 441
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
84.228.176.11 |israel 147.237.76.200 |eitan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 402
Inval i d Retransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
212.179. 21. 194 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine. Invalid segment retransmssion. f 356
Inval i d Retransnission Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 301
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 202
62.103. 30. 184 |G eece 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 178
reamng Engi ne: T i i ssi
80.178. 204. 138 |israel 147.237.76. 200 |ei tan. aka. i of . Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 171
Inval i d Retransmission Packet dropped.
80.246.133.39 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different ooy or 141
wi ndow scal e
Pal esti ni an . . -
213. 244. 81. 60 Territory, Ceeupi ed 147.237.77.176 [nat pash. i df . i1 dr op Frst packet isn't SN drop 134
e SYNtACXK retransnmt wth .
79.178.191. 226 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence different vindow scal & monitor 102
46. 19. 86. 210 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber monitor |97
79.178.191. 226 |l srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 94
S reaning Engi ne: TCP i i ssi
5.29. 223. 67 I'srael 147. 237. 76. 200 |ei tan. aka. i of .| mng tngine: ! Invalid segnent retransmssion. | 86
Inval i d Retransmission Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 79
S reaning Engi ne: TCP i i ssi
2.54. 63. 148 I srael 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. Invalid segnent retransmssion. f 66
Inval i d Retransnission Packet dropped.
. . SWNretransnmit wth different .
79.180. 194. 219 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence vi ndow scal @ nonitor |61
Streaning Engi ne: TCP Invali d segnent retransnission
66.249. 64. 163 |Lhited States 147.237.76.86 |navy.idf.il . o " |dro 60
W Inval i d Retransmission Packet dropped. P
109. 66. 139. 227 | srael 147.237.77. 233 |atal i of il Bad TCP sequence SWretransmt wih different oo |57
U ) ) T o a wi ndow scal e
S reaning Engi ne: TCP i
109. 64.21. 113  |Israel 147. 237. 72. 166 |aka i of . i | mhg =g Inval id checksum Packet drop 51
I nval id Checksum dr opped.
Iran, Islanmic . . . .
46.224.175. 21 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 50
79.181.231. 241 |Israel 147.237. 72. 156 |anan. i f .| Bad TCP sequence SWretransmt wth different oo |s0
wi ndow scal e
. . SYNretransmt wth different .
84.228.213.225 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 50
80.138.94.219 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo |s0
wi ndow scal e
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 50
198. 240. 213. 23 |Switzerl and 147.237.77. 226 "f"l"“ha”atz'aka"df dr op First packet ismt SN drop 49
Sreaning Engi ne: TCP i i ssi
85.130.201. 81 |Israel 147.237.72. 167 |i shuri maka. i df . i mng tngine: 1 Invalid segnent retransmssion. |, 48
Inval i d Retransmission Packet dropped.
81.218.241.25 |[Israel 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 48
79.178.191. 226 |l srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [alert 45
113.161.8.164 |V et nam 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 43
46. 19. 85. 90 | srael 147.237.72. 167 |ishurimaka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 41
S reaning Engi ne: TCP i i ssi
66.249.64.70  |Uited Sates 147. 237. 76. 200 |ei tan. aka.i of .| mng tngine: ! Invalid segnent retransmssion. |, 38
Inval i d Retransnission Packet dropped.
2.54.55. 165 I srael 147.237.72. 167 |i shuri maka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 38
212.179.21.194 |[Israel 147.237.8.45 |eeitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 38
Sream ng Engi ne: TCP Invalid segnent retransnission
66. 249. 66. 39 Lhited Sates 147.237.77. 234 |hal ag.i df . i . . " |drof 34
x Inval i d Retransnission Packet dropped. P
Iran, Islamc o )
46.224. 175. 21 Republ i ¢ of 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber alert 33
46. 19. 85. 151 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 32
134.191. 232. 69 |Israel 147.237.76. 42 |refuah.idf.il drop First packet isn't SYN drop 31
46. 19. 85. 26 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber monitor |31
95.35.236.179 I srael 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with different o, ;o [a1
w ndow scal e
168. 235. 196. 156|Lhited Sates 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 30
213. 8. 63. 243 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d sequence nunier noni t or 30
46.19. 85. 252 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber monitor |30
2.52.55. 49 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 29
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Attacker Address [Attacker Gountry |Target Address ([Ste Signature
Streaning Engi ne: TCP Invali d segnent retransnission
199. 30.25.213 |Uhited Sates 147.237.77. 234 |nal ag.idf .il . - " |dro 28
ag Inval i d Retransmission Packet dropped. P
. . SWNretransnmit wth different .
31.168.211. 194 |l srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence wi ndow scal e nonitor |28
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site Sgnature Action ‘Count
212.179. 21. 194 [ srael 147.237.76. 200 |ei tan. aka. i df . i | ;cl)gl\f;rg 201 tlgi Sane Response (ode (404) in Session from Bl ock 6477
212.179.21. 194 |I srael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 3562
31.168.13.78 |Israel 147.237.0.19 |nadi matal .idf.il ;‘fl“g;r"yl;f%he sane Response (ode (404) in Session from Bl ock 564
109. 65. 180. 46 |l srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 416
66.158.58.200 |Lhited Sates [147.237.76.200(eitan. aka.idf.il |Ostributed Too Miny of the Sane Response Code (404) B ock 396
37.26.148.141 |lIsrael 147.237.76.200|ei tan. aka. i df . i| [Dstributed Too Many of the Same Response Code (404) Bl ock 374
46. 19. 85. 37 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 317
37.26.148.141 | srael 147.237.76. 200 |ei tan. aka. i df i | [0 ey, & 116 S Fesponse Code (404) in Session from Bl ock 313
103.104.115.2 | srael 147.237.76.200 |ei tan. aka. i df . i | Igg I\m 1015“218 Sane Response (ode (404) in Session from Bl ock 287
46.19. 85. 37 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 269
5.29.223. 67 | srael 147.237.76.200|ei tan. aka. i df . i| [Dstributed Too Many of the Sanme Response Code (404) Bl ock 256
31.168.13.78 |Israel 147.237.0.19 |nadi matal .idf.il ;i?l'g'ylg7éhe Sane Response (bde (403) in Session from Bl ock 226
109. 65. 209. 142 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 178
37.26.149.238 |lIsrael 147.237.76.200|ei tan. aka. i df . i| [Dstributed Too Many of the Sane Response Code (404) B ock 176
176.13.12. 197 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 170
79.176.109. 24 | srael 147.237.0.19 |nadi matal .idf.il ;g?l“g_‘ylgé' ;L‘e Sane Response (ode (404) in Session from Bl ock 167
176.13.23.14 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 148
2.52.158.90 | srael 147.237.0.19 |nadi matal .idf.il z’gz'_\ﬁ';é_ogothe Sane Response Code (404) in Session from Bl ock 145
84. 108. 249. 195 i srael 147.237.76. 200 |ei tan. aka. i df . i | ;Z?ll\g.'yzf; tlgg Sane Response (pde (404) in Session from Bl ock 145
37.142. 176. 208 I srael 147.237.0.19 |nadi matal .idf.il g‘;?ll\‘g?yl%_ ;22 Sane Response Code (404) in Session from Bl ock 142
176.13.12.197 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 134
79.176.109. 24 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 126
2.52.158. 90 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 124
46.19.85.249 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 121
176.13.18.89 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 121
46.19.85.249 |lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 119
85.250.69. 178 |l srael 147.237.76.200|ei tan. aka. i df.i| |Dstributed Too Many of the Same Response Code (404) Bl ock 118
109. 65. 209. 142 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 118
46.19.85.62  |Israel 147.237.0.19 |nadi matal .idf.il Zg?lhg_ig);_ogzthe Sane Response (ode (404) in Session from Bl ock 117
31.168.13.78 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
46.19.86.146 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
46. 19. 85. 62 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 107
46.19.85.159 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 105
37.142.176. 208 |I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 104
176.13.4.73 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 102
149.78.57.14  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 96
176.13.23.14  |lsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 91
46. 19. 86. 70 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 75
212.199. 70. 130 |l srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 74
2.54.166. 31 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 71
46. 19. 86. 80 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 69
207.241.226. 41 [Uhited Sates  [147.237.76.86 |navy.idf.il Mil tiple Unhauthorized URL Access from 207.241. 226. 41 B ock 68
193. 10. 72. 205 |Sweden 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 193. 10. 72. 205 B ock 66
98.7.94. 168 Lhited Sates [147.237.76.200|eitan. aka. i df.i| [DOstributed Too Many of the Sane Response Code (404) B ock 66
46.19.86.146 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 66
46.19.86.143  |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 65
176.12.139.36 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 64
79.180.191.18 |Israel 147.237.76.200 |ei t an. aka. i df . i | ;g?l'\g.'ylg’; ige Sane Response (bde (404) in Session from Bl ock 63
65.30.210.222 |[Lhited Sates |147.237.76.200(ei tan. aka.i df.i| |Dstributed Too Miny of the Same Response Code (404) B ock 60
79.176.109. 24 | srael 147.237.0.19 |nadi matal .idf.il ;g?l'\%'ylg; éze Sane Response (bde (403) in Session from Bl ock 58
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