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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 90723
66. 249. 65. 37 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 3723
66. 249. 66. 61 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3380
66. 249. 66. 75 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 937
66. 249. 69. 92 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 692
81. 218. 241. 25 | srael 147. 237. 72. 167 ishurimaka.idf.il |Anonal y-TLS-renegoti ation-Q i dest - r eset 380
81. 218. 241. 25 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegot i ati on-A i dest - r eset 184
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 110
66. 249. 69. 76 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 102
82.166. 137. 19 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 98
81. 218. 241. 25 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 87
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 70
80. 179. 18. 228 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 65
66. 249. 64. 186 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 52
168. 235. 197. 235 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover Con Lint Htps drop 28
168. 235. 201. 194 Lhited Sates 147.237.77.216 dover.idf.il JLM Dover _Gon_Lint _Htps drop 28
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forvard 8
82. 145. 217. 212 Eur ope 147. 237. 76. 147 chinuch. aka.idf.il |Block |p Vb In drop 7
84.110. 35. 158 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 6
109. 64. 53. 80 | srael 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 6
79.178.10.3 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
79.178. 48. 152 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al Nets drop 6
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 5
141. 0. 14. 130 Eur ope 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 64. 113. 250 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 5
134. 147. 203. 115 Ger many 147.237.76. 39 nobi | e. nei tav.idf.il|B ock Wdp All Nets drop 4
199. 30. 25. 235 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
134.147. 203. 115 Ger nany 147.237.76. 176 test.ncore.idf.il B ock_ Wp Al _Nets drop 4
115. 239. 228. 8 Chi na 147. 237. 76. 147 chinuch. aka.idf.il |JLM Under Attack _Con Htp drop 4
176.77.2. 64 Russi an Federation 147.237.77. 233 atal.idf.il Frk Purple Gon_Limt _Htp drop 3
212.179. 64. 162 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
79. 181. 206. 157 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al Nets drop 3
115. 239. 228. 8 Chi na 147.237.76. 176 test.ncore.idf.il JLM Under _Attack Con Htp drop 3
81. 218. 56. 245 | srael 147.237. 72. 166 aka.idf.il B ock Wp Al _Nets drop 3
66. 249. 66. 25 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
79.182.120. 6 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
50. 133.221. 123 Lhited Sates 147.237. 76. 197 e. hinush.idf.il B ock Wp Al Nets drop 3
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3
200. 109. 66. 194 \enezuel a 147.237.76. 197 e. hinush.idf.il L4 Source or Dest Port Zero drop 3
79.179. 226. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
134. 147. 203. 115 Ger nany 147.237. 76. 201 eatal.idf.il B ock Np Al _Net drop 2
168. 235. 197. 235 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Under Attack_Con_H ps drop 2
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
173. 252.90. 124 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
134.147. 203. 115 Cer many 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 2
176.77.2. 64 Russi an Federation 147.237.77. 233 atal.idf.il Frk_Under Attack Con Htp drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
134. 147. 203. 115 Ger many 147.237.76. 148 gacenter.aka. idf.il |B ock Np Al _Net drop 2




12-06-2015 to 12-07-2015

|Top Attackers In IPS|

At t acker

Attacker Address Qount ry get Address [Site Sgnature

123.126.113.80 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP: User Agent Sogou+web+spi der Bl ock 5
185. 106. 94. 2 147.237.0.34 |tikshuv.idf.il 20086: HITP. Mi ebl ackcat Security Scanner Bl ock 5
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | C103: HTTP: User Agent Sogou+web+spi der Bl ock 3
106. 38. 241. 106 |Chi na 147.237.77. 170 |maarachot . i df . i| [C103: HTTP: User Agent Sogou+web+spi der Bl ock 3
70. 54. 63. 45 Canada 147.237.72. 166 [aka. i df . i | Q008: HTTP: Xenu User Agent Bl ock 2
85.25.148.67  |Ger many 147.237.76.31 |nakchal .idf.il \lﬁi?e?;bms G\ Bash HTTP Header Renote Code Bxecution Bl ock 1
188. 25.231.50 |Rormani a 147.237.77. 216 |dover.idf.il Q008: HTTP: Xenu User Agent Bl ock 1
92.46.253. 149  |Kazakst an 147.237.77. 216 |dover.i df . il Q025: HITP. access to adninistrator/index. php -> Quarantine Bl ock 1
69.197.177.50 |thited Sates  |147.237.76.86 |navy.idf.il C1000106: HTTP: naj estic bot B ock 1
194. 114. 146. 227|I srael 147.237.77. 216 |dover.idf.il Cl000169: B ock - dns poisoning (Aalit) Per nit 1
151.80.31.119 |[italy 147.237.77. 170 |maarachot . i df . i | [C228: HITP.  AhrefBot craw er B ock 1
85.25.148.67  |Ger many 147. 237.77. 176 |nat pash. i df . i | \lﬁii?;bms G\U Bash HTTP Header Remote Code Execution B ock 1
188.165.15.59  [France 147.237.0.15 |kosher-kravi . i df.i|@28: HITP. AhrefBot craw er B ock

198. 20. 69. 74 Wited Sates |147.237.76.201|e. atal .idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
185. 106. 94. 2 147.237.0.34 |tikshuv.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock
85.25.148.67  |Germany 147.237.77. 216 |dover . i df . i | \157:;%”':'; G\ Bash HTTP Header Renote Code Execution B ock 1
52. 89. 50. 240 Lhited Sates  [147.237.77.216|dover.idf.il Q008: HTTP. Xenu User Agent Bl ock 1
188. 165. 15. 60  |France 147.237.77.74 |lawidf.il 28: HITP.  AhrefBot craw er B ock 1
79.176.212.87 |[Israel 147.237.77.74 [lawidf.il Q008: HTTP: Xenu User Agent B ock 1
217.86.236.117 |Ger many 147.237.72. 166 |aka. i df . i | C1000106: HTTP. maj estic bot Bl ock 1
85. 65. 196. 70 I srael 147.237.76.86 |[navy.idf.il Q008: HTTP: Xenu User Agent Bl ock 1
62.210. 97. 48 France 147.237.72. 166 |aka. i df . i | C1000106: HTTP. naj estic bot B ock 1
188. 165. 15. 119 |France 147.237.77.233|atal .i df . il 228: HITP. AnrefBot craw er B ock 1
112.111. 191. 115|Chi na 147.237.77.74 [lawidf.il Cl000108: HTTP. Trying to | ocate existing FQkeditor Bl ock 1
85.25.148.67  |Germany 147.237.72. 166 |aka. i df . i | \lﬁﬁ?;bm': G\U Bash HTTP Header Renote Code Bxecution Bl ock 1
185. 112. 102. 211 147.237.77. 176 |mat pash. i df . i | 20085: HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
91.12. 70. 251 Ger many 147.237.72. 166 [aka. i df . i | C1000106: HTTP. mnaj estic bot Bl ock 1
62.210.152.87 |France 147.237.77.216|dover. i df . il C1000106: HTTP. naj estic bot B ock 1
188. 165. 15. 202 |France 147.237.72. 156 |arman. i df . i | 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 72
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 14
80. 246. 120. 10 |147. 237 77. 2331 57 ael atal il ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 12
attack
89.139.171.15  |147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 11
195. 160. 240. 11 |147. 237. 72. 166 |I srael akaidf.il ET SCAN NVAP -sA (2) 11
66.249.64. 181 |147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 6
66.249.64.190 |147.237.72.166|Whited Sates  |aka idf.il ET SCAN NVAP -sA (2) 6
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 4
66. 249. 66. 61 147.237.72.166|Wnited Sates  [akaidf.il ET SCAN NVAP -sA (2) 4
185. 106. 94. 2 147.237.77. 216 dover.idf.il SERVER- WEBAPP Set up. php access 4
109,67 54. 951 |147. 237 77. 170 |1 sr el vaarachot i df il ET DO5 Large anmount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 3
attack
104. 219. 238. 10 |147.237.76.38 eeneitav.idi.il [ET SCAN NVAP -sS wi ndow 1024 3
54.72.0.55 147.237.77.216|Irel and dover.idf.il portscan: TCP Distributed Portscan 2
66.249.93.241 |147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 2
125. 65. 165. 215 |147.237.76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 2
104.219. 238. 10 |147.237. 72. 167 ishurimaka.idf.il [ET SCAN Potential SSH Scan 2
66.249.78.174 |147.237.76.42 |Wited Sates  |[refuah.idf.il ET SCAN NVAP -sA (2) 2
66.249.66. 75  |147.237.72.166|Wited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 200 |147.237.72. 166 |Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147(147. 237. 77. 227 | ted Sates e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 2
66. 249. 64. 69 147.237.76.31 |Lhited Sates  [nakchal .idf.il ET SCAN NVAP -sA (2) 2
37.26.149.175 |147.237.76.86 |lsrael navy. i df .il ET SCAN NVAP -sA (2) 2
66.249.93.191 |147.237.77.216|W0ited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
45.32.24.122 147.237.76.31 nakchal . i df.il ET SCAN Potential SSH Scan 2
209. 126. 116. 147|147. 237.76. 86 |Lhited Sates navy.idf.il ET SCAN NVAP -sS w ndow 1024 2
66.249. 79. 6 147.237.76.42 |Wited Sates  [refuah.idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147|147. 237. 76. 34 |lhited Sates yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024 2
66.249. 78. 79 147.237.77.233|Whited Sates  [atal.idf.il ET SCAN NVAP -sA (2) 2
209.126. 116. 147(147.237.0.35 |lLited Sates akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 2
104. 219. 238. 10 |147.237. 76. 200 eitan.aka idf.il [ET SCAN Potential SSH Scan 2
66. 249. 65. 37 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
45.32.24. 122 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 2
104.192.0.226 |147.237.76.44 |Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 2
66.249.64. 191 |147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 2
176. 13. 1. 207 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
114.247.172. 61 |147.237.8.46 |China e.chinuch.idf.il [ET SCAN NVAP -f -sS 1
45.32.24. 122 147.237.76. 176 test.ncore.idf.il |ET SCAN Potential SSH Scan 1
95.211.155.65 [147.237. 76. 199 [Net her| ands enakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 77. 178 |Lhited Sates emtpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
85. 250. 127. 238 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP Distributed Portscan 1
185. 106. 94. 16  |147.237. 76. 148 gacenter. aka. i of .i [ET SCAN Potential SSH Scan 1
74.117.209. 135 |(147.237.0.33 |lited Sates idf.il ET SCAN NVAP -sS wi ndow 1024 1
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TCP Distributed Portscan 1
104. 219. 238. 10 |147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
220. 245. 240. 26 |[147.237.8.50 |Australia etikshuv.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
5.42.38. 207 147. 237. 76. 197 ?ég:;;m ehimshid.il |ET SCAN Potential SSH Scan 1
93.158. 215. 45  [147.237. 76. 200 [Net her | ands eitan.aka.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
81.169.251. 74 |147.237.0.35 |Ger many akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
204, 116.176. 55 |147 237 77. 74 Ui ted Sates Lanidh il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82.166. 61.181 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i ssi
37.26.148.178 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | g =g Invalid segnent retransmssion. g o 2148
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
184. 151. 179. 177|canada 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 1458
Ret r ansmi ssi on Packet dropped.
212.235.98. 139 |[Israel 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 1005
Sreaning BEngine: TGP Invalid i i ssi
147.236.50. 161 |Israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =g Invalid segnent retransmssion. g 828
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 786
Sreaning Engine: TCP Invalid i i ssi
79.183.106.80 | srael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =9 Invalid segnent retransmssion. |, 639
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.148.149 |israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segnent retransmssion. | 492
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.182.3.180  |israel 147. 237. 76. 200 |ei tan. aka.i of .| 9 =9 Invalid segnent retransmssion. |, 401
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146.130 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segnent retransmssion. | 411
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
212.179.21.194 | srael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =9 Invalid segnent retransmssion. |, 410
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 328
2.54.30. 244 I srael 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 144
Pal estinian Territory, e
37.8.6.209 Qccupi ed 147.237.77. 216 |dover.idf . il drop SAMrul e drop 142
176.77.2.64 Russian Federation |147.237.77.233|atal.idf.il drop First packet isn't SN drop 124
66.249.81.212 |Lhited States 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nvalid AGK nunber noni tor 110
: S Unexpect ed post SYN packet -
66.249.81.212 |Lhited States 147.237.77. 216 |dover. i df il drop RST or SYN expect ed drop 109
168. 235. 201. 194|Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 98
Sreaning BEngine: TCP Invalid i i ssi
37.26.146.154 | srael 147.237.76. 200 |ei tan. aka. i df .i 9 =g Invalid segnent retransmssion. g 96
Ret r ansni ssi on Packet dropped.
66.249.81.212 |lhited Sates 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 92
149.78.154.69 |Israel 147.237.77. 216 |dover. i df .i | dr op First packet isn't SN drop 78
Sreaning Engine: TAP Invalid i i ssi
66.249.66.39  |Lhited Sates 147.237.77. 234 |hal ag.i of .1 9 =g Invalid segnent retransmssion. g 72
Ret r ansmi ssi on Packet dropped.
212. 25. 84. 200 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 70
31.154.169. 106 |l srael 147.237.72. 166 |aka. i df . i | dr op SAMrul e drop 69
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 68
] s Unexpect ed post SYN packet -
66.249.81.218 |Lhited Sates 147.237.77. 216 |dover. i df . i dr op RST or SYN expect ed drop 68
66.249.81.218 |Lhited Sates 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 65
66.249.81.218 |lhited Sates 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 64
Sreaning Engine: TCP Invalid i i ssi
99.237.83.191 |Canada 147. 237. 76. 200 |ei tan. aka.i of .| 9 =9 Invalid segnent retransmssion. |, 62
Ret r ansni ssi on Packet dropped.
168. 235. 197. 235|nited Sates 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 62
66.249.81.215 |Russian Federation |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor  [59
. . R Unexpect ed post SYN packet -
66.249.81.215 |Russian Federation |147.237.77.216 [dover.idf.il drop RST or SYN expect ed drop 59
207.232.37.138 |lsrael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Inval i d sequence nunber noni t or 59
66.249.81.215 |Russian Federation |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber aert 59
46. 19. 85. 224 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 58
213.57.137.195 |[lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 47
46. 19. 86. 223 I srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 46
81.218.241.25 |lsrael 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 46
Sreaning Engine: TCP Invalid i i ssi
213.57.103. 239 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g o 45
Ret r ansm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 45
66.249.93.215 |Lhited Sates 147.237.77. 233 |atal .idf.il dr op First packet isn't SN drop 42
109.67.17.137 |Israel 147.237.77. 234 |hal ag. i . i Bad TCP sequence SNretransmt with different moni tor |42
w ndow scal e
. . SWNretransmit wth different .
79.181.118.190 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |41
Sreaning Engine: TCP Invalid i i ssi
66.249.66.61  |Lnited Sates 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 40
Ret r ansni ssi on Packet dropped.
5. 28. 144. 152 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 40
5.28.144.152  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SIAK retransmt with different | oo vor  [a0
wi ndow scal e
46.19. 85. 219 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d AGK nunber nonitor (40
Sreaning Engine: TGP Invalid i i ssi
157.55.39.112 |wited Sates 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 40
Ret r ansmi ssi on Packet dropped.
. . SYNretransmt wth different .
212.179.21.194 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 38
5.28.147.151  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINCACK retransmt with different |y |3g
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
89.138.217.43 |israel 147. 237. 76. 200 |ei tan. aka.i of .| 9 =9 Invalid segnent retransmssion. |, 38
Ret r ansni ssi on Packet dropped.
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89.138.162.24 |lsrael 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) Bl ock 497
212.179.21.194 |[Israel 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Miny of the Sane Response Code (404) B ock 421
212.25.102.57 |Israel 147.237. 76. 200|ei tan. aka. i df i | [79 " O Lhe Sane Fesponse (e (404) T Session from Bl ock 324
37.26.148.178 |lIsrael 147.237.76.200|ei tan. aka. i df .i | |Distributed Too Miny of the Sane Response Code (404) B ock 294
46.19. 86. 67 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 257
80.138.217.43 |Israel 147.237.76. 200 ei tan. aka. i df . i1 [fo° S, & the Sae Fesponse Code (404) i Session from Bl ock 254
176.13.4.72 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 235
176. 12. 149. 165 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 212
176.12.136.99 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 203
46.19.85.125  |israel 147.237.0.19 |nadi matal .idf. i ng’l'\:%y&oizéhe Sane Response Qode (404) in Session from Bl ock 101
184. 151. 179. 177|Canada 147.237.76.200|ei tan. aka. i df . i | Igj'\g‘f fggt' r1e773ane Response (bde (404) in Session from B ock 171
212.25.102.57 |Israel 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Miny of the Sane Response Code (404) B ock 170
46.19. 86. 176 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 169
46.19. 86. 20 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 168
2.54.33.72 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 151
46.19. 86. 20 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 148
185.32. 179. 243 |Israel 147.237.0.19 |nadimatal .idf. i Igg l\:zr?yl% 222 sane Response Qode (404) in Session from B ock 141
176. 13. 14. 34 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 141
176.13. 4. 172 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 140
176.13. 4. 172 | srael 147.237.0.19 |madimatal .idf.i I(;Z.l\gr.\);olféhe Sane Response Code (404) in Session from B ock 134
46.19. 86. 205 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 128
46. 19. 85. 200 I srael 147.237.0.19 |nadi matal .idf.i|Distributed Suspicious Response Qode Bl ock 120
80. 246.136.65 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 120
46.19. 86. 67 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 110
46.19. 85. 125 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 108
176.12.139. 150 |[lsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 108
176.13.4.72 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 107
79.183.106.80 |lsrael 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) Bl ock 107
176.12.136.99 |lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 107
46.19. 85. 176 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 104
176.13.15.210 |Israel 147.237.0.19 |nadi matal .idf.i|Distributed Suspicious Response Qode Bl ock 95
176.13.5. 223 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 93
176.13. 4. 179 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 82
2.52.156. 158 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 81
147. 236.50. 161 |l srael 147.237.76. 200 |ei t an. aka. i df . i | Iiglhgg ;:)_ tlgi Sane Response Qode (404) in Session from Bl ock 81
84.109.91.168 |[Israel 147.237.76.200|ei tan. aka. i df . i | [Distributed Too Many of the Sane Response Code (404) Bl ock 77
2.54.31.70 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 77
176.12. 141. 231 |Israel 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 77
46.19.85.2 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 76
99.237.83.191 |Canada 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) B ock 74
80.246.136.65 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 73
37.26.148.136 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 72
2.52.156. 158 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 72
176.13.15.210 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 71
185. 32. 179. 243 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 71
176.12. 149. 165 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 70
46.19.85.2 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 68
84.111.190.25 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 66
46.19. 86. 92 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 63
89.138.217.43 [Israel 147.237.76.200|ei tan. aka. i df . i | [Dstributed Too Many of the Same Response Code (404) B ock 63
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