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12-04-2015 to 12-05-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 115667
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 90262
141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forvard 17299
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 13558
66. 249. 66. 61 | srael 147. 237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 13512
141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 12579
141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il DCs- HTTP-fi ref | ood dest - r eset 4707
159. 0. 231. 25 Saudi Arabia 147.237.77.216 dover.idf.il TP Scan (vertical) drop 3135
141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1940
66. 249. 64. 50 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 754
66. 249. 66. 81 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 688
141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 463
31.154. 170. 35 | srael 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 324
141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 213
46. 19. 85. 52 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 71

66. 249. 66. 107 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 47
141. 255. 148. 228 Net her | ands 147.237.77.216 dover.idf.il DOS- LA G- TCP- 80- cat dest - r eset 40

70. 39. 185. 218 Satellite Provi der 147.237.77. 216 dover.idf.il JLM Dover _Con_Linit _Htps drop 28
172.242.236. 107 Lhited Sates 147.237.77.216 dover.idf.il JLM Dover _Con Linmt Htps dr op 28

69. 31. 50. 186 Anonynous Pr oxy 147.237.77.216 dover.idf.il SYN H ood out of context drop 18
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 18

82. 145, 211. 206 Eur ope 147.237.76. 147 chinuch. aka.idf.il |Bock |p Vb In drop 15
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11

66. 249. 66. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8

66. 249. 64. 165 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 7
84.110. 35. 158 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6

90. 61. 6. 72 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

109. 65. 151. 184 | srael 147.237.72. 166 aka.idf.il B ock_Ulp Al _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4

103. 252. 200. 215 S ngapor e 147. 237. 76. 147 chinuch. aka.idf.il |Bl ock Udp All Nets drop 4

95. 154. 64. 37 Russi an Federation 147.237.76. 30 hi nush. i df . i | B ock_Udp Al _Nets drop 3
84.110. 84. 47 | srael 147.237.77. 233 atal.idf.il B ock Wp Al Nets drop 3

109. 63. 214. 115 Russi an Federation 147.237.77. 233 atal.idf.il Frk Purple Gon Limt Htp drop 3

109. 200. 30. 168 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
84.111. 196. 22 | srael 147.237. 72. 156 anan.idf.il B ock_UWp Al _Nets drop 3
77.75.74. 41 Czech Republic 147.237.77.216 dover.idf.il SYN H ood out of context drop 3

66. 249. 66. 31 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

85. 243. 38. 101 Por t ugal 147.237. 76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 3
104.131. 147. 112 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

80. 184. 113. 208 Kuwai t 147.237. 76. 148 gocenter.aka.idf.il |JJLM Under Attack Con_Tcp drop 2

141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il F Dover _Under Attack _Con Htp drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Np All _Net drop 2
134.147. 203. 115 Ger nany 147.237. 76. 200 eitan. aka.idf.il Bock Np Al Net drop 2

204. 42.253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np All _Net drop 2

204. 42.253. 2 Lhited Sates 147.237.76. 30 hi nush. i df . il B ock Np Al _Net drop 2

204. 42.253. 2 Lhited Sates 147. 237.76. 202 e.halag.idf.il B ock Np Al _Net dr op 2

204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al _Net drop 2




12-04-2015 to 12-05-2015

|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess |Site

| Sgnature

Devi ce Action |Count |

37.59. 255. 19 France 147.237.77.74 |lawidf.il 3808 HITP. SQ Injection Variabl e Decl aration Evasi on B ock 8
74. 63.228. 226 Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 8
195.234.228.90 |Ger many 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variabl e Declaration BEvasi on B ock 8
64.251.25.176 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 8
197.242.159.42 |South Africa 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 8
23.91.70.51 Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Declaration BEvasion B ock 8
66. 135. 63. 82 Lhited Sates 147.237.77.74 |lawidf .il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 8
213.179. 60. 10 Uni ted Kingdom |[147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 7
213. 179. 60. 10 United Kingdom [147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variabl e Declaration BEvasion B ock 6
123.126.113.80 [China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 6
159. 0. 231. 25 Saudi Arabia 147.237.77.216 |dover.idf.il 13444: HTTP. \Wat Vb User - Agent Header B ock 4
198. 20. 69. 74 Lhited Sates 147.237.8.46  |e.chinuch.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
161. 202. 41. 12 Net her | ands 147.237.77.234 |hal ag.idf.il Q003: HTTP: phpM/Adni n access B ock 1
106. 38. 241. 106 |Chi na 147.237.77.170 |maarachot . i df . il [C103: HITP: User Agent Sogou+web+spi der B ock 1
193. 201. 224. 8 kr ai ne 147.237.77.216 |dover.idf.il Q025: HITP. access to adninistrator/index. php -> Quarantine Bl ock 1
151. 80. 31. 115 Italy 147.237.77.233 |atal .idf.il 228: HITP.  AnrefBot craw er B ock 1
188. 165. 15. 5 France 147.237.76.42 |refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1
46.118.118.215 [Wkraine 147.237.77.74 |lawidf.il Q025: HITP. access to adninistrator/index. php -> Quarantine Bl ock 1
195. 74. 38. 14 Sweden 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 1
151. 80. 31. 121 Italy 147.237.77.233 |atal .idf.il 28: HITP.  AhrefBot craw er B ock 1
75.119.220. 104 |Uiited Sates 147.237.77.216 |dover.idf.il 28: HITP.  ArefBot craw er B ock 1
213.179. 60. 10 United Kingdom |147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
188. 165. 15. 29 France 147.237.76.30 |hinush.idf.il 28: HITP.  AhrefBot craw er B ock 1
123. 160. 147. 108 |Chi na 147.237.72.166 |aka.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
52.1.90.117 Lhited Sates 147.237.72.156 |anan.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
82.245.71.81 France 147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot B ock 1
188. 165. 15. 55 France 147.237.77.216 |dover.idf.il (228: HITP. AhrefBot craw er B ock 1
141. 255. 148. 228 [Net her| ands 147.237.77.216 |dover.idf.il 10725: TCP. LA C DDoS Tool B ock 1
161. 202. 41. 12 Net her | ands 147.237.77.216 |dover.idf.il Q003: HTTP: phpM/Adni n access B ock 1
105. 156. 69. 180 |Mor occo 147.237.72.166 |aka.idf.il Q025: HITP. access to adninistrator/index. php -> Quarantine B ock 1
216.170.119. 193 [Lnited Sates 147.237.77.216 |dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
188. 165. 15. 205 |France 147.237.77.74 |lawidf.il 28: HITP.  AhrefBot craw er B ock 1
144.76. 44. 138 Ger many 147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot B ock 1




12-04-2015 to 12-05-2015

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 95
213.179.60.10 |147.237.77. 216 |Uni ted Ki ngdom dover.idf.il SQ Injection - Select From 42
197.242.159. 42 |147.237. 72. 166 |South Arica akaidf.il S Injection - Select Fom 24
64.251.25.176 |147.237.77.233|Wited Sates atal .idf.il SQ Injection - Select From 24
66. 249. 66. 18 147.237.77. 170 |Lhited Sates mearachot.idf.il [ET SCAN NVAP -sA (2) 16
66.249. 64. 165 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 12
74.63.228.226 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 10
66. 135. 63. 82 147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 10
23.91.70.51 147.237.77.74 |Wited Sates lawidf.il S Injection - Select Fom 10
37.59.255. 19 147.237.77.74 |France lawidf.il SQ Injection - Select From 10
46.118. 155. 187 |147. 237. 72. 166 |krai ne aka.idf.il SERVER- WEBAPP NManbo upl oad. php access 9
195. 234.228. 90 [147.237. 77. 216 |Ger many dover.idf.il S Injection - Select Fom 8
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 8
66. 249. 66. 61 147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 8
66.249. 64. 181 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 6
66.249.93.129 |147.237.76.30 |Wited Sates hi nush. i df .i ET SCAN NVAP -sA (2) 6
66.249. 64. 153 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 6
66. 249. 66. 12 147.237.77.170 |Wnited Sates nearachot.idf.il |ET SCAN NVAP -sA (2) 6
159. 0. 231. 25 147.237.77. 216 |Saudi Arabia dover.idf.il ET SCAN NVAP -sS w ndow 1024 5
195. 74. 38. 14 147.237.77. 216 |Sweden dover.idf.il SQ Injection - Select Fom 3
176. 12. 148. 155 (147.237.0.19 |Israel nedi matal .idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
66. 249. 66. 16 147.237.76. 147 |Wnited Sates chinuch. aka.i of .1 I|ET SCAN NVAP -sA (2) 2
37.8.122.170  |147.237.77.176 g‘ijcisgiigéa” Territory, atpash idf.il  |ET SCAN NVAP - SA (2) 2
66. 249. 66. 1 147.237.72. 166 |Whited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 233  |147.237.77. 216 |Whited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
31 15491 212|147 237 76.30 |1 s ael Himsh i df | ET DCS Large anount of TCQP Zer oWndow - Possible Niller2 5
DDos attack
209. 126. 116. 147|147.237.76. 42 |Lhited Sates refuah.idf.il ET SCAN NVAP -sS w ndow 1024 2
66.249.78.160 |147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
109. 105. 211. 204|147. 237. 77. 176 |Bosni a and Her zegovi na |nat pash. i df . i | ET SCAN Potential SSH Scan 2
66. 249. 66. 81 147.237.72. 166 |Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
37.26.149.173 |147.237.0.19 |[Israel medi matal .idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
37.0. 41. 197 147.237. 77. 216 |Sa t zer| and dover.idf.il ET VBB SERVER PyQurl Suspi ci ous User Agent | nbound 2
209. 126. 116. 147|147. 237. 77. 178 |Lhited Sates e.matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
66.249. 64.186 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
46. 151. 55. 35 147.237.77.61 |Wkrai ne e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 2
66.249.93.213 |147.237.76.86 |Wnited Sates navy. i df.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.76.31 |Chi na nakchal . i df il ET SCAN Potential SSH Scan 2
66.249.81. 175 |147.237.77.233|Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237. 77. 227 |Chi na e hanaz. i of .il ET SCAN Potential SSH Scan 2
109. 105. 211. 204|147. 237. 76. 202 |Bosni a and Her zegovi na |e. hal ag.i df.i| ET SCAN Potential SSH Scan 2
113. 240. 250. 155(147. 237.8.45 |China cetanid.il |0 Ve APACQHE Apache nod ssl non-SSLconnection to SSL |,
port denial of service attenpt
5. 28. 156. 96 147.237.77. 170 |I srael naar achot . i df .i | ET DCB Large amount of TGP ZeroWndow - Possible Ndller2 2
DDos attack
109. 105. 211. 204|147. 237. 76. 176 |Bosni a and Her zegovi na |test.ncore.idf.il |[ET SCAN Potenti al SSH Scan 1
85. 90. 247. 26 147.237. 76. 201 [Uni ted Ki ngdom eatal.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237. 77. 212 |Lhited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.149.252.54 |147.237.77.178|Chi na e.matpash.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
193. 105. 134. 220(147. 237. 0. 34  |Sweden tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
116.121.137.5 |147.237.77. 178 |Korea, Republic of ematpash.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
98. 119. 105. 221 (147.237.76. 196 |Lhited Sates esvivaidf.il ET SCAN NVAP -f -sS 1
222.45.224.183 |147.237.76.38 |China eeneitav.idf.il |[ET SCAN Potential SSH Scan 1




12-04-2015 to 12-05-2015

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
141. 255. 148. 228|Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3804
Sreanming Engine: TCP Invalid i i ssi
109.64.68.63  |Israel 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. 1338
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
37.26.149.130 | srael 147.237.76. 200 |ei tan. aka. i df . 9 =g nvalid segnent retransmssi on. drop 900
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.149. 226 | srael 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. 816
Ret ransni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 781
141. 255. 148. 228|Net her | ands 147.237.77. 216 |dover.idf.i | drop drop 679
Sreamng Engine: TCP Invalid i i ssi
79.179.166.97 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 534
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
77.127.134. 163 |Israel 147, 237.76. 200 |ei tan. aka i i1 || €M NG Engine: TCP alid invalid segnent retransnission drop 402
Ret ransni ssi on Packet dropped.
93. 150. 97. 54 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 286
reanming BEngine: TCP Invali i i ssi
149. 78. 250. 231 |Israel 147. 237.72. 167 | shuri maka i o || S2M NG ENgine: TQP Invalid invalid segnent retransnissi on, drop 265
Ret ransmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 252
Sreaming Engine: TGP Invalid i i ssi
79.176.38.48  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 162
Ret ransni ssi on Packet dropped.
63.141.217. 227 |lhited Sates  [147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 144
141. 255. 148. 228|Net her | ands 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 129
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 119
141. 255. 148. 228|Net her | ands 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 107
Russi an o -
109. 63. 214. 115 eration 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 105
reamn ine: TCP Invali i i ssi
107.72.164.34 |Wited Sates  |147.237.77.216 |dover.idf. il Streamng Engi ne: TCP alid invalid segnent retransnission, drop 88
Ret ransni ssi on Packet dropped.
212.235.98.139 |lsrael 147.237. 72. 166 |aka.idf .il dr op First packet isn't SYN drop 83
Sreanming Engine: TCP Invalid i i Ssi
66.249.75.94  |United Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g o, 82
Ret ransmi ssi on Packet dropped.
109. 64. 107.86 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 60
100. 100. 56. 226 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 59
Sreamng Engine: TCP Invalid i i SSi
104.131.239.54 |Wited Sates  [147.237. 76.200 [eitan. aka.idf. il 9 =g Inval i d segnent retransmssi on. drop 50
Ret ransni ssi on Packet dropped.
46. 19. 86. 143 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber nmoni t or 49
79.176.72.221  |israel 147.237.77. 234 |hal ag.i df . Bad TCP sequence Sretransmt wth i fferent moni tor (44
w ndow scal e
Sreaming Engine: TP Invalid i i ssi
66.249.66.39  |United Sates  |147.237.77. 234 |nal ag.idf i1 9 =g Invalid segnent retransmssion. -y 44
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
66.249.66.61  |Lhited Sates |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. g, 42
Ret ransni ssi on Packet dropped.
66.249.81. 175 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 41
Sreaming Engine: TGP Invalid i i ssi
109. 160. 160. 47 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 39
Ret ransni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 38
141. 0. 14. 162 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 38
46. 19. 86. 152 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 37
100. 100. 121. 226 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 37
100. 100. 7. 254 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
Sreaning Engine: TCP Invalid ' i ssi
70.27.132.5 Canada 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. 34
Ret ransni ssi on Packet dropped.
79.181.16.75  |[Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |32
w ndow scal e
100. 100. 119. 150 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 31
Sreamng Engine: TCP Invalid i i ssi
109.65.57.52  |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.
208.115.111. 73 [lhited Sates  [147.237.72. 166 |aka.idf il drop SAMrule drop 29
Sreanming Engine: TCP Invalid i i ssi
81.218.22.216 | srael 147. 237. 76. 200 |ei tan. aka.i df . i 9 =9 Invalid segnent retransmssion. 28
Ret ransni ssi on Packet dropped.
79.178.120.33 | srael 147.237.77. 234 |hal ag.i df . Bad TCP sequence Sretransmt wth i fferent monitor |26
w ndow scal e
79.179. 56. 64 | srael 147.237.72. 166 |aka.i df . il dr op First packet isn't SN drop 26
176. 106. 227. 88 |l srael 147.237. 72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 26
Sreamng Engine: TCP Invalid i i SSi
81.218. 251. 250 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g nvalid segnent retransmssi on. drop 26
Ret ransni ssi on Packet dropped.
46.19. 86. 173 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 26
100. 100. 53. 141 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
. . SYNPAXK retransmit with different .
109. 64.107.86 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 24
118. 238. 227. 101 |Japan 147.237.76.31 |nakchal .idf.il  |drop SAMrule drop 24
213.57.140. 146 |l srael 147. 237.72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 24
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At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
109. 64. 68.63 | srael 147.237.76. 200 [ei tan. aka. i df . i | 100 MY of the Sane Response Code (404) in Session from B ock 334
109. 64. 68. 63
2.54.15.1 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 206
37.26.149.130 |Israel 147.237.76.200(ei tan. aka. i df . i | [Dstributed Too Many of the Sanme Response Code (404) B ock 192
70.27.132.5 Canada 147.237.76.200|ei tan. aka. i df . i | |O stributed Too Many of the Same Response Code (404) B ock 181
81.218. 251. 250 i srael 147.237.76. 200 [ei t an. aka. i df . i | [0 &Y of the Sane Response Qode (404) in Session from B ock 181
81. 218. 251. 250
176.12.136.15 | srael 147.237.0.19 |nadimatal .idf.i [0 MY of the Sane Response Code (404) in Session from B ock 172
176. 12. 136. 15
37.26.149.226 |israel 147.237.76. 200 [ei t an. aka. i df . i | [0 MY Of the Sane Response Qode (404) in Session from B ock 164
37.26. 149. 226
185.24.76.131 |lsrael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) Bl ock 161
149. 88. 69. 169 |l srael 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Many of the Sane Response Code (404) B ock 161
176.12.136. 15 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 152
176.13.18. 155 |Israel 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code Bl ock 132
79.182.11.86 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 122
176.13. 18. 155 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 117
37.26.149.173 |lIsrael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code Bl ock 115
2.52.8.156 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 109
193. 106. 52. 33 [l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 107
176. 12. 140. 188 |l srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 107
176. 12. 148. 155 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 104
176. 12. 140. 188 |I srael 147.237.0.19 |madimatal .idf.i[/c0 M of the Sane Response Code (404) in Session from Bl ock 99
176. 12. 140. 188
193.106.52. 33 |israel 147. 237. 0. 19 madimatal .idf.i Too Many of the Sane Response (ode (404) in Session from 8 ock 97
193. 106. 52. 33
176.13.3.181 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 96
99.237.83.191 |Canada 147.237.76. 200 [ei tan. aka. i df . i | [0 MY of the Sane Response Code (404) in Session from B ock 92
99. 237. 83. 191
87.68.154.31 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 85
5.28.135.3 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 80
5.102. 255. 161 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 77
109. 64. 128. 49 |[lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 72
176. 12. 148. 155 [l srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Too Mny of the Sane Response Code (404) B ock 72
79.179. 166. 97 | srael 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response (ode (404) in Session from 8 ock 70
79. 179. 166. 97
2.54.15.1 I srael 147.237.0.19 |madimatal .idf.i|Too Many of the Sane Response Code (404) in Session from2.54.15.1 |B ock 70
87. 69. 85. 68 | srael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) Bl ock 68
5.28.135. 3 I sr ael 147.237.0.19 |madimatal .idf.i ;038'\/?2;0; the Sane Response Code (404) in Session from B ock 62
79. 181. 225. 185 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 61
2.52.54. 209 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 57
46.19.86.191 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 56
5.102.255. 161 |Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 55
81.218.22.216 |Israel 147.237.76. 200 [ei tan. aka. i df . i | |10 M Of the Same Fesponse ode (404) Tn Session from B ock 54
81.218.22. 216
109. 64. 128. 49 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 41
176.12. 136. 171 |l srael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code Bl ock 40
193. 106. 54. 36 |l srael 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Many of the Sane Response Code (404) B ock 34
79.182.11.86 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 33
2.54.43.128 | srael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code Bl ock 29
77.127. 134. 163 [ srael 147.237.76. 200 [ei t an. aka. i df . i | [10° MY of the Sane Response Code (404) in Session from B ock 28
77.127.134. 163
37.26.149. 173 |Israel 147.237.0.19 |madimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 26
109. 64. 128. 49 |1 srael 147. 237. 0. 19 madimatal .idf.i Too Many of the Sane Response (ode (404) in Session from 8 ock 26
109. 64. 128. 49
77.127.152. 227 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 24
176.13.3. 89 | srael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code Bl ock 24
2.54.15.1 I srael 147.237.0.19 |nadimatal .idf.i|Too Many of the Sane Response Code (403) in Session from2.54.15.1 |B ock 20
2.52.54.200  |israel 147.237.0.19 |madimatal . idf . [/°0 MY Of the Sane Response Code (404) in Session from Bl ock 20
2.52.54. 209
. ; . D stributed ULhauthorized URL Access on
208.184.112.74 [lhited Sates  |147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 19
. . . D stributed Lhauthori zed URL Access on
107.178.194. 87 |Lhited Sates  [147.237.77. 216 |dover . i df . i | v i dff . i | / 1133- 22638- hel dover . aspx. Bl ock 19
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