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12-03-2015 to 12-04-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 90585
66. 249. 66. 75 | srael 147.237.77. 176 nat pash. i df . i | TCP handshake vi ol ation, first packet not syn |drop 2948
66. 249. 66. 36 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1406
66. 249. 66. 65 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1350
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1144
66. 249. 66. 23 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 769
66. 249. 66. 12 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn |drop 489
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 450
66. 249. 64. 191 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 359
66. 249. 66. 81 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 348
77.245.76.118 Uni ted Ki ngdom 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn |drop 186
81. 218. 241. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 181
81. 218. 241. 26 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-Q i dest - r eset 87
46.19. 85. 72 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 72
91.197. 62. 30 | srael 147.237.76. 42 refuah.idf.il JIMPurple Gon Limt Htp drop 32
2.54.153. 120 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 24
109. 66. 59. 144 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 24
69. 42. 220. 26 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 11
79.183. 145. 154 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 6
70.167. 141. 55 Lhited Sates 147.237. 76. 202 e.halag.idf.il L4 Source or Dest Port Zero drop 6
37.26.148. 130 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 6
213.151.57. 14 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
121.224.91. 182 Chi na 147.237.76. 148 gocenter.aka.idf.il |Block Udp All Nets drop 4
79.183. 27. 42 | srael 147.237. 72. 166 aka.idf.il B ock_ Wp Al _Nets drop 3
147. 236. 238. 250 | srael 147.237. 72. 167 ishurimaka.idf.il |B ock Ulp Al Nets drop 3
147. 236. 238. 250 | srael 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 3
180. 177. 22. 83 Tai wan 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 3
115. 239. 228. 8 Chi na 147.237.76. 177 ncore.idf.il JIMPurple Gon Linmit Htp drop 3
147. 236. 238. 250 | srael 147.237.0. 15 kosher-kravi.idf.il |B ock Udp All Nets drop 3
119. 123. 146. 16 Chi na 147.237. 76. 148 gocenter.aka.idf.il |Block Udp All _Nets drop 3

39. 115. 45. 16 Korea, Republic of 147.237. 76. 200 eitan. aka. idf.il B ock_UWp Al _Nets drop 2
190. 113. 90. 36 Quat enal a 147.237.76. 148 ggcenter.aka. idf.il |JLM Under _Attack_Con_Tcp drop 2
62.0.34.177 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
117. 26.202. 79 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Wdp All Nets drop 2
94.177.122. 69 Rormani a 147.237.76. 31 nakchal .idf.il L4 Source or Dest Port Zero drop 2
79.183. 145. 154 | srael 147.237.76. 42 refuah.idf.il B ock Wp Al _Nets drop 2

69. 42. 220. 26 Lhited Sates 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 2
124. 130. 148. 254 Chi na 147.237.76. 38 e.e.neitav.idf.il Invalid TGP H ags drop 2
37.146. 193. 223 Russi an Federation 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 2

96. 44. 187. 172 Lhited Sates 147.237. 76. 148 gocenter.aka.idf.il |JJLM Under Attack Con Tcp drop 2
111.192.90. 34 Chi na 147.237.77. 234 hal ag.idf.il Frk_Under Attack Con_Tcp drop 2
94.177.122. 69 Romani a 147.237.76. 34 yohal an.idf.il L4 Source or Dest Port Zero drop 2
203. 255. 19. 62 Korea, Republic of 147.237.76.176 test.ncore.idf.il B ock_UWp Al _Nets drop 2
115. 239. 228. 8 Chi na 147.237.76. 177 ncore.idf.il JLM Under _Attack _Con_Htp drop 2

84. 23.52. 242 Russi an Federation 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1
180. 97. 106. 37 Chi na 147.237.72. 156 anan. i df.il bl ock-sp-trafl drop 1
110. 35. 238. 165 Korea, Republic of 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
31.129. 115. 109 Lkrai ne 147.237. 76. 196 e.sviva.idf.il B ock_ Wp Al _Nets drop 1

94. 158. 39. 128 Lkr ai ne 147.237.76. 86 navy.idf.il B ock_UWp Al _Nets drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ock_Udp Al _Nets drop 1




12-03-2015 to 12-04-2015

|Top Attackers In IPS|

Attacker Address |Attacker Country|Target Address |Site Sgnature

64.31.44.3 Lhited Sates 147.237.77.233|atal .idf.il 3808 HITP. SQ Injection Variabl e Decl aration Evasion B ock 16
41.140. 186. 251 |Morocco 147.237.77. 216 |dover.i df . il 12373: HITP. WrdPress admn Login B ock 12
87.242.112. 36 :Zj;”ion 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 8
118. 238. 227. 101 |Japan 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 8
95.211.70.193 |Netherl ands 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Declaration Evasi on B ock 8
106. 38. 241. 106 |Chi na 147.237.77. 170 |[maar achot . i df . i | Cl103: HTTP. User Agent Sogou+web+spi der B ock 6
37.211. 90. 65 Gtar 147.237.77.216|dover. i df . il 13375: HITP. Joom a Conponent JCE BOT for JCE B ock 4
37.247.122.28 |Spain 147.237.77. 176 |nat pash. i df . i | ﬁf:ﬁrabﬂy Joona JCE File pload Renote (ode Bxecution g oo 2
167. 114. 242. 198|Canada 147.237.76.86 |navy.idf.il 13891: TLS QpenSSL Encrypted/ Lhencrypted Heartbeat Packet |Pernit 1
123.126.113.80 |China 147.237.72. 166 [aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.28 |e.nobil e-ks.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
192.187.121.66 |Uited Sates 147.237.77. 216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 1
151.80.31.150 |italy 147.237.77.233|atal .idf.il 28: HITP.  AhrefBot craw er B ock 1
105. 103. 248. 100|A geria 147.237.77.216|dover. i df . il 3886: HITP. Qross Ste Scripting in POST Request B ock 1
195. 154. 188. 224|France 147.237.77.216|dover . i df . il 9221: HITP. PUT Method Execution over HTTP/ VébDAV B ock 1
180. 245. 178. 96 |l ndonesi a 147.237.77. 216 |dover.i df . il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
151.80.31.116 |italy 147.237.76.31 |nakchal .idf.il 228: HITP. AnrefBot craw er B ock 1
69.30.215.142 [lnited Sates 147.237.77. 216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.50 |e.tikshuv.idf.il 13840: TLS enSSL Heartbeat Packet B ock 1
193. 111. 140. 153|Ger many 147.237.77.216|dover. i df . il C1000106: HITP. naj estic bot B ock 1
151.80.31.152 |italy 147.237.76.42 |refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1
105. 105. 124. 25 |Ageria 147.237.77.216|dover.idf . il 3807: HITP. SQ Injection Evasion Inline SQ Corment B ock 1
195. 154. 191. 162|France 147.237.77. 216 |dover.idf . il 9221: HITP. PUT Method Execution over HTTP/ VbDAV B ock 1
188. 165. 15. 98  |France 147.237.76.42 |refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1
151.80.31.138 |italy 147.237.77.216|dover . i df . il 228: HITP. AnrefBot craw er Bl ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.196|e. sviva.i df . i | 13840: TLS QpenSSL Heartbeat Packet B ock 1
78.177.209. 255 [Turkey 147.237.77. 216 |dover.idf.il Q025: HITP. access to adninistrator/index. php -> Quarantine [B ock 1
195. 154. 188. 28 |France 147.237.77. 216 |dover.idf . il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
157.55.39. 243 |Uhited Sates 147. 237.77. 226 :A:NW chamat z. aka. i df . Q)76: HITP. Access to - action=... (General) B ock 1
195. 154. 194. 59 |France 147.237.77.216|dover . i df . i 9221: HTTP. PUT Method Execution over HTTP/ VébDAV B ock 1
188. 165. 15. 117 |France 147.237.0.15 |kosher-kravi.idf.il 28: HITP.  AhrefBot craw er Bl ock 1
151.80.31.142 |italy 147. 237. 76. 147 |chi nuch. aka. i df . i | 228: HITP. AnrefBot craw er B ock 1
195. 154. 188. 35 |France 147.237.77.216|dover . i df . i 9221: HITP. PUT Method Execution over HTTP/ VébDAV B ock 1
162. 210. 196. 97 |Uited Sates 147.237.77.216|dover. i df . il C1000106: HTTP. naj estic bot B ock 1
62.210.152.89 |France 147.237.77.216|dover . i df . i C1000106: HTTP. maj estic bot B ock 1
195. 154. 211. 20 |France 147.237.77.216|dover . i df . i 9221: HITP. PUT Method Execution over HTTP/ VébDAV B ock 1
188. 165. 15. 117 |France 147.237.77.234|hal ag.i df . i | C228: HITP.  AvrefBot craw er B ock 1
151.80.31. 150 [italy 147.237.76.86 |[navy.idf.il C228: HITP.  AhrefBot craw er B ock 1
195. 154. 188. 188|France 147.237.77.216|dover . i df . i 9221: HTTP. PUT Method Execution over HTTP/ VébDAV B ock 1




12-03-2015 to 12-04-2015

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 74
118. 238. 227. 101|147. 237. 77. 233 |Japan atal.idf.il QA Injection - Select From 24
64.31.44.3 147.237.77. 233 |Wited Sates atal.idf.il SQ Injection - Select From 18
95.211.70.193 |147.237.77.74 |Netherl ands lawidf.il SQ Injection - Select From 10
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
_ .. |ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos
77.245.76.118 |147.237.77.170|United Kingdom |naarachot.idf.il 9
attack
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP DO stributed Portscan 8
- ET DC5 Large anmount of TCP ZeroWndow - Possi bl e Niller2 DDos
176.12. 136. 64  |147.237. 77. 233l srael atal .idf.il 8
attack
180. 245. 178. 96 |147.237. 77. 216 | ndonesi a dover . idf.il Tehi | a defacenent attenpt (-Hacked By- sent to Véb Server) 8
87.242.112.36 |147.237.77. 233 |Russi an Federation|atal .idf.il SQ Injection - Select Fom 8
, L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
123.139.24.66  |147.237.77. 176 |Chi na nat pash. i df . i | ) . - 3
deni al of service attenpt
66.249.66. 61  |147.237.72.166|Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 3
82. 80. 196. 44 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 3
66. 249. 66. 15 147.237.77. 170 |Wnited Sates naarachot.idf.il |ET SCAN NVAP -sA (2) 3
66. 249. 66. 1 147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
- ET DC5 Large anmount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
176.12.141.63 |147.237.77.233|Israel atal.idf.il 2
attack
66.249.81.212 |147.237.77.216|Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147|147. 237. 76. 197 |Lhited Sates e.himush.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
66. 249. 66. 81 147.237.72. 166 |Wnited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 28 147.237.77. 216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
81.169.251.74 |147.237.77.61 |Ger many e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 2
66. 249. 66. 12 147.237.77. 170 |Wnited Sates nmarachot.idf.il |ET SCAN NVAP -sA (2) 2
66.249.64. 181 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
105. 103. 248. 100|147. 237. 77. 216 |A geria dover.idf.il QA Injection - Select From 2
46. 19. 86. 217 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 2
82.234.56.185 [147.237.8.28 |[France e.nobi | e-ks.idf.il|ET SCAN Potential SSH Scan 2
66.249.66.97  |147.237.72.166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147|147.237.8.14 |Lhited Sates e.orchot.idf.il |ET SCAN NVAP -sS w ndow 1024 2
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
124.90. 48. 202  |147.237. 72. 156 |Chi na anan. i df .i | ) . - 2
deni al of service attenpt
. . .. |SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
58.243.224.39 |147.237.76. 200 |Chi na eitan aka.idf.il . . - 2
deni al of service attenpt
. o SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
222.244.108. 239|147. 237. 77. 235 |Chi na sviva.idf.il . . - 2
deni al of service attenpt
176. 49. 107. 201 |147.237.0.19 |Russian Federation |nadi matal .idf.il |ET SCAN Potential SSH Scan 2
, _ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
101.18.168.61 |147.237.0.19 |China nadi matal .idf.il . 1
Potential Scan or Brute Force
204. 13. 204. 139 [147.237.72. 166 |Uited Sates akaidf.il ET SCAN NVAP -f -sS 1
80.178.148.49  |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
183,179, 171. 73 |147. 237 76.31 |Hona Kon nakehal i df i1 ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
T T 9 9 o Potential Scan or Brute Force
. L SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
60. 166. 244. 147 |147.237.77. 176 |Chi na nat pash. i df.il . . - 1
deni al of service attenpt
169. 54. 233. 117 |147.237.8.24 |Netherl ands elifestyleidf.il|ET SCAN Potential SSH Scan 1
2.54.138.11 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
113. 160. 150. 62 |147.237. 77. 243 |V et nam nobi | e.i df .il ET SCAN NVAP -f -sS 1
. D SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
218.10.62.156 |147.237.77. 234 |Chi na hal ag. i df .i ) . - 1
deni al of service attenpt
87. 66. 80. 152 147.237.0.19 |Bel gi um madimatal .idf.il |ET SCAN Potential SSH Scan 1
193.104.41.54 [147.237.76. 201 O'\f' dova, Republic |y o idr.il ET SCAN Potential SSH Scan 1
177.124. 125. 217(147. 237.0.33  |Frazil idf.il ET SCAN Potential SSH Scan 1
42.92.135. 48 147.237.77. 74 |Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
122.128.36. 250 |147.237.76.34 |Korea, Republic of |yohal an.idf.il ET SCAN Potential WWNC Scan 5900- 5920 1
50. 204. 188. 142 |147.237.76. 198 |Lhited Sates eyonalanidf.il [ET SCAN NVAP -sS w ndow 2048 1
149.78.154.69  |147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
108. 47.14. 226  [147.237.77.212|Wited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237. 77. 235 |Lhited Sates svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1




12-03-2015 to 12-04-2015

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
reamn ine: TCP Invali i i ssi
79.176.223. 134 | srael 147, 237.76. 200 |ei tan. aka i o i1 | | €A NG Engine: TCP Inval id |invalid segnent retransnmission. | 984
Ret ransmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 772
Sreaning Engine: TCP Invalid i i Ssi
212.179.21. 194 |Israel 147. 237. 76. 200 |ei tan. aka. i df .1 9 =g Invalid segnent retransmssion. g 642
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.178.138. 186 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 519
Ret r ansmi ssi on Packet dropped.
5.120. 173. 116 'O;a” Islanmc Republ 19y 47 537 77170 |nearachot. i df.il [SYN Att ack SYN -> SYN-ACK -> Timeout |reject 291
5.120.173. 116 ;a”' Islanic Republ 9 17 237.77. 170 nmarachot. i of.i1 |Bad TCP sequence Invalid ACK nunber moni tor ~ |276
5.120. 173. 116 'O;a” Islanc Republid 47 237, 77. 170 |naarachot. idf.i1 [Bad TOP sequence Inval i d ACK nurber alert 275
Sreaning Engine: TGP Invalid i i ssi
212.179. 215. 196|i srael 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 189
Ret ransmi ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 156
Sreaning Engine: TCP Invalid i i ssi
37.26.149.250 | srael 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 120
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.39  |lited Sates 147.237.77. 234 |hal ag. i df . i | 9 =g Invalid segnent retransmssion. | 110
Ret ransmi ssi on Packet dropped.
212.179.21.194 |l srael 147.237.8.45 |e.eitanicf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 96
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 95
193.17.232.2 Ger many 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 90
109. 201. 154. 162 |Net her | ands 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 86
. . SN retransmit wth different .
94.230.84.198 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e nonitor |81
212.199. 34. 114 |Israel 147.237.77.233|ata .idf.il dr op First packet isn't SN drop 78
212.179. 215. 196l srael 147.237.76. 200 |eitan. aka. idf.i| [Bad TCP sequence Invalid ACK nunber nonitor |78
Sreaning Engine: TGP Invalid i i ssi
66.249.75.94  |wited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 78
Ret ransmi ssi on Packet dropped.
. . SWNretransmt wth different .
80. 246.130.52 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 73
100. 100. 10. 184 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 63
46.19. 86. 42 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Inval i d ACK nunber noni tor |59
100. 100. 1. 245 147.237.72. 166 |aka. i df .i| drop Frst packet isn't SYN drop 56
37.19.120.184 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SWretransmt wth different oo |ss
w ndow scal e
46.19. 85. 14 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Inval i d ACK nunber nonitor |53
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 50
185. 26. 182.29  |Europe 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 44
37.26.148.178 |[lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 44
46.19. 86. 82 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 43
81.218.241.26 |lsrael 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 43
Sreaning Engine: TCP Invalid i i ssi
77.125.74.113  |israel 147.237.77. 234 |nal ag. i of .| 9 =g Invalid segnent retransmssion. |, 42
Ret ransmi ssi on Packet dropped.
213.57.138. 102 |[lsrael 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 39
213.57.138.102 |israel 147. 237.72. 166 |aka i f . i Bad TCP sequence SINFAK retransnit with moni tor |37
di fferent w ndow scal e
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . il drop SAMrul e drop 36
212.179. 215. 196l srael 147.237.76.200|eitan. aka.idf.il [Bad TCP sequence Invalid ACK nunber alert 36
195. 151. 206. 228|Russi an Federati on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
46.19. 85. 61 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 35
85. 64. 4. 30 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different — Jooyiior  |as
W ndow scal e
Sreaning Engine: TCP Invalid i i ssi
66.249.66.61  |United Sates 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 34
Ret ransmi ssi on Packet dropped.
213.57.137.195 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 33
95. 86. 99. 20 I srael 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 33
o SN retransmit wth different .
109. 226. 28. 143 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e monitor |32
100. 100. 116. 203 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 32
176. 106. 40. 250 (F;ajcis;i';'ja” Territony,ty 47, 237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 31
Sreaning Engine: TCP Invalid i i Ssi
5.255.253.188 |Russian Federation |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. g 30
Ret ransm ssi on Packet dropped.
209. 216. 220. 173|hited S ates 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 30
145. 225.60. 5 Ger many 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 30
46.32.200. 145 |PASstinan Territory,\, 1o 537 77 216 |dover. i df i drop First packet isn't SWN drop 29
Cceupi ed
176.12. 150. 217 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |29
Sreaning Engine: TCP Invalid i i Ssi
199. 203. 196. 245 || srael 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 28
Ret ransm ssi on Packet dropped.
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At acker

Devi ce

ount ry Target Address |[Site S gnature Action ‘Count
212.179. 21. 194 |Israel 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) B ock 9552
212.179. 21. 194 [ srael 147.237.76.200 |ei t an. aka. i df . i | ;‘icz"\l";r;y 201 tlgi Sane Response Qode (404) in Session from Bl ock 5975
192.118. 11. 124 I srael 147.237.0.19 |nadi matal .idf. i Igg"\ﬁrg 101 tlgj sane Response Qode (404) in Session from Bl ock 281
37.142.68.87 |Israel 147.237.76. 200 |ei tan. aka. i df . i | ;2?1%‘"6; f8;he Sane Response Qode (404) in Session from B ock 190
79.176.223. 134 |l srael 147.237.76.200(ei tan. aka. i df . i | [Distributed Too Many of the Sane Response Code (404) B ock 174
37.26.146.180 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 151
46.19. 85. 45 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 146
89.139.54.57 |Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 142
37.26.146.180 |Israel 147.237.0.19 |nadimatal .idf.i ;‘;‘_’;:”f’élglége Same Response Cbde (404) in Session from B ock 139
213.57.61.61 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 131
46.19.86.154  |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 130
2.52.6.60 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 122
46.19.86.154 |[Israel 147.237.0.19 |nadi matal .idf. i Ig?l?';yaoisihe Sane Response Code (404) in Session from B ock 110
192.118. 11. 124 |I srael 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 104
2.52.6.60 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 104
2.54.187.63 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 103
213.57.61.61 |Israel 147.237.0.19 |nadimatal .idf.i ;‘i‘;'\s”;r.‘ysffsihe Same Response (bde (404) in Session from B ock 99
192.118. 11. 124 I srael 147.237.0.19 |nadi matal .idf. i Igg_'\ﬁrg’_ 101 tlgj Sane Response Code (403) in Session from B ock 97
109. 67. 200. 169 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 94
46.19.86.244 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 92
2.54.10. 182 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 92
46.19. 85. 45 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 91
37.26.146.180 |Israel 147.237.0.19 |nadimatal .idf. i ;‘7’?2'\:"1"4;2;8‘% Sane Response Qode (403) in Session from B ock 90
46. 19. 86. 80 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 85
46.19.85.142 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 85
176.13.5.113 [l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 77
2.52.6.60 I srael 147.237.0.19 |[madi matal .idf.i|Too Miny of the Same Response Code (403) in Session from2.52.6.60 |B ock 66
46.19.85.147 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 66
176. 12. 137. 214 [l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 65
79.178. 138. 186 |l srael 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) B ock 63
89.139.54.57 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 62
46.19.86.124  |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 60
2.54.1.230 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 56
176. 12. 140. 108 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 49
2.54.171.171 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 48
2.54.174. 44 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 48
37.26.147.195 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 47
2.54.149. 81 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 45
176. 12. 148. 106 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 43
212.25.102.57 |Israel 147.237.76.200 |ei t an. aka. i df . i | ;‘icz"\z";”yl;; ;;'e Sane Response Qode (404) in Session from Bl ock 41
212.25.102.57 |[Israel 147.237.76.200(ei tan. aka. i df . i | [Distributed Too Many of the Sane Response Code (404) B ock 40
37.26.147.184 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 39
176.13.15.26 [l srael 147.237.0.19 |[nadi matal .idf.i|Dstributed Suspicious Response Qode B ock 36
176. 12. 149. 134 (I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 35
176.12.139. 49 |Israel 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 35
176.12.139. 49 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 34
2.52.33.106 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 33
176. 12. 143. 162 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
2.54.51.4 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 29
46.19.86.154  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 29
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