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11-24-2015 to 11-25-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 72332
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 26434
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 24167
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 22536
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 19362
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3561
194.171. 186. 128 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3378
66. 249. 79. 79 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2925
81.218.37.2 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - reset 1984
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1046
52. 33. 66. 29 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 482
220.181.108. 183 Chi na 147.237.76. 86 navy.idf.il TCP handshake vi ol ation, first packet not syn |drop 393
81. 218. 241. 25 | srael 147.237. 72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-A i dest - reset 376
54.244. 22. 103 Lhited Sates 147.237.77.176 nat pash. i df i | TCP handshake viol ation, first packet not syn |drop 333
220.181.108. 150 Chi na 147.237.76. 86 navy.idf.il TCP handshake vi ol ation, first packet not syn |drop 299
66. 249. 78. 96 Lhited Sates 147.237.77.74 lawidf.il TCP handshake viol ation, first packet not syn |drop 277
66. 249. 78. 89 Lhited Sates 147.237.77.74 lawidf.il TCP handshake viol ation, first packet not syn |drop 171
81.218.37.2 | srael 147. 237. 72. 167 ishurimaka idf.il Anonal y- TLS-renegot i ati on-A i forward 126
62. 219. 99. 130 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 63
81.218.5.130 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 41
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - reset 22

62. 219. 254. 22 | srael 147.237. 72. 167 ishurimaka.idf.il Bl ock Udp All Nets drop 15
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page Fl ood Attack drop 10
109. 64. 113. 250 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp All _Nets drop 10
82.166. 184. 140 | srael 147.237.76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 9

200. 69. 195. 58 Argentina 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 6

109. 64. 36. 97 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6
79.182.181. 40 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All _Nets drop 6

70. 29. 101. 149 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4

116. 234. 97. 175 Chi na 147. 237. 76. 201 e atal.idf.il Bl ock_Ulp All _Nets drop 4

66. 249. 79. 77 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
113.65.55. 3 Chi na 147.237.76. 201 e atal.idf.il Bl ock_Udp All _Nets drop 3

62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
81.218. 206. 82 | srael 147.237.77.216 dover.idf.il Bl ock Udp All _Nets drop 3
146.185.57. 7 | srael 147.237.77. 216 dover.idf.il B ock_ Udp All _Nets drop 3

95. 221. 215. 76 Russi an Federati on 147. 237. 76. 200 eitan. aka. idf.il JLMPurple Gon Limt Htp drop 3
79.180. 134. 246 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3

183. 206. 202. 151 Chi na 147.237.76. 201 e atal.idf.il Bl ock_Udp All _Nets drop 3

146. 185.57.7 | srael 147.237.0. 34 tikshuv.idf.il Bl ock Udp All Nets drop 3

66. 249. 79. 75 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
81.218. 8. 34 | srael 147.237.72. 166 aka.idf.il Block Udp All _Nets drop 3

81. 218. 206. 82 | srael 147.237.77.170 naarachot . i df . il Bl ock_Ulp All _Nets drop 3

146. 185.57.7 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
95.172. 79. 244 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 2

204. 42. 253. 130 Lhited Sates 147.237. 76. 202 e halag.idf.il Bl ock Udp All Nets drop 2
37.26. 147. 162 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 2

218. 76. 143. 164 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack_Con_Tcp drop 2

115. 239. 228. 8 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |Frk _Under Attack Con Htp drop 2

114. 80. 122. 91 Chi na 147.237. 76. 196 e.sviva.idf.il Block Np Al _Net drop 2

60. 174. 198. 81 Chi na 147.237. 76. 202 e halag.idf.il JLM Under At tack_Con_Tcp drop 2




11-24-2015 to 11-25-2015

|Top Attackers In IPS|

At t acker

Attacker Address Count ry get Address [Site Sgnature

210.209. 85.92 |Hong Kong 147.237.77. 216 |dover.idf .l Cl1000108: HITP. Trying to locate existing FO<editor B ock 36
210.209.85.92 |Hong Kong 147.237.77. 216 |dover.i df . il 0854: HTTP. upl oad* Access Bl ock 12
2.54.17.116 I srael 147.237.76.42 |refuah.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 10
109. 226.22. 73  |Israel 147.237.77. 226 :A:WW chamat z. aka. i df . C1000004: HTTP. options nethod (M crosoft) B ock 9
184.168.193.34 |lLnited Sates [147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 8
202.124.109. 87 [New Zeal and 147.237.72. 166 |aka. i df . i | 3808 HIMP. SQ Injection Variabl e Declarati on Evasi on B ock 8
168.63.12.166 |lhited Sates |147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 7
83.168.248.11 |Sweden 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 6
212.179. 162. 114l srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
212.235.62.200 |[Israel 147.237.77. 216 |dover.idf .l C1000004: HTTP. options nethod (M crosoft) B ock 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df . il 8262: HITP. Soworis DoS Tool B ock 4
37.239.128.100 [iraq 147.237.77.216|dover . i df . il 14170: HTTP. Bl ank User-Agent (descriptor but no string) B ock 4
168.63.12.166 |lhited Sates |147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 4
188. 165. 15. 227 |France 147.237.77. 176 [nat pash. i df . i | 228 HITP:  AnrefBot craw er Bl ock 3
82.80.193.244 |[Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 3
147.236.238.4  |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
62.0.54. 152 I srael 147.237.77. 226 :A:AW chanat z. aka. i df C1000004: HTTP:. options nethod (M crosoft) B ock 3
151.80.31. 142 |italy 147.237.77.74 [lawidf.il 28: HITP.  AhrefBot craw er B ock
188.165.15.99  [France 147.237.0.34 |tikshuv.idf.il 228: HITP. AhrefBot crawl er B ock

93.172. 144. 215 |Israel 147.237.77.74 |lawidf .il C1000004: HTTP: options nethod (M crosoft) B ock
119.157.1.142 |Pakistan 147.237.77. 216 |dover . i df . i | ;Iztoasz:) HTTP: LA C DDoS Tool - (GNLY enabl e when under DoS g 2
151.80.31.139 |[italy 147.237.77.233|atal .idf.il 228: HITP. AhrefBot craw er Bl ock 2
151.80.31.130 |italy 147.237.76.200|ei tan. aka. i df . i | 28: HITP.  AhrefBot craw er B ock 2
89.187.221.11 |Lebanon 147.237.77. 216 |dover.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 2
188. 165. 15. 127 |France 147.237.77. 170 [maar achot . i df . i | 28: HITP.  AvrefBot craw er B ock 2
77.127.56. 25 I srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
89.187.221.12 |Lebanon 147.237.77. 216 |dover.idf.il 2023; HITP. Qoss Ste Scripting in GET Request B ock 1
54.233.117.67 [Wited Sates |147.237.72.166|aka. i df . il Q41: HTTP. Access to - index. php?option=comj ce Bl ock 1
106. 38. 241. 106 [Chi na 147.237.72. 166 |aka. i df . i | C103: HITP. User Agent Sogou+web+spi der B ock 1
168. 63.12. 166 |lhited Sates  [147.237.76.42 |refuah.idf.il 9785. HITP. SQ Injection (Referer Header) B ock 1
89.187.221.13 |Lebanon 147.237.77.216|dover. i df . il 0361: HITP. Protected File Access (/etc/ passwd) Bl ock 1
192. 166. 218. 214|Fol and 147.237.77. 216 |dover.i df . il C1000106: HTTP. naj estic bot B ock 1
106. 38. 241. 106 |Chi na 147.237.77. 170 [maar achot . i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
5.28.162. 51 | srael 147.237.77.216|dover. i df . il C1000004: HTTP. options nethod (M crosoft) Bl ock 1
151.80.31.130 |italy 147.237.72. 166 |aka. i df . i | 28: HITP.  AhrefBot craw er B ock 1
89.187.221.13 |Lebanon 147.237.77. 216 |dover.idf.il 3886 HITP. Qross Ste Scripting in POST Request B ock 1
62.210.152.89 |France 147.237.72. 166 |aka. i df . i | C1000106: HTTP. maj estic bot B ock 1
195. 154. 187. 115|France 147.237.77.74 |lawidf .il C1000106: HITP. naj estic bot B ock 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
83.168.248.11 |Sweden 147.237.77.74 |lawidf.il 3809: HTTP. SQ Injection Evasion SQ. Conment Ter m nat or B ock 1
62. 210. 250. 215 |France 147.237.77. 216 |dover . i df . il C1000106: HITP. naj estic bot B ock 1
198. 154. 238. 249|United Sates  [147.237.72. 166 |aka. i df .i | Q025: HITP. access to administrator/index. php -> Quarantine |B ock 1
52.1.90. 117 Lhited Sates |147.237.77.216|dover.idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
151.80.31.139 |italy 147.237.76.42 |refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1
95.86.111.186 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1




11-24-2015 to 11-25-2015

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

213.247.63.11 |147.237.77. 216 |Net her| ands dover.idf.il SQ Injection - Select From 6105
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 73
152, 115. 70. 227 |147.237.76.42 |Denmark refuah.idf.il SQ Injection - Select From 72
46. 19. 85. 62 147.237.76.42 |Israel refuah.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 30
66. 249. 66. 96 147.237.72.166|Wnited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 27
83.168.248.11 |[147.237.77.74 |Sweden lawidf.il SQ Injection - Select From 21
24.178.50.194 |147.237.72.156|Wited Sates  |aman.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 20
184. 168. 193. 34 [147.237.77.233|Wited Sates  |atal .idf.il SQ Injection - Select From 18
189.38.80.189 |147.237.77.74 |Brazil lawidf.il SQ Injection - Select From 17
168. 63. 12. 166  [147.237.76.42 |Wited Sates  |refuah.idf.il A Injection - Select From 17
213.247.63.11 |147.237.77.74 |Netherl ands lawidf.il SQ Injection - Select Fom 16
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 16
37.205. 0. 60 147.237.77. 74 |Turkey lawidf.il SQ Injection - Select From 13
2.52.172.223 147. 237. 72. 166 I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 13
202.124.109. 87 |147.237.72. 166 |New Zeal and akaidf.il SQ Injection - Select From 11
23.91.70. 63 147.237.77.74 |United Sates  [lawidf.il SQ Injection - Select From 11
87.242.112.35 |(147.237.77.74 ?ég:;;m lawidf.il SQ Injection - Select From 10
89.187.221.13  |147.237.77. 216 |Lebanon dover.idf.il GPL WEB SERVER / et ¢/ passwd 5
80.179.223.31 |147.237.77. 176l srael nat pash. i df .i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 5
66.249. 66. 100 |147.237.72. 166 |Wiited Sates  [akaidf.il ET SCAN NVAP -sA (2) 4
89.187.221.13  |147. 237.77. 216 |Lebanon dover. i df il PAIC: OFER script tag in LR - likely cross-site scripting |,
at t enpt
89.187.221.13 |147.237.77. 216 |Lebanon dover.idf.il ET VBB SERER Script tag in LR, Possible Qross Site Scripting 4
At t enpt
80.179.223.31 |147.237.77. 216 |Israel dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 3
66. 249. 78. 89 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 3
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 2
66.249.93.210 |147.237.76.86 |Wited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
185.92. 72. 23 147.237.77. 212 e. dover.idf.il ET SCAN Potential SSH Scan 2
65. 255. 43. 24 147.237.77.179|Wited Sates e nazi.idf.il ET SCAN NVAP -f -sS 2
66. 249. 78. 96 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 82 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 66. 109  |147.237.72. 166 |Wiited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
74.117.209. 135 |147.237.0.35 |Wited Sates |[akaws.idf.il ET SCAN NVAP -sS w ndow 1024 2
43.255.166. 112 |147.237.76.42 [India refuah.idf.il ET SCAN Potential SSH Scan 2
31.184.242.17 |147.237.77.216 ?éj:i;’}m dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 2
65. 255. 43. 24 147.237.77.179|Wnited Sates e nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 2
66. 249. 79. 84 147.237.76.86 |Lhited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 2
2.52.134. 105 147.237.77. 216 |I srael dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 75. 44 147.237.77.233|Wnited Sates  |atal.idf.il ET SCAN NVAP -sA (2) 2
85.25.108.130 |147.237.77. 176 |Ger many nat pash. i df . i | Tehila - Perl LW with fake user agent 2
31.6.71.154 147. 237. 72. 14 |Pol and dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 2
66.249. 66. 107  |147.237.72.166 |Lhited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
79.183. 6. 190 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
188. 120. 135. 12 [147. 237. 72. 166 |I srael aka.idf.il G°PL SCAN nmap TCP 1
59. 45. 79. 117 147.237.77. 170 |Chi na maar achot . i of .i | ET SCAN Potential SSH Scan 1
153 99. 207, 124 1147 237 0. 19 |chi na vadimatal idf i ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.142.246. 241 |147.237.77.216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
95.86.124. 108  [147.237. 72. 166 || srael aka idf.il portscan: TCP O stributed Portscan 1
84.228.200.93 |[147.237.77.216 |l srael dover . idf.il portscan: TCP DO stributed Portscan 1
209. 126. 116. 147|147.237.77. 226 |Lhited Sates  |waw chanatz. aka i df.il |[ET SCAN NMAP -sS wi ndow 1024 1
74.117.209. 135 |147.237.8.24 |Wited Sates e lifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1




11-24-2015 to 11-25-2015

|Top Attackers In FW |

A t acker

ountry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15214
46. 163. 68. 109 |Cer nany 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2355
80.246.133.21 |Israel 147.237.76.42 |refuah.idt.il Bad TCP sequence SWretransmt wth different oo 1757
w ndow scal e
62. 140. 132. 206 [Net her| ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1725
213.247.63.11 |[Netherl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1715
205.203.135.1 |[lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 1221
Sreanming Engine: TGP Invalid i i ssi
213.8.122.14 |isradl 147. 237.76. 200 |ei tan. aka. i f . i 9 =9 Invalid segnent retransmssion. 750
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
66.249.79.75 |Wited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. | 634
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 604
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 586
176. 31.117. 76 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 551
Sreanming Engine: TGP Invalid i i ssi
79.181.26.48 |isradl 147. 237. 76. 200 |ei tan. aka. i f . i 9 =9 Invalid segnent retransmssion. | 513
Ret r ansni ssi on Packet dr opped.
212. 235. 98. 139 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 499
68.180.228. 112 [Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 490
37.26.146. 161 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 489
37.26. 146. 227 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 478
Sreaning Engine: TGP Invalid i i ssi
2.54.146.24  |israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 423
Ret r ansm ssi on Packet dr opped.
213.204. 101. 24 |Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 418
208.115.113. 89 [Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 403
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 303
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 300
Sreaning Engine: TCP Invalid i i ssi
212.179. 21. 194 |i srael 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. 288
Ret r ansni ssi on Packet dr opped.
82.145.219. 85 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 272
54.224.21. 23 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 266
94. 228. 34. 250 llgi“r:gegom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 264
37.231. 242. 251 |Kuvai t 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 261
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 258
208.115.111. 73 |Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 235
31.171. 244, 115 [Swtzerland  |147. 237. 77. 226 V‘:"IW chamatz. aka. idf 14, o) First packet isn't SN drop 234
190. 24.146. 71 |Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 227
46.19. 85. 74 I 'srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d AGK nunber nonitor  |221
89.187.221.11 |Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 211
Sreaning Engine: TGP Invalid i i ssi
66.249. 64. 233 |Lhited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. | 204
Ret r ansm ssi on Packet dr opped.
62.207. 60. 231 [Net her| ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 200
66.249.81.212 |[lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 195
77.87.228. 68 Ger nany 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 175
64.233.172. 155 |Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 170
41.33.231.90 |Egypt 147.237. 77. 216 |dover . i df . i | drop drop 166
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 155
81.218.37.2 | srael 147.237. 72. 167 |i shurimaka. i df . il drop First packet isn't SYN drop 150
50. 87. 144. 145 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 140
66.249.81.218 |[lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 133
94. 228. 34. 248 k?':;gom 147. 237. 77. 216 |dover . i df . i | drop Frst packet isn't SIN drop 132
109. 200. 30. 168 k?';gegom 147. 237. 77. 216 |dover.i df . i | drop First packet isn't SWN drop 132
107.167.116. 79 |Lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 131
85.128. 142. 60 |Pol and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 128
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 126
207. 46. 13. 17 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 120
2.54.25.8 I srael 147.237.72. 166 |aka. i df .i| SYN At tack SYN -> SYN-ACK -> RST rej ect 118
s SN retransnmit wth different .
80. 246. 130. 186 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 118
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Devi ce

A tacker

ount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.166.251 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 332
46.19.86.8 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 281
2.54.168. 67 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 253
46.19.86.8 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 246
212.179.21. 194 |l srael 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Miny of the Sane Response Code (404) B ock 198
109.66.33.52  |[Israel 147.237.0.19 |nadi matal .idf. | Igg.'\e?ysg fséhe Sane Response Qode (404) in Session from Bl ock 156
2.54.168. 67 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 154
213.8.122.14 |Israel 147.237.76. 200 |ei tan. aka. i df . i | ;cl’g_'\:qyzzo_fljhe Sane Response (bde (404) in Session from Bl ock 144
46. 19. 86. 25 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 138
109. 66.33.52  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 138
46.19. 85. 52 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 135
176.13.0.223 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 132
84.228.15.120 |Israel 147.237.0.19 |nadimatal .idf. i ;Zc.’z'\zmgr.'ylsolflgge Sane Response (bde (404) in Session from B ock 127
176.13.23.76  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 125
2.54.57.83 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 125
80. 246. 139. 172 |I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 124
176.13.23.76  |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 124
2.54.166.251 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 121
176.13.9.225 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 120
176.12. 143.65 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 117
2.54.140.214 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 116
62.219.99. 130 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 112
2.54.140.214  |lIsrael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 109
176.13.0.223 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 108
46.19. 85. 52 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 108
176.13.9.225 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 107
84.228.15.120 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
46.19. 86. 25 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 107
2.52.171.183 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 104
176.13.0.116 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 103
109. 186. 142. 46 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 97
2.52.171.183 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 95
80. 246. 139. 172 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 94
37.26.146. 250 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 92
46.19.85.210 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 91
2.52.175. 26 | srael 147.237.72. 166 |aka. i df . i | Distributed Unknown HTTP Request Met hod B ock 90
46.19.85.127 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 89
2.54.166.251 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 89
62.219.99.130 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 89
176.13.22. 154 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 89
213.57.178.89 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 87
176.13.0.116 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 86
109. 67. 214. 24 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 86
185. 32.179. 66 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 85
37.26.146. 254 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 82
176.13.5.111  |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 82
213.57.178.89 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 81
46.19.85.127  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 78
176.13.4.219 |israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 74
80. 246. 137.85 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 73
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