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11-22-2015 to 11-23-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 62509
0.0.0.0 147.237.77.216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 40072
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 21128
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 10225
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4685
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4078
66. 249. 64. 190 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1889
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1772
81.218.37.2 | srael 147.237.72. 167 i shuri maka.i df.il|Anonal y- TLS renegoti ation-d i dest - r eset 412
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 403
71. 230. 34. 237 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 269
192. 118. 30. 102 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 245
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 201
185.27.118.7 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 195
149. 78. 228. 245 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 166
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 155
80. 179. 18. 228 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y-TLS-renegotiation-di dest - r eset 154
66. 249. 66. 125 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 118
66. 249. 64. 195 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 118
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 115
204. 93. 154. 201 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover Con Limt Htps drop 86
176. 13.9. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 77
2.54.57.169 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 69
212.71.238.108 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il JLM Dover _Con_Limt_ Htps drop 58
66. 249. 93. 200 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 55
193. 109. 199. 207 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood out of context dr op 48
36. 82. 44. 29 | ndonesi a 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 35
5.236.81. 103 Iran, |slamc Republic of[147.237.77.216 dover.idf.il SYN H ood del ete reset drop 32
36. 76. 216. 73 | ndonesi a 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 31
104. 172. 207. 143 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 30
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 30
81.218.5.130 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 29
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 28
151. 238. 202. 236 Iran, |slamc Republic of[147.237.77.216 dover.idf.il SYN H ood del ete reset drop 28
112.209. 208. 119 Phi | i ppi nes 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 24
84. 95. 86. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 22
190. 31. 135. 167 Argentina 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 22
73.130. 185. 245 Lhited Sates 147.237.77.216 dover.idf.il network flood | Pv4 TCP- FI N ACK dr op 22
46.19. 85. 242 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 21
112.209. 208. 119 Phi | i ppi nes 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 21
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 20
5.238.181. 44 Iran, Islanic Republic of [147. 237.77. 216 dover.idf.il SYN H ood unverified cookie drop 19
46.225.83.0 Iran, |slanic Republic of [147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 18
62. 219. 254, 22 | srael 147.237.72. 167 ishurimaka.idf.il{B ock Udp All Nets dr op 18
151. 238. 202. 236 Iran, Islamc Republic of|{147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
5.236. 81. 103 Iran, |slamc Republic of[147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 17
192. 118. 30. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 16
82. 166. 219. 240 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 14
197.162.21. 79 Egypt 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 13
5.235.219. 178 Iran, |slamc Republic of [147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 13




11-22-2015 to 11-23-2015

|Top Attackers In IPS|

Attacker Address

Atacker ’Target Address |Site

Sgnature

Country

104. 47. 147.196 |Uited Sates |147.237.0.15 |kosher-kravi.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 15
212.179. 132. 2041 srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 12
85. 65. 22. 165 I srael 147.237.72. 156 |anman. i df . i | 13840: TLS QpenSSL Heartbeat Packet B ock

194. 114. 146. 227|I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options method (M crosoft) B ock
183.171.21.74 |Miaysia 147.237.77. 216 |dover . i df . i | g?:;tafgp JS LA C DoS Tool - (QNLY enabl e when under 5 ) 6
104. 47.147.196 |lLnited Sates [147.237.0.19 |nadimatal .idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock

209. 88.198. 1 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock

91.193. 51. 30 I srael 147.237.77. 226 :AWW chamat z. aka. i df . i C1000004: HTTP. options method (M crosoft) Bl ock 5
81.218.57.242 |[israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
79.181.107.65 |[Israel 147.237.77. 176 |nat pash. i df . i | 14170: HITP. B ank User-Agent (descriptor but no string) B ock 4
104. 47.147.196 |Uited Sates [147.237.0.15 |kosher-kravi.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initia Request B ock 3
109. 67.138.10 |l srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 3
79.179.176.46 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 3
79.182.166. 103 |[lIsrael 147.237.77.74 [lawidf.il C1000004: HTTP. options method (M crosoft) Bl ock 2
94.188.161. 145 |[Israel 147.237.77. 216 |dover.i df .i | C1000004: HTTP. options nethod (M crosoft) B ock 2
105. 156.75. 73 [Mbr occo 147.237.77. 216 |dover . i df . i | ;ztojcﬁk:) HITP: LQ C DDoS Tool - (ONLY enabl e when under DoS |5 2
195. 160. 240. 11 |l srael 147.237.77. 170 |nmar achot . i df . i | CL000004: HITP. options nethod (M crosoft) B ock 2
37.26.148.236 |[Israel 147.237.77. 216 |dover.idf .i | 13840: TLS. (penSSL Heartbeat Packet B ock 2
149.78.2.151 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
46.116.133.36 |Israel 147.237.72. 166 |aka. i df . i | C1000098: Bl ock - dns poi soni ng B ock 2
209. 88.198. 1 I srael 147.237.77. 216 |dover.idf .i | C1000004: HTTP. options method (M crosoft) B ock 2
46.120.54. 18 I srael 147.237.77.74 |lawidf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 2
212.143.169. 74 |Israel 147.237.76.31 |nakchal .idf.il CL000004: HTTP. options nethod (M crosoft) B ock 2
5.29.126. 78 I srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options method (M crosoft) B ock 1
147.236.31. 111 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
52.1.90.117 Lhited Sates [147.237.72.166|aka.idf .il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
167. 114. 242. 197|Canada 147.237.77.235|sviva.i df .i | 13891: TLS QpenSSL Encrypted/ Lnencrypted Heartbeat Packet [Permt 1
79.179. 114. 184 |l srael 147.237.76.42 |refuah.idf.il 20170: HTTP. Suspi ci ous Range Header Fiel d B ock 1
212.235.62.200 |[Israel 147.237.77. 216 |dover.i df . i | CL000004: HTTP. options nethod (M crosoft) B ock 1
167. 114. 242. 198|Canada 147.237.76.38 |e.e.neitav.idf.il 13891: TLS QpenSSL Encrypted/ Lnencrypted Heartbeat Packet [Permt 1
149.78.76.170 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
111. 206. 116. 217|chi na 147.237.0.17 :”rlmy- kosher-kravi . i df . ﬁogjzabmz Apache Struts 2 OB\ Command | nj ecti on B ock 1
87.68.165.134 |[Israel 147.237.77. 216 |dover . i df .i | C1000004: HTTP. options nmethod (M crosoft) B ock 1
46.120.35.171 |Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options method (M crosoft) B ock 1
159.203. 4. 142 |Uited Sates |147.237.77.216|dover.idf.i | C1000106: HTTP. naj estic bot B ock 1
104. 47. 147.196 |Uhited Sates [147.237.0.19 |[nmadimatal .idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
187. 40. 110. 206 |Brazil 147.237.77.216|dover. i df .i | Q041: HITP. Access to - index. php?opti on=comjce B ock 1
111. 206. 116. 217|cni na 147.237.0.19 |nadimatal .idf.il aoge?:abmz Apache Struts 2 G\ Command | nj ecti on B ock 1
167. 114. 229. 247|Canada 147.237.0.16 |ny-kosher-kravi.idf.il [13891: TLS QpenSSL Encrypted/ Lhencrypted Heartbeat Packet [Pernit 1




11-22-2015 to 11-23-2015

|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry |Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il |[Tehila - Perl LWP with fake user agent 76
41.33.231. 90 147.237.77.216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 25
212. 83. 144. 162 147.237.77.216 |Fance dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 22
144.76.7. 89 147.237.77.216 |Ger many dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 15
95. 218. 1. 103 147.237.77.216 |Rorani a dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 15
105. 157. 181. 112  |147.237.77.216 |Morocco dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 14
37.27.204. 133 147.237.77.216 |Ger many dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 11
89.144.141. 123 147.237.77.216 |[Iran, Islamc Republic of [dover.idf.il [ET SCAN Possible SS. Brute Force attack or Ste Gaw 11
46. 62. 245. 162 147.237.77.216 |iran, Islanic Republic of |[dover.idf.il |ET SCAN Possible S Brute Force attack or Ste Gaw 11
101.50.81.3 147.237.77.216 |Pakistan dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 10
46.225. 28. 181 147.237.77.216 |[Iran, Islanic Republic of |[dover.idf.il [ET SCAN Possible S Brute Force attack or Ste Gaw 9
73. 130. 185. 245 147.237.77.216 |Wited Sates dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 9
37.239.120. 13 147.237.77.216 [iraqg dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 9
37.236. 160. 66 147.237.77.216 |[irag dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 9
46.225.83.0 147.237.77.216 |iran, Islanic Republic of |[dover.idf.il |ET SCAN Possible S Brute Force attack or Ste Gaw 9
104. 237. 227. 35 147.237.77. 216 dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 9
37.238.180.5 147.237.77.216 |[irag dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 9
2.176. 248. 252 147.237.77.216 |iran, Islanic Republic of |[dover.idf.il |ET SCAN Possible S Brute Force attack or Ste Gaw 9
5.233.216. 138 147.237.77.216 |iran, Islanic Republic of |dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 8
5. 220. 169. 18 147.237.77.216 [Iran, Islanic Republic of |[dover.idf.il [ET SCAN Possible S Brute Force attack or Ste Gaw 8
2.190. 135. 218 147.237.77.216 |iran, Islanic Republic of |[dover.idf.il |ET SCAN Possible S Brute Force attack or Ste Gaw 8
37.77.54. 205 147.237.77.216 [Iraqg dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 8
193.32.81.5 147.237.77.216 [Iran, Islanic Republic of |[dover.idf.il [ET SCAN Possible S Brute Force attack or Ste Gaw 7
185.27.118.7 147.237.77.216 |Egypt dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 7
179.233.241. 201 (147.237.77.216 |Rrazil dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 7
175.139. 133. 153  [147.237.77.216 |Milaysia dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 7
93.71.23.128 147.237.77.216 |italy dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 7
191. 183. 74. 67 147.237.77.216 |Rrazil dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 7
37.237.161. 190 147.237.77.216 |[irag dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 7
2. 89. 153. 235 147.237.77.216 |Saudi Arabia dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 6
5. 200. 185. 108 147.237.77.216 |iran, Islanic Republic of |dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 6
132. 255. 158. 227  [147.237.77. 216 dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 6
5. 250. 43. 67 147.237.77.216 |iran, Islanic Republic of |[dover.idf.il |ET SCAN Possible SS. Brute Force attack or Ste Qaw 6
66. 249. 64. 190 147.237.72.166 |Wnited Sates aka.idf.il |ET SCAN NVAP -sA (2) 6
180. 253. 93. 151 147.237.77.216 [Indonesi a dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 6
103. 15. 141. 158 147.237.77.216 |Bangl adesh dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 6
181. 74. 60. 146 147.237.77.216 |Qiile dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 5
180. 250. 36. 4 147.237.77.216 [Indonesi a dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 5
37.237.173.6 147.237.77.216 |irag dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 5
189.237.216. 113 [147.237.77.216 |Mexi co dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 5
151. 242.119. 96 147.237.77.216 [Iran, Islanic Republic of |[dover.idf.il [ET SCAN Possible S Brute Force attack or Ste Gaw 5
2.178. 82. 209 147.237.77.216 |iran, Islanic Republic of |[dover.idf.il |ET SCAN Possible S Brute Force attack or Ste Gaw 5
151. 233. 175. 27 147.237.77.216 |iran, Islanic Republic of |dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 5
5.221.12. 146 147.237.77.216 [Iran, Islanic Republic of |[dover.idf.il [ET SCAN Possible S Brute Force attack or Ste Gaw 5
5.219. 92. 224 147.237.77.216 |iran, Islanic Republic of |[dover.idf.il |ET SCAN Possible S Brute Force attack or Ste Qaw 5
49. 147. 190. 4 147.237.77.216 |Philippines dover.idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 5
89. 144. 164. 75 147.237.77.216 |Iran, Islanic Republic of |dover.idf.il |ET SCAN Possible S3. Brute Force attack or Ste Gaw 4
46. 143. 68. 86 147.237.77.216 |iran, Islanic Republic of |dover.idf.il |ET SCAN Possible S Brute Force attack or Ste Qaw 4
2.191. 249. 232 147.237.77.216 |iran, Islanic Republic of |dover.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 4
31.59. 228. 92 147.237.77.216 [Iran, Islanic Republic of |[dover.idf.il [ET SCAN Possible S Brute Force attack or Ste Gaw 4




11-22-2015 to 11-23-2015

|Top Attackers In FW |

Attacker Address |Attacker Gountry |[Target Address ([Ste Sig nature
172.56.12. 2 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14171
50. 129. 135. 213 |lhited Sates 147.237.77. 216 |dover.idf . il drop Frst packet isn't SYN drop 2240
176. 10. 104. 240 |Sntzerland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1948
185.27.118.7 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1657
66.249.78.159 |United Sates 147, 237. 7. 216 |dover icr.i1 || SamNg Engine: TCP Invalid segnent retransmssi on. drop 958
Inval i d Retransnission Packet dr opped.
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop 820
212.179.21.194 | srael 147, 237, 76. 200 |ei tan. aka.icf.i1 || €AMNY Engine: TCP Invalid segnent retransmssion. dr op 698
Inval i d Retransnissi on Packet dr opped.
190. 31. 135. 167 |Argentina 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 623
79.178.123.32  |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid segnent retransmssion. drop 600
Inval id Retransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 596
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 552
66.249. 64.233 |Uited Sates 147. 237. 77. 216 |dover. i of .1 Streaning Engine: TCP Invalid segnent retransmssion. dr op 466
Inval i d Retransnissi on Packet dr opped.
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 422
47.54. 26. 66 Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 416
197.162.21.79 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 371
188. 120. 148. 192|i srael 147, 237, 76. 200 |ei tan aka.ich.i1 || SAMNg Engine: TCP Invalid segnent retransmssion. drop 356
Inval i d Retransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 314
188. 225. 185, 137 Erfis: L?iyf"”acupi o |147- 237, 77. 216 |dover.. i f i drop First packet isnt SN drop 306
167. 114. 156. 198|Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 306
107. 167.108.55 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 298
37.236. 160. 66 Irag 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 298
70.39.187.176 |Satellite Provider |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 273
94.228.34.248 |United Kingdom |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 266
109.67.3.195  [Israel 147.237.77. 233 |atal i df i Bad TCP sequence i; ;et ransmt with different wndow | oo (244
38.111. 147. 88 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 241
179.191.15.61 |Bazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 236
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 236
204. 12. 251. 37 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 211
212.179. 212. 100|1 srael 147. 237, 72. 167 | shurimaka i of | | S2M NG Engi ne: TCP Invalid segnent retransmssion. drop 210
Inval id Retransnm ssi on Packet dropped.
183.171.21.74 |Md aysia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 190
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf . il drop First packet isn't SYN drop 154
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 147
151. 238. 202. 236 ::ara;z'u :z' Z‘f"i'c 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SN drop 137
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 137
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 136
85.128.142.60 |Pol and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 135
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 135
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 133
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 126
144.76.7.89 Ger many 147.237.77. 216 |dover.idf.il 3 r.eam ng Engi ne: . TG.D SN i;.ztkﬁoxr/fgg;t\e/(id gerfiong rzﬂ:]vl\aspacket drop 123
Mdi fied Retransnission dat a,
37.112. 33. 45 Russi an Federation |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 121
109. 63.158. 79 |Russian Federation |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 121
176.77. 80. 99 Russi an Federation |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 121
190. 24. 146. 71  |Col onbi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 117
70.39.185.112 |Satellite Provider |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 115
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 114
180. 253. 93. 151 |l ndonesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 111
46. 19. 85. 218 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 109
37.26.148.217 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 101
100. 100. 30. 175 147.237.72. 166 |aka. i df . i | dr op Frst packet isn't SYN drop 95
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Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site dgnature Acti on ‘Count
212.179.21.194 |lsrael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Sane Response Code (404) B ock 442
176.13.19.145 [Israel 147.237.0.19 |nadimatal .idf.i B‘; '\g"ylg’.flzge Sane Response (bde (404) in Session from Bl ock 365
176.13.1.170  [Israel 147.237.0.19 |nadimatal .idf.i I‘;Z '\g"yl'obéhe Sane Response Code (404) in Session from B ock 317
79.178.123.32 |[Israel 147.237.72. 166 |aka. i df . i | Aut omat ed Mul ner abi ity Scanni ng B ock 307
46.19.86.100 I srael 147.237.0.19 |nadimatal .idf.i Zg?l'\éégye_oioéhe Sane Response Code (404) in Session from B ock 305
2.54.12.5 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 300
176.12.147.26 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 294
176. 13. 3. 237 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 268
2.52.56. 44 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 255
176.13.19. 145 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 249
46.19. 85. 188 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Sane Response Code (404) B ock 245
46.19. 85. 38 | srael 147.237.0.19 |madimatal .idf.i Igf)ll\;r;y&oésthe Same Response Code (404) in Session from 8 ock 239
109. 67. 100. 245 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 237
46.19. 86. 17 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 231
2.54.17.186 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 225
2.52.56. 44 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 219
147.235. 8. 51 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 181
46. 19. 85. 188 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 175
144.76.7. 89 Ger many 147.237.77. 216 |dover.i df .i | D stributed Autonated Vil nerability Scanni ng B ock 175
2.52.33.184 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 174
73.130. 185. 245 |[Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Autonated Ul nerability Scanning B ock 170
176. 106. 226. 22 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 166
46. 19. 85. 218 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 163
176.13.1. 137 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 162
109. 67. 48.207 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 161
147.235. 8. 51 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 159
46.19. 86. 17 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 158
2.54.54. 220 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 156
109. 67. 48.207 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 153
2.54.12.5 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 153
176. 106. 226. 22 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 147
46.225.83.0 'O;a” Islamc Rpublif, 47 537 77. 216 [dover. i df . i | Dstributed Automated Wl nerability Scanning B ock 142
213.57.61. 61 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 142
95. 35. 66. 50 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Sane Response Code (404) B ock 140
176.13.21.6 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 139
188. 120. 148. 1921 sr ael 147.237.76. 200 |ei tan. aka. i df . i | Ig%_'\g”g_ ﬂlSt. qzzsa"e Response Code (404) in Session from Bl ock 138
89.138.176.12 | srael 147.237.0.19 |nadimatal .idf.i ;g?l'\?/)hsr.‘yl;’é. ige Sane Response Cpde (404) in Session from B ock 137
2.54.17.186 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 133
176.13.1.170  [Israel 147.237.0.19 |nadimatal .idf.i I‘;Z '\g"yl'obéhe Sane Response (ode (403) in Session from B ock 132
212.83.144. 162 |France 147.237.77. 216 |dover.i df .i | D stributed Autonated VUl nerability Scanning B ock 127
188. 120. 148. 192|I srael 147.237.76.200(ei tan. aka. i df . il [Ostributed Too Many of the Sane Response Code (404) B ock 126
89.138.176.12 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 126
46. 19. 86. 100 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 125
176.12.137.63  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 123
95. 35. 66. 50 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 115
147.235.8.51  |Israel 147.237.0.19 |nadimatal .idf.i E‘;'\gg gsihe Sane Response (bde (403) in Session from Bl ock 114
109. 67. 100. 245 || srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 110
212.25.102.57 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) B ock 109
46.19.86.100  |israel 147.237.0.19 |nadimatal .idf.i Zg?l'\fgye_oioéhe Sane Response (bde (403) in Session from Bl ock 108
176. 13. 2. 220 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 107
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