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11-07-2015 to 11-08-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 69711
66. 249. 67. 208 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 8283
157.52. 2. 102 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7972
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3415
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3325
66. 249. 64. 181 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3137
46.19. 86. 232 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3065
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table dr op 2779
79.179.217.78 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2616
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 844
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 628
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 393
66. 249. 64. 191 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 344
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 295
220.181.108. 81 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 278
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 253
66. 249. 67. 200 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 193
197. 9. 240. 240 Tuni si a 147.237.77. 216 dover.idf.il HTTP- M SC- WebLogi c- Str- BO dest - r eset 138
66. 249. 64. 186 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 112
109. 65. 39. 233 | srael 147.237.0.19 nadi matal .idf.il|Anonal y-TLS renegotiation-di dest - r eset 89
37.26.149. 138 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 85
149. 88. 74. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 71
85. 65. 30. 242 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 60
81.218. 234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 58
46.19. 85. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 55
213.57. 45. 226 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 55
37.26.147. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 46
132.76.50. 6 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 46
194.55.30. 7 Ger nany 147.237.77. 216 dover.idf.il SYNHood full table drop 45
79.179.109. 11 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 43
5.22.134. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 42
83.130. 101. 219 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 42
5.29. 82.218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 42
93.173. 9. 249 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 42
176.13.4.9 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 39
149. 88. 88. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
85. 250. 58. 1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 38
176. 13. 3. 107 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 37
89. 138. 208. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
109. 66. 48. 187 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
84.108. 187. 231 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
79.178. 33. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
149. 78. 199. 245 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
109. 65. 199. 211 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 35
93.173.159. 114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
89. 138. 79. 137 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
89. 139. 183. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 34
176. 228. 208. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 33
5.28.170. 100 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 33
85. 250. 75. 144 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 31




11-07-2015 to 11-08-2015

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Sgna1 ure Devi ce Action |Count |
197. 9. 240. 240 Tuni si a 147.237.77.216 |dover.idf.il C1000203: HTTP: Thorshammer - Post to root dir Bl ock 88
98.100. 216. 163  |Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 20
31.154.158.231 |[Israel 147.237.72.166 |aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 12
84.228.197.205 |Israel 147.237.77.170 |nmaarachot . i df .i| |CL000004: HTTP. options method (M crosoft) B ock 8
87.68. 148. 201 I srael 147.237.77.170 |maarachot.idf.il [Cl000004: HTTP. options nethod (M crosoft) B ock 4
79.181.200. 155 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
80. 230. 25. 249 I srael 147.237.77.170 |nmamarachot . i df .i| |CL000004: HTTP. options method (M crosoft) B ock 2
195. 154. 211. 147 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
180. 251. 134. 2 | ndonesi a 147.237.77.176 |natpash.idf.il 9221: HITP: PUT Method Execution over HTTP/ VbDAV B ock 1
195. 154. 188. 186 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
142. 4. 206. 228 Lhited Sates 147.237.77.216 |dover.idf.il 0361: HITP. Protected File Access (/etc/ passwd) B ock 1
195. 154. 211. 150 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV B ock 1
195. 154.180.21  |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
197.116.46.223 |Ageria 147.237.77.216 |dover.idf.il 14170: HITP. B ank User-Agent (descriptor but no string) B ock 1
195. 154. 191. 165 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV B ock 1
158. 69. 22. 75 Lhited Sates 147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot B ock 1
195. 154. 216. 122 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
195. 154. 180. 63 [France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VeébDAV B ock 1
105. 104. 20. 57 Ageria 147.237.77.216 |dover.idf.il 3909: HITP. Qoss Ste Scripting (Aert function) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il|13840: TLS QpenSSL Heartbeat Packet B ock 1
195. 154.211. 20 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV B ock 1
165. 215.209. 15 [lhited Sates 147.237.77.216 |dover.idf.il 14511: HITP. Wn32/diga Fake Wser Agent B ock 1
195. 154. 216. 123 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
195. 154. 188.29  |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV B ock 1
106. 38.241.106  [China 147.237.72.166 |aka.idf.il Cl03: HITP. User Agent Sogou+web+spi der B ock 1
209.190.20.147 |lhited Sates 147.237.76.31 |nakchal .idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
195. 154.211.30 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV B ock 1
167.114. 156. 16  [Canada 147.237.77.216 |dover.idf.il 8262: HTTP. Soworis DoS Tool B ock 1
85. 250. 64. 235 I srael 147.237.72.166 |aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
195. 154.217.38  |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV B ock 1
195. 154. 188. 158 |France 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HTTP/ WbDAV B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
78. 46.174. 197 Ger many 147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot B ock 1




11-07-2015 to 11-08-2015

|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 211
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 93
98. 100. 216. 163 |147.237. 77. 74 |Wited Sates lawidf.il SQ Injection - Select From 60
142. 4.206.228 |147.237.77.216|W0ited Sates dover.idf.il SERVER- WEBAPP / et c/ passwd fil e access attenpt 32
142. 4.206. 228 |147.237.77.216|WUited Sates dover.idf.il SERVER- WEBAPP WEB- | NF access 20
209. 190. 20. 147 |147.237.77. 216 |Lhited Sates dover.idf.il QA 1 =1- possible sg injection attenpt 16
66.249. 75.198 |147.237.77.170|Wnited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 16
66.249. 64. 181 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 14
37.26.147.167 [147.237.0.19 |[Israel nedi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 9
105. 104. 20. 57 |147.237.77.216|Ageria dover.idf.il QA Injection - Select From 8
176.12. 147. 116 |147.237.0.19  |Israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 7
180. 251. 134. 2 |147. 237. 77. 176 |I ndonesi a nat pash. i df . | Tehila defacement attenpt (-tacked By- sent to Véb 6
Server)
66.249. 93. 130 |147.237.76.30 |Lnited Sates hi nush. i df .i | ET SCAN NVAP -sA (2) 6
192.35.222.17 |147.237.77.216|W0ited Sates dover . idf.il ET DC5 SSL Bonb DoS Att enpt 5
66.249. 67. 122 |147.237.72. 166 |Wited Sates aka.idf il ET SCAN NVAP -sA (2) 4
115. 72. 103. 148 [147.237.0.15 |Metnam kosher-kravi .idf.il ET SCAN Potential SSH Scan 4
45.40. 143.219 |147.237.77.216 dover.idf.il Tehila - Perl LWP wth fake user agent 4
115. 72. 103. 148 [147. 237.0.17 |V et nam mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 4
84.24.169.13  |147.237.72. 156 |Net her| ands anan. i of . i | ET SCAN Potential SSH Scan 3
95. 45. 254, 123 |147. 237. 72. 166 |Irel and aka.idf.il SERVER APAO_E Apac_he mod_ss| “non-SSL. connection to SS. 3
port denial of service attenpt
84.24.169.13  |147.237.72. 166 |Net her| ands aka.idf.il ET SCAN Potential SSH Scan 3
66.249. 67. 208 |147.237.72. 166 |Wnited Sates aka. idf.il ET SCAN NVAP -sA (2) 2
84.24.169.13  [147.237.76. 196 |Net her | ands e.sviva.idf.il ET SCAN Potential SSH Scan 2
66.249. 67. 7 147.237.76.86 |Lnited Sates navy.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 238 |147.237.77. 216 |Wnited Sates dover . idf.il ET SCAN NVAP -sA (2) 2
66.249. 93. 134 |147.237.76.30 |Wited Sates hi nush. i df . i1 ET SCAN NVAP -sA (2) 2
66.249. 65. 22  |147.237.77. 243 |Wited Sates nobi | e.idf.il ET SCAN NVAP -sA (2) 2
66.249.78. 74  |147.237.77.233|Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 186 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
188.138.9.51  [147.237.0.17 |Germany mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 2
176.13.6. 131  |147.237.72. 166 |l srael akaidf.il I NDI CATOR- SCAN myscan 2
66.249. 75.206 |147.237.77.170|Wited Sates naar achot . i of . i | ET SCAN NVAP -sA (2) 2
105. 104. 20. 57 |147.237.77.216|A geria dover.idf.il GPL WEB SERVER /et ¢/ passwd 2
78.39.148.241 |147.237.8.28 :{e;)mubl:zlsfmc e.nobi | e-ks. i df . ET SCAN Potential SSH Scan 2
66.249. 73. 228 |147.237.77.176 |Wited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 2
66.249. 67.224 |147.237.72.166 |Wited Sates aka.idf.il SERVER APAO_E Apac.he Mod_ssl non- S8 connection to S8 2
port denial of service attenpt
66.249. 67. 124 |147.237.76.86 |Wited Sates navy.idf.il ET SCAN NVAP -sA (2) 2
84.24.169.13  |147.237.76. 176 |Net her| ands test.ncore.idf.il ET SCAN Potential SSH Scan 2
178.89.191. 77 [147.237. 72. 166 |Kazakst an aka.idf.il ET SCAN Potential SSH Scan 2
66.249.67.13  |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
31.184.242.17 [147.237.77. 216 |Russi an Federation |[dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 2
66. 249. 67. 6 147.237.72. 166 |Lnited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 93. 254 |147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
66.249. 65. 68  |147.237.72. 166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 191 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 75. 214 |147.237.77.170 |Wited Sates naar achot . i of . i | ET SCAN NVAP -sA (2) 2
176.13.6.131  [147.237.72. 166 |I srael aka.idf.il GPL SCAN nyscan 2
66.249. 73.220 |147.237.77.176|Wited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 2
80. 82. 64. 37 147, 237. 72. 156 |Net her | ands aman. i df il ET SCAN NVAP -sS wi ndow 1024 1
202.96.25.62 |147.237.72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1




11-07-2015 to 11-08-2015

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
87.68.67.94 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10067
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5498
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4406
54.187.55.213 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1870
85.250.29.195 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1835
85. 250. 84. 115 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1749
93.173.154. 188 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1385
79.182.186.75 | srael 147. 237.76. 200 [ei tan aka. i of .| | S NG Engine: TP Invalid invalid segrent retransnission. |, o 1122
Ret r ansm ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1087
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 968
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 952
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 950
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 947
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 908
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 872
2.52.190. 118 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 723
79.182.30.200 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 694
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 687
62.90. 107. 178 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 642
66.249. 65.231 |Whited Sates 147237, 77. 216 |dover i i1 || @M NG Engine: TCP Invalid invalid segnent retransnission drop 606
Ret r ansni ssi on Packet dr opped.
66.249.65.238 |Wnited Sates 147. 237.77. 216 |dover. 111 |27 SAM NG Engine: TCP Inval id finvalid segnent retransnissi on drop 578
Ret r ansm ssi on Packet dr opped.
66.249. 65. 224 |Whited Sates 147237, 77. 216 |dover i i1 || @M NG Engine: TCP Invalid invalid segnent retransnission drop 562
Ret r ansni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 533
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 527
79.179.126. 142 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 525
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 522
85. 65. 103. 73 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 508
77.127.241.210 |israel 147. 237. 76. 200 [6i tan. aka i of . { | €A NG Engi ne: TCP Inval id - finval i d segnent retransmssi on drop 501
Ret r ansni ssi on Packet dr opped.
80. 230.87.234 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 474
2.54.0.50 I srael 147, 237.76. 200 e tan. aka. i of || @M NG Engine: TCP Invalid invalid segnent retransnission drop 468
Ret r ansni ssi on Packet dr opped.
149. 78. 187. 20 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 458
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 449
46.117. 205. 133 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 429
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 426
66.249.93.196 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 420
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 382
109. 200. 30. 154 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 370
89. 139. 3. 159 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 350
142.4.206.228 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 345
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 341
31.223. 185. 143 (F;ajcis;iigjja” Territory,ly 47 237, 77. 216 |dover. ict. i1 |dr op Frst packet isn't SN drop 339
66.249. 65. 231 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 330
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 323
38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 321
149. 88. 144. 237 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 318
109. 64. 136. 149 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 315
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 312
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 303
157. 55. 39. 31 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 281
187.180.14.37 |Bazil 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 255
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|Top Attackers In V\AF|

Devi ce

A tacker

ount ry ‘Target Address |Site Sgnature Action ‘Count

37.26.148.171 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 482
176.13.6.118 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 421
37.26.147.167 |[lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 358
89.139. 165. 96 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 349
176. 12. 147. 116 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 297
176.12.138.54 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 264
85.65.29.251 |Israel 147.237.0.19 |nadi matal .idf.i ;g?ehggyglogsihe Sane Response (bde (404) in Session from Bl ock 254
2.52.14.78 I srael 147.237.0.19 |nadimatal .idf. i ;O(;z'vﬂy ;g the Sane Response Code (404) in Session from Bl ock 224
85.65.29.251 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 208
2.52.14.78 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 200
37.26.148.171 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 182
46.19.86.110 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 175
176. 12. 143. 169 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 165
37.26.148.171 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 151
2.54.25.30 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 149
37.26.147.167 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 145
79.182.186.75 |Israel 147.237.76.200(ei tan. aka. i df . i | [Dstributed Too Many of the Sane Response Code (404) B ock 145
176. 12. 143. 169 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 145
84.111.65.109 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 144
2.54.180.78  [Israel 147.237.0.19 |nadi matal .idf. | ;og 4'_“;%38_0;;?'9 Sane Response Qode (404) in Session from Bl ock 144
176.12.136.39 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 137
46.116.98.39 |Israel 147.237.76. 200 |ei tan. aka. i df . i | Ig?l'\l’ae'_]ygé’g;he Sane Response (bde (404) in Session from Bl ock 136
176.13.6.118  |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) Bl ock 126
82.166.22.35 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 123
37.26.147.167 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 121
2.54.180.78 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 117
80. 179. 225. 230 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 117
176.13.6.118 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 115
176.12.138.54 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 109
37.26.148.179 |Israel 147.237.0.19 |nadimatal .idf. i ;3?2?1y4§f1;ge Sane Response (bde (404) in Session from B ock 109
82.166.22.35 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 107
89. 139. 165. 96 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
46.19.86.110 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 104
46.19.85. 71 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
2.52.46.21 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
46.19. 85. 22 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 104
176. 12. 147. 116 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 104
2.52.46.21 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 103
2.54.25.30 I srael 147.237.0.19 |nadimatal .idf. i ;O(; 4'_\‘;';)_' ;g the Sane Response Code (404) in Session from Bl ock 99

79.176.0. 41 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 95

37.26.148.179 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 94

89. 139. 165. 96 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 94

109. 65. 39. 233 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 92

176.12.136.39 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 91

176.13.22.95 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 89

46.19.85.195 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 88

185. 32. 179. 251 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 88

176.13.23.101 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 87

176.12.138.54 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) Bl ock 83

176.12.150. 78 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 76

11-07-2015 to 11-08-2015



