11-06-2015 to 11-07-2015

@
1"PT SwNn L )
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Targets |
120, 000
90, 000 B dover . idf.il
- B nadimatal .idf.i
60, 000" M aka.idf. il
BMeitan aka. idf.il
N”gber B robileidi.il
30, 000+" . .
At t acks .atal.!df.fl
M aman.idf.il
B nat pash. i df . |
lawidf.il
B refuah.idf.il

Top Tar get

M 167. 114. 156. 16
212.76.114.7
I 149. 78. 154. 69
54.187. 55. 213
Il 79. 183. 224. 17
W 41.33.231.90
I 80. 230. 87. 234
M 176. 13. 14. 188
54.72.0.55
M 382.192. 68. 46

Top Attackers



11-06-2015 to 11-07-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 61639
167.114. 156. 16 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 10850
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 8813
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il |TCQP handshake violation, first packet not syn drop 6922
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 4553
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il |TQP handshake violation, first packet not syn drop 4157
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 3186
66. 249. 67. 216 Lhited Sates 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 3161
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 1890
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 739
0.0.0.0 147.237.77. 216 dover.idf.il|SINHood full table drop 682
66. 249. 67. 122 Lhited Sates 147.237. 72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 634
64.233.172.171 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 486
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 422
220.181. 108. 97 Chi na 147.237.76. 86 navy.idf.il |TQP handshake violation, first packet not syn drop 233
220.181. 108. 92 Chi na 147.237.76. 86 navy.idf.il |TGP handshake violation, first packet not syn drop 209
46. 19. 85. 202 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 128
220. 181. 108. 99 Chi na 147.237.76. 86 navy.idf.il |TQP handshake violation, first packet not syn drop 112
2.54.128.191 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 108
176.13.19. 13 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 98
87.68.152. 131 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 58
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 55
37.26.148. 191 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 51
37.142. 64. 49 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 41
213.57.226. 135 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 36
79.177.223. 27 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 36
89. 138. 247. 13 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 35
109. 160. 140. 2 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 35
79. 180. 153. 131 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 35
46. 120. 77. 176 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 32
79.177.141. 37 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 32
177.157. 228. 112 Brazil 147.237.77.216 dover.idf.il|[SINHood full table drop 30
109. 67. 191. 252 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 30
109. 67. 186. 148 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 29
149. 88. 201. 160 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 29
212.116.172. 230 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 28
46.19. 86. 134 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 25
82. 166. 22. 98 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 25
2.52.181. 242 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 25
79.180. 148. 115 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 25
212.199. 95. 73 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 25
149. 78. 213. 173 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 25
108. 250. 9. 127 Lhited Sates 147.237.77.216 dover.idf.il|SYNHood full table drop 23
176.12. 141. 248 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 22
2.54.136. 45 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 22
176. 13. 19. 206 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 22
109. 66. 113. 28 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 21
74.204.144. 93 Lhited Sates 147.237.77.216 dover.idf.il|SYNHood full table drop 20
46.120. 3. 29 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 20
0.0.0.0 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 20




11-06-2015 to 11-07-2015

|Top Attackers In IPS|

Attacker Address ’Attacker Qount ry ’Target Address |Site Sgnature

202.124.109. 87 [New Zeal and 147.237.72. 166 [aka. i df . i | 3808: HITP. SQ Injection Variabl e Declarati on Evasion B ock 20
167.114. 156. 16 [Canada 147.237.77.216|dover.idf .i | 8262: HITP. Soworis DoS Tool B ock 4
58.59.237.129 |China 147.237.72. 166 |aka. i df . i | C1000108: HITP. Trying to | ocate existing FQkeditor Bl ock 4
222.84.6.146 Chi na 147.237.76.86 |navy.idf.il Cl1000108: HITP. Trying to locate existing FO<editor B ock 4
84.109.73.165 |[Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
79.178.221.92 |Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
79.182.0. 112 I srael 147.237.76.31 |nakchal .idf.il [Cl000004: HTTP. options nethod (M crosoft) B ock 2
79.182.124. 163 |[Israel 147.237.77.216|dover.idf .i | C1000004: HTTP. options nethod (M crosoft) B ock 2
109. 65. 138. 209 |l srael 147.237.72. 166 |aka. i df . i | 13840: TLS QpenSSL Heartbeat Packet B ock 1
63. 143. 34. 37 Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SALECT) B ock 1
79.183.128.84 [Israel 147.237.72. 166 [aka. i df . i | Q008: HTTP. Xenu User Agent B ock 1
109. 149. 178. 174|Uni ted Ki ngdom 147.237.72. 166 |aka. i df . i | C1000106: HTTP. mnaj estic bot B ock 1
66.176.172.168 [lLnited Sates 147.237.77. 216 |dover.idf .i | Q008: HTTP: Xenu User Agent B ock 1
198.20.69.74  |tnited Sates 147.237.8.24 |e.lifestyl e.idf .|13840: TLS QpenSSL Heartbeat Packet B ock 1
41.252. 86. 215 S;Zhai“ri”;;b 147.237.77.216|dover . i df . i | 3909: HITP. Qoss Ste Scripting (Aert function) B ock 1
122.183.189.19 [india 147.237.77. 216 |dover . i df . i | é2§37$sum| np':ab??l t?’ery String Paraneter |nfornation B ock 1
89.187.221.13 |Lebanon 147.237.77. 216 |dover . i df . i | 10767: HTTP. Acunetix Security Scanner B ock 1
123.126.113. 80 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
63. 143. 34. 37 Lited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 1
132. 66. 168. 127 |l srael 147.237.77. 170 [maar achot . i df . i [|C1000004: HTTP. options nethod (M crosoft) B ock 1




11-06-2015 to 11-07-2015

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
66. 249. 78. 86 147.237.77. 233 |Whited Sates atal.idf.il ET SCAN NVAP -sA (2) 234
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 201
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 65
202.124.109. 87 |147.237.72. 166 |New Zeal and aka.idf.il SQ Injection - Select From 22
188.52.177. 182 [147.237.77.216 |Sudi Arabia dover.idf.il S generic sql with comments injection attenpt - CGET 19
par anet er
188.52.177. 182 |147.237.77.216|Sudi Arabia dover.idf.il SQ Injection - Select From 16
66.249.73.191 |147.237.77.170|lhited Sates n@ar achot . i df .i | ET SCAN NVAP -sA (2) 12
188.52. 177. 182 |147.237.77.216 |Sudi Arabia dover.idf.il ' \D C_ATCR_ OBFU_SC’*T' N I.ar_ge 'f‘“”ber of cgl s to char 12
function - possible sgl injection obfuscation
188.52.177. 182 |147.237.77.216|Sudi Arabia dover.idf.il XSS - | M5 (PCBT) 10
188.52.177. 182 (147.237.77. 216 |Saudi Arabi a dover.idf.il ET VB SERVER MYSQL SELECT OONCAT S I njection Attenpt |10
188.52. 177. 182 [147.237.77.216 |Sudi Arabia dover.idf.il ET VB SERVER Possible MSQ SAi- Atenpt I nformation 9
Schenma Access
176. 13. 0. 219 147.237. 77. 233 |l srael atal .idf.il ET D05 Large amount of TGP ZeroWndow - Possible N ller2 8
DDos at t ack
66.249.64. 191 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 8
41.252.86.215 [147.237.77.216 'J';rtghai”rip;;b dover . idf.il ET WEB_SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers |8
63. 143. 34. 37 147.237.76.42 |Wnited Sates refuah.idf.il SQ Injection - Select Fom 6
185.58.201.28  |147.237.76.30 |Lebanon hi nush. i df . i1 ET SCAN NVAP -sA (2) 6
188.52.177. 182 [147.237.77.216 |Sudi Arabia dover.idf.il SERVER VEBAPP encoded cross site scripting HTM. [nage tag 6
at t enpt
89.187.221.13  [147.237.77. 216 |Lebanon dover.idf.il GPL VB SERVER / et ¢/ passwd 6
188.52.177. 182 |147.237.77.216|Saudi Arabia dover.idf.il Q2 use of concat function with select - likely SQ injection|5
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 5
188.52. 177. 182 |147.237.77. 216 |Sudi Arabia dover.idf.il ET VB SERVER Possible SQL Injection Attenpt SHECT FROM |5
41.252.86.215 |[147.237.77.216 'J';rtghai”rip;;b dover . idf.il SERVER- WEBAPP | ogi n. ht m access 4
188.52. 177. 182 |147.237.77.216|Saudi Arabia dover . idf.il SQ Injection - Select Fom (PCBI) 4
41.252.86.215 [147.237.77.216 'J‘iaﬁgh""i”rip;:b dover.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in UR 3
46,120 140 244 147 237 0.34 |1 s ael Cikshov.id il ET DC5 Large anount of TCP ZeroVWndow - Possible Niller2 3
DDos at t ack
41.252.86.215 |[147.237.77.216 'J‘iaﬁgh""i”rip;:b dover.idf.il Admin [ ogi n page scan - Havij 3
89.187.221.13  |147.237.77. 216 |Lebanon dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
66.249. 65.193  |147.237.77.233|Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
94. 23. 49. 49 147. 237.77. 170 |France naar achot . i df .i | SERVER- WEBAPP backup access 2
66.249.81. 145 |147.237.77.226|Wnited Sates v chanat z. aka. i df .il [ET SCAN NVAP -sA (2) 2
66.249. 64. 186 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
41.252.86.215 |147.237.77.216 S;Zhai”rip;:b dover i df il goﬁ_m Possibl e CVE-2014-6271 Attenpt in HITP 2
41.252.86.215 [147.237.77.216 S;Zhai”rip;:b dover.idf.il SQ Injection - Select From 2
66.249.75.198 |147.237.77.170|Lhited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 2
41.252.86.215 [147.237.77.216 Sgszhai””p;;b dover . idf.il SERVER WEBAPP adni nl ogi n access 2
181.198. 213. 98 |147.237.76.38 |Ecuador e.eneitav.idf.il ET SCAN Potential SSH Scan 2
41.252.86.215 |147.237.77.216 Ij;:;lhainrip;:b dover.idf.il SERVER- WEBAPP TRACE at t enpt 2
66.249. 67.244 |147.237.76.86 |Wited Sates navy.idf.il ET SCAN NVAP -sA (2) 2
188.138. 9. 51 147.237.76.39 |Ger many nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 2
66.249. 67.224 |147.237.72. 166 |Wited Sates aka.idf.il SERVER APAO_E Apac.he Mod_ssl non- S8 connection to S8 2
port denial of service attenpt
74.200. 86. 157  |147.237.72. 166 |Lhited Sates aka.idf.il SERVER- WEBAPP backup access 2
66. 249. 67. 73 147.237.77.74 |Whited Sates lawidf.il ET SCAN NVAP -sA (2) 2
187. 112. 166. 243(147. 237.76. 34 |Brazil yohal an.idf.il ET SCAN Behavi or al _Lhusual 'y fast inbound Tel net 2
Qonnections, Potential Scan or Brute Force
66.249.93.158 |147.237.0.34 |Wnited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 93 147.237.77. 233 |lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
146. 247. 79. 155 |147.237.76.86 |Net herl ands navy.idf.il SERVER- VEBAPP backup access 2
66. 102. 7. 140 147.237.76.86 |Wited Sates navy. i df .il ET SCAN NVAP -sA (2) 2
176.13.22.229 [147.237.76.30 |Israel hi mush. i df .i | ET D05 Large amount of TGP Zerowndow - Possible Nk ller2 2
DDos at t ack
66.249. 75.214  |147.237.77.170|Wited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 2
176.13.0. 124 147.237.0.19 |israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 2




11-06-2015 to 11-07-2015

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘S|gnature
212.76.114.7 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8289
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4362
54.187.55.213 |lLhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 3094
79.183. 224. 17 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1891
80.230.87.234 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1381
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1145
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1127
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 1073
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1049
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 930
Sreaming Engine: TGP Invalid i i ssi
79.182.124. 135 |israel 147. 237. 76. 200 |ei tan. aka. i o .| 9 =9 Invalid segnent retransmssion drop 759
Ret r ansni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 750
89.187.221.11 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 748
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 731
153. 107. 192. 208|Australia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 656
89.187.221.14 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 644
188.52.177.182 |[Saudi Arabia [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 628
208.115.113.89 |Lhited States [147.237.77.216dover.idf.il |drop Frst packet isn't SN drop 628
50.87.144.145 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 574
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 528
46. 19. 86. 223 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 517
54.244.22.103 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 493
109. 166. 141. 123|Ronani a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 455
109. 200. 30. 154 z";;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 455
208.115.111. 73 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 453
84.108. 154. 218 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 419
205.203.135.1 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 405
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 392
Sreaning Engine: TGP Invalid i i ssi
79. 176. 0. 88 I srael 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 354
Ret r ansni ssi on Packet dr opped.
37.26.148. 131 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 336
151. 90. 254. 205 |ltay 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 335
185.12.223.2 Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 324
89.187.221.12 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 321
118.189. 27. 161 |S ngapore 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 319
64.233.172.163 |Lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 306
Sreaning Engine: TCP Invalid i i ssi
66.249.69.42  |Uited Sates |147.237.77. 216 |dover.idf .i| 9 =g Invalid segnent retransmssion. dr op 302
Ret r ansni ssi on Packet dr opped.
89. 108. 144. 114 |Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 302
46. 19. 85. 149 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 294
64.233.172.155 |Lhited States [147.237.77.216(|dover.idf.il |drop First packet isn't SYN drop 290
184. 64. 212. 207 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 280
Sreaning Engine: TGP Invalid i i ssi
66.249.69.34  |lnited Sates |147.237.77. 216 |dover.idr.il 9 =g Invalid segnent retransmssi on. drop 280
Ret r ansni ssi on Packet dr opped.
174.44.100.56 |hited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 276
94. 228. 34. 248 z";ggom 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 273
90. 201. 129. 116 z‘;;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 271
72.9.148. 10 Lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 265
Sreaning Engine: TP Invalid i i ssi
66.249.69.26  |Uited Sates |147.237.77. 216 |dover.idf.i| 9 =9 Invalid segnent retransmssion. dr op 260
Ret r ansni ssi on Packet dr opped.
68.180.228. 112 |Lhited States [147.237.77.216dover.idf.il |drop First packet isn't SYN drop 249
157.55.39. 115 [thited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 249
84.109. 106. 65 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 246
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 225




11-06-2015 to 11-07-2015

|Top Attackers In V\AF|

Devi ce

At acker

ount ry ‘Target Address |Site Sgnature Action ‘Count
176.13. 14. 188 |Israel 147.237.0.19 |nadimatal .idf.i EZ '\lmsrfylzflége Sane Response (bde (404) in Session from B ock 782
2.54.139.205 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 641
2.54.139.205 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 384
2.54.173.35 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 374
2.54.184.27  |israel 147.237.0.19 |madimatal .idf.i ;?g4ﬁgﬁ_(g7the Sane Response (ode (404) in Session from Bl ock 370
176.13.14. 188 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 357
46.121.242. 74 |Israel 147.237.0.19 |madimatal .idf.i Zg?l'\g.‘yzg. ;Ze Sane Response (ode (404) in Session from Bl ock 346
176.13.0.124 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 317
79. 180. 130. 176 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 210
2.54.173.35 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 173
2.54.184.27  |israel 147.237.0.19 |nadi matal .idf.i ;og 4"\’11';};2#*‘9 Sane Response (bde (403) in Session from Bl ock 172
176.13.0.124 | srael 147.237.0.19 |madimatal .idf.i Igzl'\gfyo.o;zihe Sane Response (bde (403) in Session from Bl ock 156
2.52.23.131 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 139
46.19.86.186 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 135
93.172. 145. 242 |I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 133
84.109. 60. 155 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 130
70.182. 124. 135 |1 srael 147.237.76. 200 |ei tan. aka. i df .i | Too Many of the Same Response Code (404) in Session from B ock 123
79.182. 124. 135
176.13.0.124 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 122
80. 246. 136. 218 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 112
2.54.184. 27 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 110
46.121.242.74 |israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 104
79. 180. 130. 176 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 104
46.19.86.186 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 93
2.54.139.205 |israel 147.237.0.19 |nadi matal .idf.i ;og 4'fﬁin3y9_oéoéhe Sane Response (bde (403) in Session from Bl ock 91
93. 172. 145. 242 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 89
37.26.148. 143 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 85
2.54.163.253 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 85
46.121.242. 74 |Israel 147.237.0.19 |nadimatal .idf. | Zg‘l’l'\ﬁ'?yz ﬂ ;Ze Sane Response (ode (403) in Session from Bl ock 82
37.26.148. 167 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 82
2.54.16.11 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 76
37.26.148.143 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 75
79. 180. 127. 112 [ srael 147.237.0.19 |nadi matal .idf.i ;g‘_’l'\gfylg_ tlzg Sane Response (bde (404) in Session from Bl ock 70
37.26.149.228 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 62
46.116.118.35 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 59
80. 246. 136. 218 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 56
79. 180. 248. 237 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 54
79.180. 127. 112 |I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 53
2.54.16. 11 I'srael 147.237.0.19 |nadi matal .idf.i 2024'\’??' 1°1f the Sane Response Code (404) in Session from Bl ock 49
79.177.53.13  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 49
80. 246. 136. 67 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 47
46. 19. 86. 49 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 45
176.13.12. 103 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 42
185. 32. 179. 223 [l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 42
149.78.58.86 |l srael 147.237.76.200 |ei tan. aka. i df . i 123.“7"2"755. fséhe Sane Response (ode (404) in Session from B ock 39
79. 180. 130. 176 I srael 147.237.0.19 |nadimatal . i df .j [10° N of the Sane Response Code (403) in Session from Bl ock 32
79. 180. 130. 176
193. 106.54.32 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 30
80. 246. 136. 67 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 29
208.115.113. 88 |Lhited Sates  [147.237.76.86 |navy.idf.il nma\"j‘;tlhgfr _i izle/dgiljﬁts//;cocrisnje:s%/sho ot or um asp B ock 26
87.68.152.16 |Israel 147. 237.72. 166 |aka. i df . i | ;‘;?6“;'?5?1?6 Sane Response (bde (404) in Session from B ock 25
5.102. 254. 203 |Israel 147.237.77. 216 |dover.idf . il Mitiple Illegal HITP \ersion from5. 102. 254. 203 B ock 25
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