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11-03-2015 to 11-04-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 70011
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCG- Tool - Swi t chbl adG dest - r eset 68533
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 41391
66. 249. 69. 26 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 34756
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 33111
66. 249. 79. 45 Lhited Sates 147.237.77.170 naar achot . i df .11 | TGP handshake viol ation, first packet not syn |drop 30728
66. 249. 69. 34 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 27806
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 26887
66. 249. 79. 43 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 17060
66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 16002
66. 249. 69. 42 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14616
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 8737
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 7777
142.4.214. 124 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6243
66. 249. 64. 191 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 4214
24.237.235.129 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3690
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 3688
66. 102. 9. 81 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3632
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3490
109. 65. 177. 8 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3318
125. 239. 162. 207 New Zeal and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3168
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2919
98. 169. 20. 31 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2913
66.171. 228. 83 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 2747
79. 44. 140. 55 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2652
66. 249. 67. 227 Lhited Sates 147.237.77. 176 nat pash.idf.il |TCQP handshake viol ation, first packet not syn |drop 2640
46.118. 155. 220 Lkr ai ne 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2559
46.19. 86. 125 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2537
87.69. 158. 155 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2534
176.13. 1. 164 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2506
80. 82. 69. 128 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2453
37.26. 148. 212 | srael 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 2376
207. 46.13. 114 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2312
72.197.87.188 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2216
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2094
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash.idf.il |TGP handshake viol ation, first packet not syn |drop 2060
216.218. 147. 199 Lhited Sates 147.237.77.176 nat pash.idf.il |TAP handshake viol ation, first packet not syn |drop 2021
66. 249. 64. 186 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1909
66. 249. 67. 219 Lhited Sates 147.237.77. 176 nat pash.idf.il |TQP handshake viol ation, first packet not syn |drop 1700
186. 159. 143. 221 Qsta R ca 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1601
88. 103. 90. 45 Czech Republic 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1573
37.26.146.211 | srael 147.237.0. 34 tikshuv.idf.il |TCP handshake viol ation, first packet not syn |drop 1549
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1542
151. 80. 31. 112 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1506
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1297
139. 162. 216. 112 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1246
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1184
167.220. 196. 128 Uni ted Ki ngdom 147.237.0. 34 tikshuv.idf.il |TCP handshake viol ation, first packet not syn |drop 1142
197. 35. 18. 32 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1114
132.3.57.81 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1099




11-03-2015 to 11-04-2015

|Top Attackers In IPS|

Attacker Address

Attacker Qountr

arget Address

Site

Sgnature

13248: HITP. Joomta JCE Fle Wl oad Renote CGode Execution

104. 155. 224. 27 |Uited Sates 147.237.77.74 |lawidf .il Wil nerabi lity Bl ock 12
104. 155. 224. 27 |Uhited Sates 147.237.77.74 |lawidf.il 13375: HTTP. Joom a Conponent JCE BOT for JCE Bl ock 12
212.117.151. 42 |Israel 147.237.72. 166 |aka. i df . i | CL000004: HTTP. options nethod (M crosoft) B ock 10
62.219.154. 115 [Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 7
95. 86. 107. 10 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 7
202.134.8.135 |Bangl adesh 147.237.77.216|dover.i df . il C1000108: HTTP. Trying to locate existing FCkedi tor B ock 6
212.25.106.78 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options method (M crosoft) B ock 6
82.80.51.175 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
109. 160. 225. 187|l srael 147.237.72. 166 |aka. i df . i | CL000004: HTTP. options nethod (M crosoft) B ock 6
81.218.251. 252 |[Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 6
10.0.0.24 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
79.183.198. 161 |[lIsrael 147.237.72. 166 |aka. i df . i | CL000004: HTTP. options nethod (M crosoft) B ock 4
148.177.1.218 |Uited Sates 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 4
77.127.239.68 |lIsrael 147.237.72. 166 |aka. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 3
93.172.116. 167 |Israel 147.237.77. 170 |maar achot . i df . i | CL000004: HTTP. options nethod (M crosoft) B ock 3
212.25.102.57 |[israel 147.237.76.30 |hinush.idf.il 20170: HTTP. Suspici ous Range Header Field B ock 3
109. 67.103. 122 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
37.142.97.248 |[Israel 147.237.76.31 |nakchal .idf.il CL000004: HTTP. options nethod (M crosoft) B ock 2
82.81.17.28 I srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
204.45.15.186 |lhited Sates 147.237.72. 166 |aka. i df . i | C1000004: HTTP:. options nethod (M crosoft) Bl ock 2
80. 82. 69. 128 Net her | ands 147.237.77.216|dover.i df . il Q067: HITP. attenpt to access .config page B ock 2
212.25.79.205 |[Israel 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
94.126.81.100 |Sweden 147.237.77. 216 |dover.i df . il Q008: HTTP: Xenu User Agent Bl ock 1
213.208. 214. 206 |Uni ted Ki ngdom [147.237.77.74 |lawidf.il CL000004: HTTP. options nethod (M crosoft) B ock 1
217.12.204. 163 |lkraine 147.237.77. 216 |dover.idf.il Cl000108: HTTP. Trying to | ocate existing FQkeditor B ock 1
95. 30. 146. 146 R‘SIS:;”i o 147.237.77.74 |lawidf.il C1000108: HITP. Trying to | ocate existing FQkedi t or B ock 1
187.122.224.78 |Brazil 147.237.77. 176 |nat pash. i df . i | 16643: HITP. Protected File Access ( /proc/sel f/environ) B ock
101.181.130. 74 |Australia 147.237.77. 216 |dover.idf . il C1000004: HTTP. options nethod (M crosoft) B ock 1
95. 30. 146. 146 R‘Sf;:t”i o 147.237.0.34 |ti kshuv.idf.il C1000108: HITP. Trying to locate existing Fkeditor B ock 1
217.12.204. 163 |lkraine 147.237.0.34 |tikshuv.idf.il Cl000108: HTTP. Trying to | ocate existing FQkeditor B ock 1
204. 15. 96. 67 Lhited Sates 147.237.77.216|dover. i df . il Q008: HITP: Xenu User Agent B ock 1
95. 30. 146. 146 RJSf;;”i o 147. 237.77. 170 |maar achot . i df . i | C1000108: HITP. Trying to locate existing Fkeditor H ock 1
52.1.90. 117 Lhited Sates 147.237.72. 166 [aka. i df . i | 13840: TLS enSSL Heartbeat Packet B ock 1
ww, chamat z. aka. i df . .
193. 169. 71. 243 |l srael 147.237.77. 226 i C1000004: HTTP: options nmethod (M crosoft) Bl ock 1
Russi an . . . Lo ;

95.30.146.146 - 20 " 147.237.72. 166 [aka. i df . i | C1000108: HTTP. Trying to | ocate existing FQkeditor B ock 1
217.12.204. 163 |krai ne 147.237.76.30 |hinush.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 1
140.232.211.8 |Uited Sates 147.237.77.216|dover.idf .l C1000004: HTTP. options nethod (M crosoft) B ock 1
2.54.54, 177 I srael 147.237.77. 216 |dover.i df . il C1000004: HTTP. options nethod (M crosoft) B ock

95. 30. 146. 146 R‘Sf;:t”i o 147.237.77. 176 |nat pash. i df . i | C1000108: HITP. Trying to locate existing Fkeditor B ock 1
85.250.194.72 |[Israel 147.237.77. 216 |dover.idf .l 14170: HITP. B ank User-Agent (descriptor but no string) B ock 1
212.179.21.194 |lsrael 147.237.77.216|dover. i df . il 13840: TLS penSSL Heartbeat Packet B ock 1
198.20.69.74  |[Uited Sates 147.237.8.24 |e.lifestyle.idf.il 13840: TLS: penSSL Heartbeat Packet B ock 1
217.12.204. 163 |lkraine 147.237.77. 170 [maar achot . i df . i | Cl000108: HTTP. Trying to | ocate existing FQkeditor B ock 1
95. 30. 146. 146 R‘SIS:;”i o 147.237.76.30 |hi nush.idf.il C1000108: HITP. Trying to | ocate existing FQkedi t or B ock 1
80.179.205.25 [Israel 147.237.72. 166 [aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock

5.29. 147. 113 I srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
95. 30. 146. 146 R‘Sf;:t”i o 147.237.77.233|atal .idf.il C1000108: HITP. Trying to locate existing Fkedi tor B ock 1
213. 67. 16. 58 Sweden 147.237.77. 216 |dover.idf .l C1000004: HTTP. options nethod (M crosoft) B ock 1
69.30.215.122 |wnited Sates 147.237.72. 166 |aka. i df . i | C1000106: HTTP. maj estic bot B ock 1
198. 27.82. 147 [Canada 147.237.72. 166 |aka. i df . i | C1000106: HTTP. maj estic bot B ock 1




11-03-2015 to 11-04-2015

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 109
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 55
198. 143. 138. 122|147. 237. 77. 216 |Whited Sates [dover.idf.il ET VEB—SE?.\/ER Tildein R, potential .php source disclosure 20
vul nerability
198. 143. 138. 122|147, 237. 77. 216 |Lhited Sates |dover.idf.il SERVER- VEBAPP | ogi n. ht m access 20
198. 143. 138. 122|147, 237. 77. 216 |Lhited Sates |dover.idf.il SERVER- VEBAPP adm n. php access 17
167.114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP DO stributed Portscan 15
198. 143. 138. 122|147. 237. 77. 216 |Lhited Sates |dover.idf.il SERVER- WEBAPP adni nl ogi n access 10
89.234.68.69  [147.237.72.166Irel and aka idf.il SERVER APACPE Apache mod_ss| non- SS9 connection to SSLport |,
deni al of service attenpt
66.249. 83.254  |147.237.77.233|Wited Sates |atal.idf.il ET SCAN NVAP -sA (2) 5
198. 143. 138. 122(147. 237. 77. 216 |Whited Sates |dover.idf.il SERVER- VEBAPP backup access 4
66.249.67.122 |147.237.72. 166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 4
66.249. 67. 13 147.237.72.166 |Lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 4
66.249. 64. 181 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 3
188.138. 9. 51 147.237.0.16 |Ger many ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 2
66.249.67.232 |147.237.72.166 |Wited Sates |akaidf.il SER\/ER APAO—E.Apache mod_ssl non- S8 connection to SSL port 2
deni al of service attenpt
66.249. 67.224  [147.237.72.166 |Uited Sates |akaidf.il SERVER APACHE Apache mod_ss| non- SS9 connection to SSL port |,
deni al of service attenpt
185.58.201.28  |147.237.77. 170 |Lebanon n@ar achot . i df .i | ET SCAN NVAP -sA (2) 2
176.13.12. 184  [147.237.77. 216 |Israel dover.idf.il GPL SCAN nyscan 2
80. 82. 69. 128 147.237. 77. 216 |Net her | ands dover.idf.il SERVER WEBAPP . ht access access 2
66. 249. 67. 20 147.237.77.170|Lhited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 84. 69 147.237.76.86 |Lnited Sates |[navy.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 6 147.237.72.166 |Wnited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
66. 249. 79. 45 147.237.77.170|Lhited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
104. 155. 224. 27 |147.237.77.74 |Lnited Sates |[lawidf.il Tehila - Perl LW with fake user agent 2
80. 82. 69. 128 147.237.77.216 [Netherl ands  [dover.idf.il GPL WEB SERVER . ht access access 2
66.249. 64. 186 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 75. 60 147.237.77.233|Whited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
66.249. 67. 79 147.237.77.74 |Wnited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
198. 143. 138. 122(147. 237. 77. 216 |Whited Sates |dover.idf.il SERVER- WEBAPP NManbo upl oad. php access 2
176.13.12. 184  |147.237. 77. 216 |l srael dover.idf.il I NDI CATOR- SCAN nyscan 2
80. 82. 69. 128 147.237.77. 216 |Netherl ands ~ [dover.idf.il SERVER WEBAPP . ht passwd access 2
66. 249. 67. 27 147.237.77.170|Lhited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
185.58.201.28 |147.237.76.86 |Lebanon navy. i df .il ET SCAN NVAP -sA (2) 2
80. 82. 69. 128 147.237.77. 216 |Netherl ands ~ [dover.idf.il GPL WEB SERVER . ht passwd access 2
66. 249. 65. 17 147.237.76.42 |Lhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 79. 43 147.237.77.170|Wnited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
200. 114. 65. 142 |147.237.72. 156 |Chil e aman.idf.il ET SCAN Potential SSH Scan 2
188.138.9.51 147.237.0.35 |Ger many akaws. i df . il ET SCAN NVAP -sS w ndow 1024 2
46.116. 232. 157 |(147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
180. 169. 20. 145 |147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
2.226.65.19 147.237.0.34 |italy tikshuv.idf.il ET SCAN Potential SSH Scan 1
109. 67. 61. 145  |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
81.174.28.18 147.237.0.16 |[Italy ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
62.219.127. 229 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
192.198. 151. 45 |147. 237. 72. 166 |Eur ope aka.idf.il portscan: TCP D stributed Portscan 1
36, 79. 190. 38 147 237.8.46  |I ndonesi a o chi nuch. i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
132. 162. 117. 239|147, 237. 77. 216 |Lhited Sates |dover.idf.il portscan: TGP D stributed Portscan 1
91.135. 170. 240 |147.237.76.39 |Austria nobi | e.mei tav.idf.il |ET SCAN NVAP -sS w ndow 3072 1
77.125.3. 114 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
212.7.209. 9 147.237.77.178|Netherl ands e nat pash. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1




11-03-2015 to 11-04-2015

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 24533
41.109. 49. 86 Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8527
31.154.27.186 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4617
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3399
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3228
109.67.7.91 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2667
195. 191. 52. 10 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1758
46. 120. 196. 230 [l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1652
87.68.247.70 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1581
95. 86. 122. 25 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1563
146. 185.58.66  |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1301
46. 19. 86. 244 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1248
2.54.177. 86 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1130
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1043
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1031
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 997
46. 19. 86. 39 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 955
37.26.146.197 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 878
213. 244. 65. 90 glcisgii:;a” Territory. 1 47, 237. 77. 216 |dover. icf. i1 |dr op Frst packet isn't SN drop 862
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 820
212.179. 159. 253|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 819
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 809
84.228.37.70  |Israel 147, 237.76. 200 e tan. aka i of || 2 NG Engine: TCP Invalid invalid segnent retransnission drop 708
Ret r ansni ssi on Packet dr opped.
194. 114. 146. 227l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 725
79.183.124. 145 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 722
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 675
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 617
2.54. 43. 208 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 612
95. 35.178.13 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 611
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 605
37.142.64. 86 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 580
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 579
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 569
95. 86.107. 172  |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 566
2.52.180. 61 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 539
87. 68. 149. 109 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 530
46. 19. 86. 173 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 517
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 512
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 509
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 495
2.54.182.148 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 465
95. 86. 124. 226 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 444
5.28.189.79 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 430
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 403
2.54.48. 39 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 382
46. 19. 85. 78 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 370
79.180.32.110 |israel 147. 237. 76. 200 [6i tan. aka i of | | €A NG Engi ne: TCP Inval id - invalid segnent retransmssion drop 369
Ret r ansni ssi on Packet dr opped.
37.26. 146. 221 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 366
2.54.173.31 I srael 147, 237, 76. 200 e tan. aka i of || 2 NG Engine: TCP Invalid invalid segnent retransnission drop 348
Ret r ansni ssi on Packet dr opped.
5.29.224. 164 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 333
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84.228.37.70  |israel 147.237.76.200 |ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from B ock 156
84.228.37. 70
176.13.12. 137 |Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Mainy of the Sane Response Code (404) B ock 115
132.74.211.94 |Israel 147.237.76. 200 |ei t an. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from Bock |40
132. 74.211. 94
. . Too Many of the Sane Response Code (404) in Session from
212.179.21.194 [Israel 147.237.77. 216 |dover.i df . il 212179, 21. 194 Bl ock 38
. . Mil ti pl e Whaut hori zed Method for Known URL from
193. 202. 110. 184|Netherl ands  |147. 237. 72. 166 |aka. i df . i | 193. 202, 110. 184 B ock 29
- . . Unaut hori zed URL Access to
109. 64. 221. 199 |l srael 147.237.0.19 |[nadimatal .idf.il naci matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx Bl ock 28
. . Mil ti pl e Whaut hori zed Method for Known URL from
149. 88. 143. 163 |l srael 147.237.72. 166 |aka. i df . i | 149, 83. 143. 163 B ock 26
91.200.12.7 Wrai ne 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock 24
91.200.12.7 kr ai ne 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from91.200.12.7 B ock 23
72.9.148.10 Lhited Sates [147.237.77.216|dover.idf.il Distributed Suspici ous Response Gode Bl ock 21
95.86.115.228 | srael 147.237.76.200|ei tan. aka. i df . i | Too Miny of the Sane Response Cbde (404) in Session from Bl ock 19
95. 86. 115. 228
79.180.32.110 |Israel 147.237.76. 200 |ei t an. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from Bl ock 18
79. 180. 32. 110
66.249. 83.218 |[Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 18
5. 28. 140. 117 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from5. 28. 140. 117 B ock 17
87.69.87. 158 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from87.69.87.158 |B ock 16
92.105. 25.0 Shtzerland  |147.237.76.200|ei tan. aka.idf.i | Dstributed Too Many of the Sane Response Code (404) B ock 16
91.200.12. 141 |lkraine 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from91. 200. 12. 141 B ock 15
84.228.220. 148 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84.228. 220. 148 Bl ock 15
212.25.102.57 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 212.25. 102. 57 B ock 13
212.179.21.194 [israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 12
82. 80. 56. 21 | srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 82. 80.56. 21 Bl ock 12
81.218.241.25 |Israel 147.237.76.86 |[navy.idf.il Mil tipl e Unauthorized LR Access from 81.218. 241. 25 B ock 12
91.200.12. 141 |lkraine 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 12
46.116.80.231 |[Israel 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut hori zed URL Access from 46. 116. 80. 231 Bl ock 12
95. 86. 115. 228 |Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 12
. . . Unaut hori zed Met hod CPTIONS for
201. 228.207. 160|Col onbi a 147.237.72.166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 12
66.249.83.210 |[lIsrael 147.237.76.200|ei tan. aka. i df . il Dstributed Too Miny of the Sane Response Code (404) B ock 11
149.88.90. 179  |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut hori zed URL Access from 149. 88. 90. 179 B ock 11
176.12.137.34  |Israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from Bl ock 10
176.12.137. 34
m ny- kosher - kravi . i i i
84.110. 36. 99 | srael 147. 237. 0. 17 rry Paraneter Type \A_ ol_atl(_)n ct | 00$Cont entEIacerI der 1%t xt Personal I d in B ock 10
af.il mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
66.249.83.214 |[Israel 147.237.76.200(ei tan. aka. i df.il Dstributed Too Miny of the Sane Response Code (404) B ock 10
: ; ; Unaut hori zed URL Access to
208.115.113.88 |lhited Sates |147.237.76.86 |navy.idf.il navy. i df . i 1/ i yus/ f or und asp/ showf or um asp Bl ock 10
2.54.173.31  |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from Bl ock 10
2.54.173.31
138.134.102. 16 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Unhaut hori zed URL Access from 138. 134. 102. 16 B ock 10
66.249.78.128 |[Israel 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 9
Dstributed Parameter Read Only Mol ation
79.178.178.149 |[Israel 147.237.72. 166 [aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. aspx  |None 9
par anet er
185.32.179. 112 |Israel 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 9
46.116.80.231 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 9
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 82.80. 196. 44 B ock 9
82. 81. 25. 167 | srael 147.237.72. 156 |aman. i df . i | PHP At enpt Bl ock 9
82.81. 25. 167 I srael 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to wawy aman. i df.il/aj ax/ updat est at us. php |Bl ock 9
213.57.157.76 |[Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 8
. . D stributed Unaut hori zed URL Access on
213.57.157.76 |[Israel 147.237.72. 166 [aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 8
. . D stributed Lhauthorized URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 8
84.228.220. 148 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock
91.200.12.106 |Wkraine 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock
. . D stributed Lhauthori zed URL Access on
46.116.80.231 |Israel 147.237.72. 166 |aka. i df . i | v aka, i o . i 1/ aj ax/ updat est at us. php B ock 8
. . D stributed Uhauthorized URL Access on
46.116.80.231 |Israel 147.237.72. 166 [aka. i df . i | wwvaka i df i1/ ufi/reaction Bl ock 8
46.120.69.107 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 46. 120. 69. 107 B ock 7
. . D stributed Unaut hori zed URL Access on
5.29.196. 11 I srael 147.237.72. 166 [aka. i df . i | v aka, i o . i 1/ aj ax/ updat est at us. php Bl ock 7
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