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10-31-2015 to 11-01-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn|drop 43360
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 34563
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 30882
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 30449
80. 130. 29. 187 Cer many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 16529
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 15539
66. 249. 67. 122 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 13673
52.32.65.7 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 12247
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 11912
66. 249. 78. 166 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 7945
92. 238. 125. 81 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 7531
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 7432
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 7012
178. 38. 77. 193 Sii t zer| and 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 5795
185. 26. 180. 126 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 5502
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 4830
41. 200. 203. 154 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4617
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4446
66. 249. 67. 6 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 3911
185. 88. 24. 70 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3804
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3508
66. 249. 78. 54 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il TCP handshake viol ation, first packet not syn|drop 3463
66. 249. 81. 212 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3214
105. 109. 107. 115 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3157
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 2998
79.176. 159. 92 | srael 147.237.72. 166 aka.idf.il TP Scan (vertical) drop 2843
185. 88. 25. 220 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2762
37.26.148. 187 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2655
2.52.27.150 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2649
66. 249. 75. 106 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn|drop 2339
2.54.21.82 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2248
5.244.198. 103 Saudi Arabia 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2236
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1800
123.125.71. 42 Chi na 147.237.77.176 nat pash. i df . i | TCP handshake vi ol ation, first packet not syn|drop 1670
107. 6. 154, 229 Net her | ands 147.237.77. 74 lawidf.il TP Scan (vertical) drop 1323
185. 88. 24. 121 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1271
96. 91. 243. 195 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1238
66. 249. 65. 26 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . i | [TGP handshake viol ation, first packet not syn|drop 1206
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1106
185. 88. 24. 117 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1091
185. 88. 25. 137 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1026
173. 84. 92. 52 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 955
128.54.79. 70 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 858
66. 249. 74. 96 Lhited Sates 147.237.77.176 nat pash. i df .i | TCP handshake vi ol ation, first packet not syn|drop 819
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 572
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 479
107. 140. 141. 118 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 475
37.26.148. 218 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 285
105. 157. 145. 239 Mor occo 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 273
220.181. 108. 93 Chi na 147.237.76. 86 navy.idf.il TCP handshake vi ol ation, first packet not syn|drop 255




10-31-2015 to 11-01-2015

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature

83.168.248.11 |Sweden 147.237.72. 166 |aka. i df . i | 3808 HITP. SQ Injection Variabl e Declarati on Evasi on B ock 20
94.73. 145. 90 Tur key 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 20
173.0.139.152 |lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ. Injection Variable Decl aration Bvasion B ock 20
94.102.153.58 |United Kingdom [147.237.77.74 |lawidf.il 3808 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 20
87.106. 184. 160 |Ger many 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 20
74.208.66.220 |Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ. Injection Variable Decl aration Bvasion B ock 20
79.181.179. 111 |Israel 147.237.77. 226 [waww chanat z. aka. i df . i | |C1000004: HTTP. options nethod (M crosoft) B ock 9
194.90.128.25 |[lIsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 7
213.204. 84.35 |Lebanon 147.237.77.216 |dover.idf.il 12371: TCP: Hul k DDoS Tool Bl ock 6
84.228.45.196 |Israel 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
89.138.83.159 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
79.178.189. 182 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
194.54.168.76 |Israel 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
79.182.112.52 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
50.59.103.190 |[Lhited Sates 147.237.0.34 |tikshuv.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 2
78.25. 120. 42 Russi an Federation [147.237.77. 216 |dover.idf.i | 12580: HTTP. SQ Injection (Cookie Header) B ock 1
165. 215. 209. 15 |Lhited Sates 147.237.77. 216 |dover.idf.il 14511: HITP. Wn32/Aiga Fake User Agent B ock 1
50.59.103.190 [Lhited Sates 147.237.0.34 |tikshuv.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
23.99. 3. 151 Lhited Sates 147.237.77.233 |atal .idf .il 3808 HIMP. SQ Injection Variabl e Declarati on Evasi on B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
79.178.192.29 |Israel 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
41.233.163.50 |Egypt 147.237.77. 216 |dover.idf.il 9221: HITP. PUT Method Execution over HTTP/ WbDAV |B ock 1
87.69.146. 122 |Israel 147.237.0.34 [tikshuv.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
69. 113.124. 178 |Lhited Sates 147.237.77.216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
106. 38. 241. 106 |China 147.237.76.42 |[refuah.idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
46.162. 86. 121 [Sweden 147.237.77. 176 |nat pash. i df . i | C1000106: HTTP: naj estic bot Bl ock 1
107. 6. 154. 229  |Net her| ands 147.237.77.74 |lawidf.il 10767: HITP. Acunetix Security Scanner Bl ock 1
198.20.69.74 |Lhited Sates 147.237.8.46 |e.chinuch.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




10-31-2015 to 11-01-2015

|Top Attackers In |D|

At acker

Target Address ountry Signature
41.233.163.50 |147.237.77. 216 |Egypt dover.idf.il QA Injection - Select From 197
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.il ET VB SERVER Possible SQ Injection Attenpt SHECT FROM 173
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 130
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.il G5 WNDOX Mcrosoft Forefront UAG javascript handier in LR XSS 127
at t enpt
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.il SA 1=1- possible sq injection attenpt 123
41.233.163.50 |147.237.77.216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 106
41.233.163.50 [147.237.77. 216 |Egypt dover.idf.il PQLICY-OHR script tagin UR - likely cross-site scripting attenpt |94
41.233.163.50 |147.237.77.216 |Egypt dover.idf.il SQ url ending in cooment characters - possible sg injection attenpt|94
41.233.163.50 |147.237.77.216 |Egypt dover.idf.il ET VEB SERVER cd. exe In LR - Possible Command Bxecution 94
At t enpt
41,233, 163.50 |147. 237. 7. 216 |Egypt dover i df il ET VB SERER /systenB2/ in Ui - Possible Protected Orectory 94
Access Attenpt
41.233.163.50 |147.237.77. 216 |Egypt dover.idf.il SERVER- WEBAPP /et c/ passwd fil e access attenpt 94
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.il SERER | | S cnd. exe access 94
41.233.163.50 |147.237.77.216 |Egypt dover.idf.il ET VBB SFRER <eript tag in UR, Possible Goss Ste Scripting Atteng94
41.233.163.50 |147.237.77. 216 |Egypt dover.idf.il ET VES SERER /bin/sh In LR Possible Shel | Conmand Executi on 94
At t enpt
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 91
41.233.163.50 |147.237.77.216 |Egypt dover.idf.il A union select - possible sgl injection attenpt - CGET paranet er 84
41.233.163.50 |147.237.77. 216 |Egypt dover.idf.il ET WEB SERVER Possi bl e SQL I njection Attenpt UN ON SELECT 84
41.233.163.50 |[147.237.77.216 |Egypt dover.idf.il ET VEB_SERVER Possi bl e MSQ. SQLi Attenpt Information Schema 79
Access
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.il ET VEB SRR Qnnouseover=in R - Likely Gross Ste Scripting 62
At t enpt
87. 106. 184. 160 |147. 237. 77. 233 |Ger many atal.idf.il SQ Injection - Select From 60
83.168.248. 11 [147.237. 72. 166 |Sweden akaidf.il S Injection - Select From 60
94.102.153.58 |147.237.77.74 |United Ki ngdom [lawidf.il QA Injection - Select From 60
41.233.163.50 |[147.237.77.216 |Egypt dover.idf.il SERVER- WEBAPP TRACE at t enpt 52
41.233.163.50 |[147.237.77.216 |Egypt dover.idf.il GPL VBB SERVER . ht access access 32
41.233.163.50 |147.237.77. 216 |Egypt dover.idf.il SERVER- WEBAPP . ht access access 32
74.208. 66.220 |147.237.77.74 |lhited Sates lawidf.il SQ Injection - Select From 22
94.73.145.90  [147.237.72. 166 |Turkey akaidf.il S Injection - Select From 22
173.0.139. 152 |147.237.77.233|Wited Sates atal.idf.il QA Injection - Select From 22
63.146.32. 54 |147 237 77 233 | Ui ted Qates atal idh il ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos 12
attack
66.249. 67.34  [147.237.77.170|Whited Sates naar achot . i df .i I[ET SCAN NVAP - sA (2) 12
66.249.69. 84 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sA (2) 8
66.249. 67. 122 [147.237.72. 166 [Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 8
66.249. 67.27  [147.237.77.170|thited Sates naar achot.i df .i I[ET SCAN NVAP - sA (2) 6
66.249.75.60 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sA (2) 6
66.249.69.92 [147.237.77.74 [lhited Sates lawidf.il ET SCAN NVAP -sA (2) 6
50.59. 103. 190 [147.237.0.34 [Lhited Sates tikshuv.idf.il |SQL Injection - Select From 5
66. 249. 75. 2 147.237.77. 233 |Wnited Sates atal .idf.il ET SCAN NVAP -sA (2) 4
41.233.163.50 |147.237.77.216 |Egypt dover.idf.il QA Injection - Lhion (PGBT) 4
66.249. 78. 173 [147.237.77.216|lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 4
66.249.67.18 |147.237.77.170|lhited Sates maar achot . i df .1 [|ET SCAN NVAP - sA (2) 4
66.249.75.68 [147.237.77.74 [lhited Sates lawidf.il ET SCAN NVAP -sA (2) 4
66.249. 67. 6 147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 4
41.233.163.50 [147.237.77.216 |Egypt dover.idf.il SQ union select - possible sgl injection attenpt - PCST parangter |4
41.233.163.50 |147.237.77.216 |Egypt dover.idf.il QA Injection - Lhion Select (PCBI) 4
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.il S Injection - Select From (PCBI) 4
66.249.67.32 |147.237.77.170|lhited Sates maar achot . i df .i[|ET SCAN NVAP - sA (2) 4
66.249.75.76  [147.237.77.74 [lhited Sates lawidf.il ET SCAN NVAP -sA (2) 4
31.184.242.17 |(147.237.77.216 gz::;“i on dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 3
23.99.3.151 147.237.77. 233 |Wited Sates atal .idf.il SQ Injection - Select From 3
83.71.247.34  |147.237.72.166 (I rel and aka.idf.il SER.*\/ER-APAO—E.Apache nod_ssl non- S8 connection to SSL port 3
deni al of service attenpt




10-31-2015 to 11-01-2015

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S te ‘Signature
41.200. 203. 154 |Ageria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 43867
185. 26. 180. 126 |United Ki ngdom|147.237.77.216 |dover.idf.il |drop Frst packet isn't SYN drop 9987
95. 86. 72. 53 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7133
105. 157. 145. 239|Mor occo 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3977
5.244.198.103 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2207
212.76.113.116 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2064
109. 67. 214. 238 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1528
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1521
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1023
109. 65. 15. 52 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 915
41.233.163.50 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 761
37.26.147.134 |israel 147. 237.76. 200 [ei tan. aka i o { | €2M NG Engine: TCP Invalid - Jinvalid segrent retransmssion drop 750
Ret r ansni ssi on Packet dr opped.
5.29.88.173 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 646
45.216.76.242  |Uruguay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 561
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 553
66.249.78.166 |Uited Sates  |147.237. 77. 216 |dover. ior i1 |2 €@MNG Engine: TCP Invalid  limvalid segnent retransnissi on drop 526
Ret r ansm ssi on Packet dr opped.
146.50. 79. 106  |Net her| ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 518
66.249.78.173 |Uited Sares  |147. 237,77, 216 |dover.ich. i1 |2 €2 ng Engl ne: e Invalid nval i d segnent retransmssi on. drop 512
Ret r ansni ssi on Packet dr opped.
66.249.78.150 |United Sares  |147.237. 77. 216 |dover. it 1 | €M NG Engine: TGP Invalid  invalid segnent retransnission drop 489
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 489
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 482
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 477
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 462
79.183.15.19  |israel 147. 237, 76. 200 |ei tan aka i of || S2M NG ENgine: TCP Invalid - Jinvalid segnent retransnission drop 444
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 444
185. 120. 126. 53 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 414
109. 67.21. 173 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 403
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 371
89. 168. 122. 141 |Wnited Ki ngdom|147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 349
2.54.168. 125 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 313
37.140.188.78 |SSIan 147.237.77. 216 |dover. i df.il  |drop First packet isn't SWN drop 275
Feder ati on
23.27.220.231 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 272
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 268
151.80.31. 112 |ltay 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 251
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 244
185.99.32. 2 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 244
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 240
5.9.55. 166 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 239
46.153. 176. 163 |Saudi Arabi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 231
31.210. 186. 149 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 228
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 226
5.244.198.103 |Saudi Arabia 147.237.77.216|dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 224
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 223
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 217
46.240.98.233 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 213
212.199. 182. 150|I srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 212
31.166.128.109 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 211
46. 19. 85. 32 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 207
109. 200. 30. 154 [United Ki ngdom|147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 202
109. 110. 113. 239|Lebanon 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 197




10-31-2015 to 11-01-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Oount
212.71.238.108 E?';;gom 147.237.72. 156 [aman. i df . i | Ml ti pl e Unhaut hori zed URL Access from 212. 71.238. 108 B ock 18035
82. 95. 146. 27 Net her | ands 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 2842
149.88.90.110 [Israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from g 2205
149. 88. 90. 110
95.175. 35. 73 I srael 147.237.77.74 |lawidf .il Mil ti pl e Unaut horized URL Access from 95. 175. 35. 73 B ock 1294
46.117. 214. 253 | srael 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from g 1046
46.117.214. 253
84. 108. 240. 10 | srael 147. 237.76. 200 |ei tan. aka. i df .i | Too Many of the Same Response Code (404) in Session from B ock 870
84.108. 240. 10
89.139.162.52 |Israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from g 720
89. 139. 162. 52
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 720
149.88.52.5  [Israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from g 660
149. 88.52.5
79.183. 15. 19 I srael 147.237.76.200|ei tan. aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 570
109. 160. 164. 50 |Israel 147.237.76.200|ei tan. aka. i df . i Too Many of the Sane Response Code (404) in Session from g 495
109. 160. 164. 50
79.180.229. 132 | srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type M ol ation QurrentPassword in B ock 405
nobi | e. i df . il /sachar/changepassword
183.13.181.17 |China 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 183. 13. 181. 17 B ock 360
105. 157. 145. 239|Mor occo 147.237.77. 216 |dover.i df . i | Post Request - Mssing Content Type from 105. 157. 145. 239 B ock 288
41.200.203. 154 |Ageria 147.237.77.216|dover. i df . i | Post Request - Mssing Gontent Type from 41.200.203. 154 B ock 288
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115, 113. 88 Bl ock 285
208.115.113.88 [United Sates |147.237.76.86 |navy.idf.il thaut hori zed URL Access to B ock 255
navy.idf.il/giyus/forunasp/ showf or um asp
. . D stributed Unhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ i yus/ gener al . aspx B ock 195
149. 88. 149. 180 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 173
151.80.31.112 |italy 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 165
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 165
. . D stributed Uhaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 165
. . D stributed Unhaut hori zed LRL Access on
66.249.67.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ i yus/ gener al . aspx B ock 150
66.249.78.173 |l srael 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Gode B ock 150
109. 67.68.194 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 150
. . . Paraneter Type M ol ati on Repeat Password in
37.26.148.248 |lIsrael 147.237.77.243|nobi l e. i df . i | mobi | e. i df i |/ sachar/ changepassvor d Bl ock 150
46.19.85.124  |Israel 147.237.77. 243 |nobi | e. i df . i | Distributed thauthorized URL Access on B ock 150
nobi | e.idf.il/sachar/index
. . . D stributed Unaut hori zed LRL Access on
176.13.15.217 |Israel 147.237.77.243|nobi l e. i df . i | mobil e i df i1/ sachar/i ndex Bl ock 135
176.13.9.181 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 135
. . . Paraneter Type Mol ati on NewPassword in
37.26.148.248 |lIsrael 147.237.77.243|nobi l e. i df . i | mobi | e. i df i |/ sachar/ changepassvor d B ock 135
66.249.78.173 |[Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 173 Bl ock 135
79.179.101. 126 |[lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 135
176. 228. 159. 63 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 135
. . D stributed Uhaut hori zed URL Access on
66.249. 67. 242  |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 135
46.118. 155. 216 |Ukraine 147.237.77. 216 |dover.i df .i | Mil tipl e Uhauthorized URL Access from 46. 118. 155. 216 B ock 135
77.127. 65. 69 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code B ock 135
176.12. 148. 128 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 120
. . Mul tipl e Whaut hori zed Method for Known URL from
77.127.244.51  |lIsrael 147.237.72. 166 |aka. i df . i | 77 127. 244, 51 B ock 120
213.57.219.85 |[Israel 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 120
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 120
79. 176. 60. 54 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 120
66.249.78.166 |lsrael 147.237.77.216|dover. i df . i | D stributed Suspicious Response Code Bl ock 120
213.151. 35. 218 |[lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response Code B ock 112
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 105
66.249. 67.122 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 67. 122 Bl ock 105
5.28.146.137  |israel 147.237.72. 166 |aka. i df . i | Mil tiple Uhauthorized Method for Known LRL from B ock 105
5. 28. 146. 137
. . D stributed Uhaut hori zed URL Access on
66. 249. 67. 250 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 105
66.249.78.166 |l srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 90
46.19. 85. 108 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Suspici ous Response Code B ock 90
m ny- kosher - kravi . i df
176. 12. 138. 254 |l srael 147.237.0. 17 i lny Ostributed |11 egal Paraneter Encoding None 90
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