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10-29-2015 to 10-30-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn|drop 53250
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 39461
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 37626
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 34383
66. 249. 69. 85 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn|drop 28064
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 9956
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 8972
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 8298
37.26.148. 143 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 7170
51. 254. 143. 241 Uni t ed Ki ngdom 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 6301
66. 249. 69. 77 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn|drop 5700
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 5664
66. 249. 69. 50 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 3159
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 3134
46. 120. 68. 102 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3002
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 2932
66. 249. 64. 103 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 2790
66. 249. 67. 6 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 2341
66. 249. 64. 14 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il TCP handshake viol ation, first packet not syn|drop 2271
66. 249. 64. 4 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il TCP handshake vi ol ation, first packet not syn|drop 2231
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 2202
66. 249. 93. 196 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1835
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df .i | TCP handshake vi ol ation, first packet not syn|drop 1798
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1737
176. 43. 78. 149 Tur key 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 1675
46. 19. 85. 21 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1647
66. 249. 79. 77 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1600
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 1556
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 1552
208. 115.111. 73 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1501
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 1393
66. 249. 93. 192 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1243
79.181.114. 103 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 999
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 870
66. 249. 78. 190 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn|drop 854
194. 90. 239. 2 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 747
52.23.199. 183 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 657
66. 249. 64. 200 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 616
46.19. 86. 129 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 566
80. 246. 133. 50 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 549
66. 249. 64. 133 Lhited Sates 147.237.77. 234 hal ag.i df .il TCP handshake vi ol ation, first packet not syn|drop 547
46.19. 86. 145 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 543
66. 249. 75. 44 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn|drop 532
66. 249. 69. 69 Lhited Sates 147.237.77.176 nat pash. i df .i | TCP handshake vi ol ation, first packet not syn|drop 518
213.57.118. 66 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 478
52. 29. 83. 65 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 451
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 378
66. 249. 69. 128 Lhited Sates 147.237.77. 234 hal ag.idf.il TCP handshake viol ation, first packet not syn|drop 374
194. 90. 178. 37 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 305
66. 249. 69. 34 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . i | [TGP handshake viol ation, first packet not syn|drop 296




10-29-2015 to 10-30-2015

|Top Attackers In IPS|

At t acker

Attacker Address Count ry rget Address |Site Sgnature

223.73.44.148 [China 147.237.77.216|dover.idf .l Cl1000108: HITP. Trying to locate existing FO<editor B ock 24
82.80.9.134 I srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 18
84.108.110.39 [Israel 147.237.76. 42 |refuah.idf.il 1633: HTTP. \WWbDAV Protocol PRCPFIND Met hod B ock 16
79.180.54.197 [israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 10
223.73.44.148 |China 147.237.77.216|dover . i df . il 0854: HITP: upl oad* Access B ock 9
192.115.252.2 |israel 147. 237.77. 226 V\TA:W chamat z. aka. i df C1000004: HTTP: options nethod (M crosoft) B ock 5
80.179. 19. 55 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
84.94.199.239 |lsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
46.121.120.109 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
149. 202. 52. 100 |Ger many 147.237.77.235|sviva.idf . il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 4
78.135.61.182 |Turkey 147.237.77.216|dover. i df . il 2809: HITP:. |1S TRACK Met hod B ock 3
52.1.90.117 Lhited Sates 147.237.77. 216 |dover.i df . il 13840: TLS (penSSL Heartbeat Packet B ock 2
31.154.91.115 [Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
85. 102. 241. 204 |Turkey 147.237.77.216|dover.i df . il 2809: HTTP: 11S TRACK Met hod Bl ock 2
89.138.234.62 |[Israel 147.237.77.216|dover.idf . il C1000098: Bl ock - dns poi soni ng B ock 2
200. 161. 101. 215|Brazi | 147.237.72. 156 [aman. i df . i | 13444; HTTP. Wiat Vb User - Agent Header B ock 2
31.154.33.190 |[lIsrael 147.237.77.74 |lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 2
81.218.33. 77 I srael 147.237.77. 216 |dover . i df . il C1000004: HTTP. options nethod (M crosoft) B ock 1
213.87.120. 15 :3:::30” 147.237.77.74 [lawidf.il 12580: HITP. SQ Injection (Qookie Header) B ock 1
195. 160. 240. 11 |Israel 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
85.102. 173. 242 |Turkey 147.237.77. 216 |dover.i df . i C1000004: HTTP. options nethod (M crosoft) B ock 1
200. 161. 101. 215|Rrazi 147.237.72. 156 [aman. i df . i | Q003: HTTP: phpM/Adnin access Bl ock 1
78.160. 189. 5 Tur key 147.237.72. 166 [aka. i df . i | 10767: HITP. Acunetix Security Scanner B ock 1
188.138.17. 205 |France 147.237.76. 177 |ncore. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
89.163.148.58  [Ger many 147.237.72. 166 |aka. i df . i | C1000106: HTTP. naj estic bot B ock 1
81.218.160.79 [Israel 147.237.77. 176 |nat pash. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
216. 221. 146. 186|lhited Sates 147.237.77. 216 |dover.i df . il C1000004: HTTP. options nethod (M crosoft) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.50 |e.tikshuv.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
66.249.78.166 [Israel 147.237.77. 216 |dover.idf .l Cl1000108: HITP. Trying to locate existing FO<editor B ock 1
115. 42. 137. 250 | ngapore 147.237.77. 216 |dover . i df . i | 32:37&um| ?:ab(ﬁ t?‘ery String Paraneter Inf ormation B ock 1
200. 161. 101. 215|Brazil 147.237.72. 156 |anman. i df . i | Q15: HTTP. Suspicious Dr Access B ock 1
36.239. 3. 136 Tai wan 147.237.77.74 [lawidf.il 12580: HITP. SQ Injection (Qookie Header) B ock 1
93.173.50. 12 | srael 147.237.77.216|dover. i df . il C1000004: HTTP. options nethod (M crosoft) B ock 1
198.20.69.74  [thited Sates  |147.237.76.198(e. yohal an.idf . il 13840: TLS. (enSSL Heartbeat Packet B ock 1
69. 30. 213. 82 Lhited Sates 147.237.77. 216 |dover.idf.il C1000106: HTTP. maj estic bot B ock 1
144.76.7.107 Ger many 147.237.77.216|dover. i df . il C1000106: HTTP. mnaj estic bot B ock 1
85.102. 241. 204 |[Turkey 147.237.77.216|dover.i df . il 3909: HITP. Qoss Ste Scripting (Aert function) B ock 1
200. 161. 101. 215|Brazi | 147.237.72. 156 [aman. i df . i | C1000158: HITP(S): Hacked in the Payl oad B ock 1
37.215. 9. 140 Bel arus 147.237.77.216|dover.i df . il 12580: HITP. SQ Injection (Qooki e Header) Bl ock 1
193. 201. 225. 12 |krai ne 147.237.77. 176 |mat pash. i df . i | Q025: HTTP. access to adninistrator/index. php -> Quarantine |B ock 1
94.188.161. 145 |[Israel 147.237.77. 216 |dover.idf .l C1000004: HTTP. options nethod (M crosoft) B ock 1
200. 161. 101. 215|Brazil 147.237.72. 156 |aman. i df . i | 0360: HITP. Protected Drectory Access (~foot) B ock 1
149. 202. 52. 100 |Ger many 147.237.77.235|sviva.idf . il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
81.110.84.149 |United Kingdom |147.237.77.74 [lawidf.il C1000106: HTTP. maj estic bot B ock 1
213.8.241.210 |Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
195. 154. 169. 85 |France 147.237.72. 166 |aka. i df . i | C1000106: HITP. naj estic bot B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
78.135.61.182 |Turkey 147.237.77.216|dover. i df . il 3643: HTTP. N kto HITP Request B ock 1
89.139.191.39 |[Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1




10-29-2015 to 10-30-2015

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 64
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 62
66. 249. 67. 27 147.237.77.170|Lhited Sates [maarachot.idf.il [ET SCAN NVAP -sA (2) 34
66. 249. 67. 73 147.237.77.74 |Wnited Sates [lawidf.il ET SCAN NVAP -sA (2) 7
176, 12. 144. 246|147, 237. 77 2331 518l atal idh il ET DCS Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 7
attack
95. 86. 80, 23 147 23777 2331 57 el atal idh il ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos 6
at t ack
176.43.78.149 |147.237.77. 216 |Turkey dover.idf.il ET SCAN NMAP -sS wi ndow 1024 5
66. 249. 69. 84 147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 5
66. 249. 67. 20 147.237.77. 170 |Lhited Sates [maarachot.idf.il |ET SCAN NVAP -sA (2) 4
192. 198. 151. 45 [147.237.72. 167 |Eur ope ishurimaka.idf.il [ET SCAN NVAP -sA (2) 4
66. 249. 75. 53 147.237.76.30 |Wnited Sates |hinush.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 69. 69 147.237.77. 176 |Wnited Sates [matpash.idf.il ET SCAN NVAP -sA (2) 3
200. 161. 101. 215|147. 237. 72. 156 |Brazi | aman.idf.il SERVER- WEBAPP backup access 3
66.249. 64,195 |147.237.72.166|Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 3
82. 80. 196. 44 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 3
59.46.193. 114 |147.237.76. 148 |Chi na gacenter.aka i df.i |[GPL SCAN nmap TCP 2
218.24.171. 223 |147.237. 76. 148 |Chi na gocenter. aka. idf.i|GPL SCAN nmap TCP 2
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP D stributed Portscan 2
66.249.93.224 |147.237.77.233|Wited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
46.162. 116. 98  [147.237.77.19 |Sweden lavforumidf.il [ET SCAN NVAP -sS w ndow 1024 2
79.181.108. 212 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 2
59. 45. 79. 117 147. 237. 76. 200 [Chi na eitan.akaidf.il |ET SCAN Potential SSH Scan 2
66. 249. 75. 60 147.237.77. 233 |Wnited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 55 147.237.72. 166 |Lited Sates [akaidf.il portscan: TCP D stributed Portscan 2
66. 249. 69. 85 147.237.77. 176 |Wnited Sates [matpash.idf.il ET SCAN NVAP -sA (2) 2
47.88.13. 149 147.237. 77. 216 [Canada dover.idf.il SQ Injection - Select From 2
66. 249. 69. 77 147.237.77. 176 |Uhited Sates [natpash.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 40 147.237.76.42 |Whited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
66.249.64. 190 |147.237.72. 166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
101. 51. 144. 109 (147.237.8.14 |Thailand e.orchot.idf.il |ET SCAN Potential SSH Scan 2
46.162.116.98 |147.237. 76. 176 [Sweden test.ncore.idf.il [ET SCAN NVAP -sS w ndow 1024 2
66. 249. 64. 60 147.237.72.166 |Wited Sates [akaidf.il portscan: TCP D stributed Portscan 2
85.102. 241. 204 |147.237.77. 216 |Turkey dover.idf.il SERVER- WEBAPP client negative Content-Length attenpt 2
2.54.11.118 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
93.173.252.13  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
222.186. 34. 238 |147.237.76. 176 |Chi na test.ncore.idf.il [ET SCAN Potential WNC Scan 5900- 5920 1
79.178. 22. 42 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
197 45.38. 75 147.237.8.50  |Egypt o tikshy. idf i1 ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.0. 200 |China du. i df . il ET SCAN Potential SSH Scan 1
149. 88. 69.194  |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
37.26.147.253 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
101. 51. 144. 109 [147.237. 76. 202 | Thai | and e.halag.idf.il ET SCAN Potential SSH Scan 1
84.229.30.152  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
212.143. 134. 129|147. 237. 77. 216 | srael dover.idf.il I NDI CATOR- SCAN nyscan 1
176. 106. 227. 93 |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
46.117.190. 123 (147.237.72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
118. 244. 216. 171(147. 237.8.45 |China e.eitanidf.il ET SCAN NVAP -f -sS 1
46.183.219. 66 [147.237.77.216|Latvia dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.114.17. 100 [147.237.72. 167 |Chi na ishurimaka idf.il [ET SCAN Potential SSH Scan 1
5.102.198. 124 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1




10-29-2015 to 10-30-2015

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13123
105. 157. 143. 230|Mor occo 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6205
200. 161. 101. 215|Brazil 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SYN drop 3017
109.64.22.222  |Israel 147,237, 72. 166 |aka i i1 || €A g Engi ner TGP Inval i d Inval i d segnent retransmssi on drop 2784
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 152 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2764
212.68.153.69 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2568
200. 161. 101. 215|@razil 147.237.72. 156 |aman. i of .11 [Bad TCP sequence Vﬂdﬁrsin;ngt Wth different moni tor  |2066
200. 161. 101. 215|Brazil 147.237.72. 156 |anan.i df . il dr op drop 1914
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1384
78.135.61.182 |Turkey 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1020
77.126.169. 188 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1018
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 917
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 909
208.115.113.89 |Wiited Sates |(147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 906
200. 161. 101. 215|Brazil 147.237.72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber noni t or 889
66.249.78.150 |uited Sates |147.237. 77, 216 |dover.icr. i1 | L' @M NG Engi ne: TCP Invalid Inval i d segnent retransnission. drop 748
Ret ransmi ssi on Packet dr opped.
54.187.55.213 |lLhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 733
66.240. 78,166 |uited Sates |147. 237, 77. 216 |dover.ich.i1 |2 €M NG Engine: TP Invalid Invalid segnent retransmssion. drop 732
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 709
66.249.78.173 |United Sares |147.237. 77, 216 |dover.icr. i1 | " @M NG Engi ne: TCP Invalid nvalid segnent retransnssion drop 704
Ret r ansni ssi on Packet dr opped.
77.127.61. 1 I srael 147, 237.76. 200 [ei tan. aka i of. || ST NG Engine: TP Invalid Inval i d segnent retransnission. drop 699
Ret r ansni ssi on Packet dr opped.
5.28. 139. 186 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 697
212.150.189.2 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 681
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 679
37.26.149. 194 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 671
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 667
68.180.228. 112 |Wited Sates |(147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 581
204.93.58.133 |lhited Sates [147.237.72.166|aka.idf.il dr op First packet isn't SN drop 552
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 548
46. 19. 85. 55 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 490
50.87.144.145 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 435
208.115.111. 73 |lhited Sates |[147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 411
200. 161. 101. 215|Brazil 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber alert 395
2.54.7.90 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 388
79.178.113.2  |israel 147, 237. 76. 200 |eitan. aka i of .| 2 NG Engine: TCP Invalid Inval i d segnent retransnission. drop 381
Ret ransmi ssi on Packet dr opped.
32.208.112.21 |lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 366
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 365
92.62.170.94 Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 357
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 339
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 334
31.154.27.186 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 328
92.62.170. 95 Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 316
168. 235.196. 45 |[Uhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 310
46.121. 110. 157 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 308
109. 200. 30. 154 zint:gom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 294
2.52.158. 119 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 293
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 289
37.239.8.38 Iraq 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 287
151. 90. 254. 205 (italy 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 287
95. 86. 124. 108 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 274
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Oount
109. 64. 22. 222  |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Abnornmal |y Long Request from 109. 64. 22, 222 B ock 98876
109. 64. 22. 222 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 27921
109. 64. 22. 222 |Israel 147.237.72. 166 [aka. i df . i | Aut onat ed Mul nerabi | ity Scanni ng B ock 24487
200. 161. 101. 215|Brazil 147.237.72. 156 [anan. i df . i | Mil tipl e Unaut hori zed URL Access from 200. 161. 101. 215 Bl ock 22332
212.179.21.194 |[Israel 147.237.76.200|ei tan. aka. i df.i| |Dstributed Too Many of the Sane Response Code (404) B ock 3990
212.179.21.194 |israel 147.237.76. 200 |ei t an. aka. i df . i | 120 M of the Same Response Qode (404) in Session from Bl ock 3285
212.179.21.194
85. 250. 3. 125 | srael 147.237.76.200|eitan. aka. i df . i| [Dstributed Too Many of the Same Response Code (404) B ock 2220
132. 70. 66. 10 I srael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 2120
77.127.61. 1 I srael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 1935
; . . Paraneter Type Mol ation Qurrent Password in
80.178.157.40 |[Israel 147.237.77.243|nobi l e. i df . i | nobi | .1 df .11/ sachar/ changepassvor d B ock 1155
81.218.179. 164 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 764
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 705
46. 19. 86. 31 I sragl 147.237.72. 167 li shuri m aka. i df . i Too Many of the Sane Response Code (404) in Session from B ock 615
46. 19. 86. 31
105. 157. 143. 230|Mor occo 147.237.77.216|dover . i df . i | Post Request - Mssing Content Type from 105. 157. 143. 230 B ock 557
93.172.42.33 I srael 147.237.76.200|ei tan. aka. i df.i| |Dstributed Too Many of the Sane Response Code (404) B ock 480
63.141.217.113 [lnited Sates [147.237.72.166|aka.idf.il Mil tipl e Unauthorized Method for Known URL from 63.141.217.113 |B ock 465
109. 64. 219. 228 |l srael 147.237.72.167|i shuri maka. i df . i|[D stributed Too Many of the Sane Response Code (404) B ock 435
79.178.113. 2 I srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 345
66.249. 64.200 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 64. 200 B ock 345
66. 249. 64. 60 | srael 147.237.72. 166 |aka. i df . i | Distributed Too Mainy of the Same Response Code (404) B ock 330
. . D stributed Lhauthorized URL Access on
84.108.102. 161 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 300
84.108.102. 161 |[Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 300
139.193. 132. 90 I ndonesia 147.237.77. 170 |n@ar achot . i df . i1 [WitTPle 11legd Byte Qe Character in Header Value from B ock 208
139. 193. 132. 90
. - . Mitiple Illegal Byte Gode Character in Header Val ue from
139. 193. 132. 90 I ndonesi a 147.237.77.74 |lawidf.il 139, 193. 132 90 Bl ock 296
31. 154. 91. 205 | srael 147.237.72. 166 |aka. i of . i | Too Many of the Sane Response Gode (404) in Session from 8 ock 285
31. 154. 91. 205
66. 249. 64. 55 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 270
95. 86. 96. 250 I srael 147.237.76.200|eitan. aka. i df .i| |[Dstributed Too Many of the Sane Response Code (404) B ock 261
. . Dstributed Lhauthorized URL Access on
79.181.103. 112 [Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 255
66.249. 64.195 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed URL Access from 66. 249. 64. 195 B ock 255
79.181.103. 112 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 249
84.108.110.39 [Israel 147.237.76.42 |refuah.idf.il Unaut hor i zed HTTP Met hod B ock 225
149.78.197.36 |l srael 147.237.77. 243 |nobi | e. i df . i | Dstributed Paraneter Type Mol ation on nobile.idf.il/sachar/login Bl ock 225
par anet er Passwor d
. . Uhaut hori zed URL Access to
84.108.110.39 [Israel 147.237.76.42 |refuah.idf.il ww refua. atal i df i1 /i nages/ shared green tri left. gif B ock 225
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock 224
: ] ] Uhaut hori zed URL Access to
208.115.113.88 |thited Sates |147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp B ock 210
87.68. 156. 73 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 210
37.26.149.243 |israel 147.237.77. 243 |nobi | . i df . i | Distributed Paraneter Type Mol ation on nobile.idf.il/sachar/login B ock 195
par anet er Password
66. 249. 64. 50 I srael 147.237.72. 166 |aka. i df . i | Distributed Too Miny of the Sane Response Code (404) B ock 195
176. 106. 227. 136|I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 195
63.141.217.113 |Uited Sates |[147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 63.141. 217. 113 Bl ock 180
50.118.162.35 [lnited Sates [147.237.72.166|aka.idf.il Mil tipl e Uhaut hori zed URL Access from 50. 118. 162. 35 B ock 180
176. 106. 227. 124]1 srael 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 180
54.244.22.103 |Wited Sates |147.237.76.147|chi nuch. aka. i df.i|D stributed Suspici ous Response Code Qust om Tenpor ary B ock 180
46.117.14.189 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 46. 117. 14. 189 B ock 173
. . - |Uhaut hori zed URL Access to
212.179.21.194 |Israel 147.237.0.19 |nadimatal .idf.il nadi matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 150
176.13.12. 223 |lIsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 150
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 150
213.151.39.41 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 150
. . D stributed Lhauthorized URL Access on
213.151.39.41 [Israel 147.237.72. 166 |aka. i df . i | v aka, i o . i 1/ aj ax/ updat est at us. php B ock 150
208.115.113.88 |thited Sates |147.237.76.86 [navy.idf.il Mil ti pl e Unaut hori zed LRL Access from 208.115. 113. 88 B ock 150
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