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|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country ‘Address

‘Signature

82.145.222.7 Eur ope 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . 6770
5 43.204. 36 Pal est_| nian Territory, 147. 237. 77. 216 dover.idf.il TCP handshake vi ol ation, first packet not drop 6711
Qceupi ed syn
116. 66. 133. 28 I ndi a 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 6073
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 5011
66. 249. 78. 159 Wited Sates 147.237.77. 216 dover i df il ;c/]; handshake violation, first packet mot . 4634
84.154. 7. 85 Ger many 147.237.77.216  |dover.idf.il I;]; handshake viol ation, first packet mot . ) 3641
66. 249. 93. 243 Lhited Sates 147.237.77. 233 atal .idf.il ;?;handsmke vioation first packet mot . 3365
66. 249, 67. 219 Wited Sates 147.237.77.176  |natpash.idf.il I;]; handshake viol ation, first packet mot ) 3313
79.177. 1. 63 I'sr ael 147.237.77.216  |dover.idf.il ;c/]: handshake violation, first packet mot . 3089
168. 235. 197. 218 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet ot |, ., 2987
37.26. 148. 163 I srael 147. 237.72. 166 aka.idf.il ;c/]; handshake violation, first packet mot |, 2929
66. 249. 78. 173 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet ot 4, 2740
2.54.4.82 I'srael 147.237.77.216  |dover.idf.il ;c/]: handshake violation, first packet mot . 2619
128. 242. 249. 10 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet ot 4, 2540
66. 249. 78. 166 Wited Sates 147.237.77. 216 dover i df il ;c/]; handshake violation, first packet mot . 2429
64. 233. 172. 155 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet ot 4, 2412
66. 102. 8. 168 Uited Sates 147.237.77.216  |dover.idf.il ;c/]: handshake violation, first packet mot . 1652
72.9.148. 10 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet ot 4, 1283
37.26. 146. 152 I srael 147.237.0.19 nedi matal .idf.il ;c/]; handshake violation, first packet mot |, 1275
85. 158. 138. 21 Ger many 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot ) 1259
50. 175. 19. 51 Wited Sates 147.237.77. 216 dover i df il ;c/]; handshake violation, first packet mot . 942
37.76.217. 90 Pal est_l nian Territory, 147. 237. 77. 216 dover idf.il TCP handshake vi ol ation, first packet not drop 849
Qcecupi ed syn
66. 249. 67. 227 Wited Sates 147.237.77.176 nat pash. i df . i | ;c/]; handshake violation, first packet mot . 824
64.233.172. 171 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot ) 511
141.0.12. 25 Nor way 147.237.77.216  |dover.idf.il ;c/]: handshake violation, first packet mot . 453
66. 249. 67. 65 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet ot |, ., 452
185. 58. 201. 28 Lebanon 147.237.77. 216 dover.idf.il ;c/]; handshake violation, first packet mot |, 403
188. 209. 52. 79 Romani a 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |, ., 348
58. 160. 58. 61 Ausstralia 147.237.77.216  |dover.idf.il ;c/]: handshake violation, first packet mot . 317
66.102. 9. 81 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot ) 304
220. 181. 108. 177 hi na 147. 237.76. 86 navy. i df il ;c/]: handshake violation, first packet mot . 265
82. 213, 48. 225 Pal est_l nian Territory, 147. 237. 77. 176 rat pash. i df i TCP handshake vi ol ation, first packet not drop 245
Qcecupi ed syn
220. 181. 108. 100 Chi na 147.237.77.176 nat pash. i df . i | ;c/]; handshake violation, first packet mot . 244
108. 59. 253. 71 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot ) 213
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 184
2.54.155. 117 | srael 147.237.72. 167 i shurimaka. i df . i |[Anonal y- SSL-renegoti ation-d i dest - r eset 165
208.115. 111. 73 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet ot |, ., 138
80. 246. 136. 181 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 123
2.52.7.118 I srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 117
81. 218. 241. 25 | srael 147.237.72. 167 i shurimaka. i df . i [Anonal y- TLS-renegoti ation-d i dest - r eset 92
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 90
2.54.169. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 85
134.191. 232. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 85
2.54.11.188 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 84
85. 65. 47. 49 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 78
213. 8. 101. 41 I srael 147. 237. 77. 216 dover i df.i | SINHood full table drop 78
220. 181. 108. 157 Chi na 147. 237. 76. 86 navy. i df il :;]; handshake violation, first packet mot . 77
37.26. 147. 145 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 76
68. 99. 190. 196 Uited Sates 147.237.77.216  |dover.idf.il ;?;ha”dsmke violation, first packet not |, 75
212.199. 63. 46 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-d i dest - reset 74
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

199. 58. 81. 144  [Canada 147.237.77. 216 |dover . i df . i | Q14: HITP. Fuck in url B ock 133
81.218.116.129 |[Israel 147.237.77. 170 [maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 24
212.117. 143. 250]l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 7
81.218.251. 250 |[lIsrael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 6
81.218.251. 250 |[Israel 147.237.77. 170 [maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 6
192.54.204.35 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 5
46. 148. 20. 22 Li t huani a 147.237.77. 226 V\:V\:W chamat z. aka. i df 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
79.182.105.16 |[lIsrael 147.237.77.216|dover. i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 3
31.154.25.122 |[Israel 147.237.77.74 |lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 3
46.116. 227. 164 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 3
142.4.215.192 |Canada 147.237.77.74 |lawidf.il 19863: HITP. WrdPress Revslider/ Showbi z PHP File Wl oad B ock 2
82.80.150.187 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 2
185. 120. 126. 33 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 2
85. 64. 16. 99 I srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 2
212.179.197.2 |Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 2
87.69. 31. 154 I srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
213.151.48.44 |lsrael 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
51.254.130.59 |United Ki ngdom [147.237.72. 166 |aka.i df .i | C1000106: HTTP. naj estic bot Bl ock 1
208.201.160.2 [lhited Sates 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 1
94.188. 161. 145 |l srael 147.237.77.216|dover. i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 1
217.118.81. 20 gz::;”ion 147.237.77.216|dover. i df . i | 12580: HITP. SQ Injection (Cooki e Header) Bl ock 1
143.53.85. 143 |United Kingdom [147.237.77. 170 |n@mar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock
84.228.127.150 |[lsrael 147.237.77. 170 |n@ar achot . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.i df .i | 13840: TLS (penSSL Heartbeat Packet Bl ock
210.31.77.19  |china 147.237.77.19 |lawforumidf.il |1§J_3:§:i olr;n_\;JFI’:ne?a—lt:)’i_lcﬁy Qery String Paraneter Comand Bl ock 1
96. 224. 6. 115 Lhited Sates 147.237.77. 170 |nmar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
81.218.198.54 [Israel 147.237.77. 216 |dover.idf .i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
66.194.11.113 |lhited Sates 147.237.77.216|dover . i df .i | Q008: HTTP: Xenu User Agent Bl ock 1
108. 59. 8. 70 Lhited Sates 147.237.76.42 |refuah.idf.il C1000106: HITP: naj estic bot Bl ock 1
46. 148. 20. 22 Li t huani a 147.237.77. 226 V\:V\:W chamat z. aka. i df 20085: HITP. M ebl ackcat Security Scanner Initia Request B ock 1
85.132.77.12 Azerbai j an 147.237.77.216|dover. i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 1
79.177.63.148 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock

120. 25.210.25 |China 147.237.77. 170 [maar achot . i df . i | 3593: HITP. SQ Injection (INQN Bl ock
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Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 87
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 60
64.233.172. 155 |147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 9
82. 80. 196. 44 147.237. 72. 166 I srael aka. idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 6
192.198. 151. 45 |147.237. 72. 167 |Eur ope i shurimaka.idf.il ET SCAN NVAP -sA (2) 5
27.75.168.255 [147.237.0.19 [V etnam madi matal .idf.il ET SCAN Potential SSH Scan 4
212.94.120.17 |147.237.77.216 gg::;”ion dover.idf.il Tehila - Perl LW with fake user agent 4
27.75.168.255 |147.237.0.16 |Mietnam ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 4
27.75.168.255 [147.237.0.17 [V etnam mny-kosher-kravi .idf.il1 |ET SCAN Potential SSH Scan 4
41.248.116.57 |147.237.77. 216 |Mbrocco dover.idf.il SERVER WEBAPP admi n. php access 4
27.75.168.255 [147.237.0.15 [V etnam kosher -kravi .idf.il ET SCAN Potential SSH Scan 4
80. 246. 136. 179 |[147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 3
66.249.78.159 |147.237.77.216|Wited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 3
27.75.168.255 [147.237.0.34 [V etnam tikshuv.idf.il ET SCAN Potential SSH Scan 3
66.249.78.173  |147.237.77.216|Wiited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
177.44.189. 40 |147.237.0.200 |Brazil . i df il ET SCAN Potential SSH Scan 2
212.179.21. 194 |147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 2
176. 13. 22. 68 147.237.76.86 |lsrael navy.idf.il I NDI CATOR- SCAN myscan 2
82.80.198.164 |147.237.72.166 | srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
212.94.120.17  |147.237. 77. 216 |XSSI dover. i df il ET CURRENT_EVENTS Vérdpress tinthunb |ook-alike domain |,
Federation list FA
41.248.116.57 |147.237.77. 216 |[Morocco dover.idf.il SERVER- WEBAPP Phor um admi n access 2
95.86. 122 250|147 237 77 233 |1 1 ael atal idh il ET DCS Large anount of TCP Zer oWndow - Possible Niller2 5
DDos attack
125. 16. 200. 154 |147.237.76.86 |India navy.idf.il ET SCAN Potential SSH Scan 2
66.249. 84. 166 |147.237.77.216|Wited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 2
125. 16. 200. 154 |147.237.76.31 |India nakchal . i df .i ET SCAN Potential SSH Scan 2
59. 45. 79. 117 147. 237.72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 2
177.44.189.40 [147.237.0.16 |Brazil ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 2
125. 16. 200. 154 |147.237.72. 166 |India akaidf.il ET SCAN Potential SSH Scan 2
193. 105. 134. 220|147. 237. 77. 178 |Sweden e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 1024 2
176. 13. 22. 68 147.237.76.86 |[lsrael navy.idf.il GPL SCAN nyscan 2
125. 16. 200. 154 |147.237.0.34 |india tikshuv.idf.il ET SCAN Potential SSH Scan 2
212.94.120.17  |147.237. 7. 216 |55 dover.idf il SERVER- VEBAPP Viér dpr ess ti it hunb. php thene remote file |,
Federation i ncl ude attack attenpt
46. 151. 55. 40 147. 237. 76. 197 |kr ai ne e himush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 6. 153 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
14.134.164.60 |147.237.76.44 |China e.refuah.idf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
120. 25. 210. 25  [147.237.77. 170 |Chi na naar achot . i of . i | ET VB SERVER Poi son Null Byte 1
85.114.137. 161 |147.237.8.24 |Ger many elifestyle idf.il ET SCAN NVAP -f -sS 1
210. 61. 150. 154 [147.237.0.35 [Tai wan akaws. i df . i | ET SCAN NVAP -f -sS 1
59.106. 108. 116 [147.237.77. 216 |Japan dover.idf.il Tehila - Perl LW wth fake user agent 1
185. 27. 105. 184 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
41.140. 253. 9 147. 237. 76. 198 |Mbr occo e.yohal an. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
142.54.163. 74 |147.237.0.17 [Wited Sates  |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 2048 1
94.102. 48.194 |147.237.77. 226 [Net her | ands wwn chanat z. aka. i df il |ET SCAN NVAP -sS w ndow 1024 1
223.71.180.106 |147.237.8.45 |China eetanidf.il ET SCAN Potential SSH Scan 1
80. 12. 55. 121 147, 237. 77. 216 |France dover . idf.il portscan: TCP DO stributed Portscan 1
193. 105. 134. 220(147.237.0. 19  [Sweden nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.218.118. 126 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 68. 62. 253  |147.237.77. 212 |Uni ted Ki ngdom|e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
50.79.248.217 |147.237.76.197 |Uhited Sates |e. himush.idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
177.44.189. 40 |147.237.72.167 |Brazil i shurimaka.idf.il ET SCAN Potential SSH Scan 1
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197.133. 153. 73 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8153
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4777
82.145.222. 7 Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3153
141.0.12.25 Nor way 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3045
212.179. 159. 253|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2070
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1763
109. 160. 131. 115]l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1240
2.54.185. 31 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1238
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 1023
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1011
82.145. 219. 184 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 967
223.137.70.197 |[Tai wan 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 920
143.117.17.186 |Uhited K ngdom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 909
5.175.13. 138 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 855
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 846
41.140.11. 103 [Morocco 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 825
8.37.227. 144 Anonynmous Proxy  |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 819
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 813
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 786
80. 246.133. 219 I srael 147.237.76.42 |refuahicf.il  |Bad TOP sequence mdg?vrsir;”;t wehdfferent  opnitor  [755
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 715
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 685
2.54.21.101 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 668
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 653
95. 86. 122. 48 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 650
213.151.58. 173 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 625
2.54.13. 253 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 612
223.137.218. 43 |[Tai wan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 587
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 580
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 578
66.249.78.166 |Uited Sates 147. 237. 77. 216 |dover. i of .1 Streaning Engine: TCP Invalid |invalid segnent retramsnission. | 550
Ret r ansm ssi on Packet dr opped.
2.54.182.127 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 531
66.249.78.159 |Wnited Sates 147.237.77. 216 |dover. i df . Streaning Engi ne: TCP Inval id invalid segnent retransnissi on drop 520
Ret r ansm ssi on Packet dr opped.
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 507
66.249.78.173 |Wnited Sates 147.237.77. 216 |dover. i df . Streaning Engi ne: TCP Inval id invalid segnent retransnissi on drop 484
Ret ransm ssi on Packet dr opped.
166. 137.126. 53 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 482
46.19.86.199  |Israel 147, 237.72. 167 i shurimaka. i of | | €M NG Engi ne: TCP Invalid imvalid segnent retransnission drop 456
Ret ransm ssi on Packet dr opped.
168. 235. 197. 218|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 440
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 425
46.153.179. 200 |Saudi Arabi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 415
64.233.172. 171 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 406
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 394
87.68. 34. 150 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 389
199. 58. 81. 144  |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 386
31.25.75. 34 glcisgiig;a” Territory,ly 47 237 77. 216 dover. i .1 drop First packet isnt SWN drop 378
87. 68. 148. 2 I srael 147, 237, 76. 200 |aitan. aka i o i1 || ©3M NG Engi ne: TQP Tnval i d |invalid segnent retransmssi on drop 372
Ret r ansm ssi on Packet dr opped.
64.233.172.163 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 370
66.249.78. 173  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 366
85.181.127.56 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 352
46.19. 86.76 I srael 147. 237 72. 167 |i shurimaka i of || €M NG Engine: TQP Tnval i d finval i d segnent retransmssi on drop 342

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Oount
46.19.86.124  |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response (bde (404) in Session from g 0\ 12662
46.19. 86. 124
79.177.104. 223 |[israel 147.237.0.19 [madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 11769
5.22.130. 153 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 10431
194. 90. 25. 122 | srael 147.237.76. 200 |ei tan. aka. i df .i | Too Many of the Sane Response (ode (404) in Session from 8 ock 4764
194. 90. 25. 122
46.19.86. 73 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 3790
46.19.86.179  |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response (bde (404) in Session from g 3447
46.19. 86. 179
46.19.86.216  |Israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response (bde (404) in Session from g 3420
46.19. 86. 216
80. 246. 136. 179 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 2769
46. 19. 86. 90 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2760
46.116. 125. 114 |Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Miny of the Sane Response Code (404) B ock 2324
46. 19. 85. 210 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 1960
185.32.179. 186 |l srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response (bde (404) in Session from 1 1820
185. 32. 179. 186
. . Uhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | v cogat i df i 1/si p storagelfi| es/ O/ si 2e220x0/ 3410. | pg. ST B ock 1735
37.26.149.224 |israel 147.237.0.19 |madimatal .idf.il Too Miny of the Sane Response (bde (404) in Session from p 1647
37.26. 149. 224
199. 58. 81. 144  |Canada 147.237.77. 216 |dover . i df .i | Mul tipl e Unknown HTTP Request Met hod from 199.58. 81. 144 |B ock 1611
46.19. 86. 17 I srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock 1470
5.22.129. 158 I srael 147.237.0.19 [madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 1358
199. 203. 240. 37 |l srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 924
: . ] D stributed Lhauthorized URL Access on
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 812
46.19. 85. 193 I srael 147.237.0.19 [madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 794
109. 65. 151. 68 |l srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response (bde (404) in Session from g 630
109. 65. 151. 68
176.12. 142. 221 |Israel 147.237.0.19 |[madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 616
. . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 420
82.80.17. 163 I srael 147.237.76.200|ei tan. aka. i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 378
) ww. chamat z. aka. i ) )
198. 204. 230. 130|lhited Sates 147.237.77. 226 i Mil ti pl e Unaut hori zed URL Access from 198. 204. 230. 130 Bl ock 350
76.198. 25. 56 Lhited Sates  [147.237.77.216|dover.idf.il Mil tiple Unaut horized URL Access from 76.198. 25. 56 B ock 294
87.68.148. 2 I srael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Miny of the Sane Response Code (404) B ock 280
84.108.120. 122 |Israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from g o 277
84.108. 120. 122
46. 19. 85. 80 I srael 147.237.0.19 |nadimatal .idf.il Too Miny of the Sane Response (bde (404) in Session from 5 238
46. 19. 85. 80
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 238
192.54.204.35 |Israel 147.237.77.234|hal ag. i df . il Mil tiple Wauthorized LR Access from 192.54. 204. 35 B ock 238
. . Paraneter Type Molation f in
78.179.144.78  JTurkey 147.237.76.88 navy.idf.il v navy. i df . i1 /tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 224
78.179. 144.78  |Turkey 147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 78.179. 144. 78 B ock 196
. www, chanat z. aka. i df . ) . )
198. 204. 230. 130|Lhited Sates 147.237.77. 226 i Mil tipl e Admin Bl ocking from 198. 204. 230. 130 Bl ock 182
. . . Paraneter Type Mol ation SearchText in
79.180. 213. 246 |l srael 147.237.0.34 (tikshuv.idf.il vown ti kshuv. i df . i 1/938- he/ ti kshuv. aspx Bl ock 168
91.200.12.7 Wrai ne 147.237.77. 74 |lawidf.il PHP Att enpt B ock 168
81.218.251. 251 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 168
] . . Paraneter Type Mol ati on PageNumin
68.180.230. 224 |lhited Sates  [147.237.76.31 |nakchal .idf.il vaw nakhal i df . i 1/ 1073- he/ nakhal . aspx Bl ock 168
68.180.228.112 [lnited Sates 147.237.77. 216 |dover.idf .i | D stributed Suspi ci ous Response Code B ock 168
124.187.32.175 |Australia 147.237.77.216|dover . i df . i | Distributed Suspicious Response Qode Bl ock 168
151.80.31.115 |italy 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 154
91.200.12.7 kr ai ne 147.237.77.74 [lawidf.il Mil tiple Unaut horized URL Access from 91.200.12.7 B ock 154
m ny- kosher-kravi .id . ,
109. 64. 34. 244 | srael 147.237.0. 17 £l Miltiple Illegal Paraneter Encoding from 109. 64. 34. 244 None 150
188. 143. 232. 22 RJSf;;”i o 147. 237. 76. 147 |chi nuch. aka. i df . i | Ml tipl e Unaut hori zed URL Access from 188.143. 232. 22 B ock 140
176.13. 4. 177 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 140
176. 13. 5. 245 L srael 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response (ode (404) in Session from 8 ock 140
176. 13. 5. 245
68.180.228.112 [lnited Sates 147.237.77.216|dover.idf .i | Mil ti pl e Unaut hori zed LRL Access from 68. 180. 228. 112 B ock 140
66.249.78.173 |lsrael 147.237.77.216|dover. i df .i | Distributed Suspici ous Response Code B ock 126
66.249.78.166 |l srael 147.237.77. 216 |dover.i df .i | Distributed Suspici ous Response Qode B ock 126
66.249.78.173 [Israel 147.237.77.216|dover.idf .i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 78. 173 B ock 126
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