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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count]|
66. 249. 64. 153 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 19099
85. 17. 29. 97 Net her | ands 147.237.0.19 nadi matal .idf.il |TGP Scan (vertical) drop 15353
54. 244, 22. 103 Lhited Sates 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 11653
157. 55. 39. 152 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8594
66. 249. 93. 196 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8178
66. 249. 65. 95 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7446
155. 56. 68. 214 Ger many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7324
37.26. 148. 226 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6352
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5734
66. 249. 78. 160 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4571
39. 254, 218. 112 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3494
195. 110. 146. 226 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2006
66. 249. 78. 153 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 789
66. 249. 78. 146 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 546
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 438
185. 32.179. 70 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 380
2.52.8.63 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 329
81. 218. 241. 25 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 292
81. 218. 241. 26 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - reset 290
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 235
66. 249. 69. 109 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 222
66. 249. 69. 101 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 150
2.54.32.75 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 142
217.132. 238. 47 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 135
5.22.129.181 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 129
46. 19. 85. 163 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 121
37.26.147. 172 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 110
80. 246. 137. 109 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 109
2.54.190. 69 | srael 147. 237. 72. 167 i shuri maka. i df. i l|Anonal y- SSL-renegotiation-A i dest - r eset 107
192. 116. 94. 223 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 97
62.219. 183. 196 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 84
62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 81
66. 249. 64. 151 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 76
2.54.189. 4 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 69
80. 246. 137. 240 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 61
2.54.53. 10 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 60
79. 183. 224. 30 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 56
46. 19. 86. 78 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 55
37.26. 146. 226 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 54
132. 64. 25. 131 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 53
5.28. 163. 253 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 53
84.108. 42. 199 | srael 147.237.77. 243 nobi | e.idf.il Anonal y-SSL-renegotiation-di dest - reset 50
2.54.179. 160 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 46
109. 64. 96. 230 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 45
46. 19. 86. 43 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 45
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 44
37.26. 147. 217 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 43
66. 249. 64. 143 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 42
176.13.3.76 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 41
46. 19. 85. 206 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 41
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|Top Attackers In IPS|

Attacker Address |Attacker CGountr rget Address |Site Sgnature

84.94.116.173 |[Israel 147.237.77.216|dover.idf .il Q017: HTTP: Malicous User Agent FCOCA B ock 66
194.177.16.3 I srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 22
84.108.220.49 |lsrael 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nmethod (M crosoft) B ock 9
74.63.228.226 [lLnited Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 8
146. 185. 24. 133 |Uni ted Ki ngdom |147.237.77.216|dover.idf.il C1000108: HTTP. Trying to locate existing FO<editor B ock 6
81.218.116. 129 |[lIsrael 147.237.77.216|dover. i df . il C1000004: HTTP: options nethod (M crosoft) B ock 5
85. 17.29. 97 Net her | ands 147.237.77.216|dover.idf .l Cl000108: HITP. Trying to locate existing FO<editor B ock 5
189.38.90.189 |Brazil 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
208.90.95.197 |lhited Sates 147.237.76.42 |refuah.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 4
93.172.172.118 [israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 3
91. 142. 253. 133 |Net her| ands 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 3
212.179.21.194 |lIsrael 147.237.77.216|dover. i df . il C1000004: HTTP: options nethod (M crosoft) B ock 3
192.115.252.2 |israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
149.202.112. 62 |Ger many 147.237.77. 216 |dover . i df . i | grorﬁ;“ml r;'z’rb;’bﬁ?t? |'s YAM Deserialization Memory B ock 2
73.179.208.124 [lhited Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock

198. 20. 69. 74 Lhited Sates 147.237.8.28 |e.nobil e-ks.idf.il[13840: TLS QpenSSL Heartbeat Packet B ock
149.202.112. 62 |Ger many 147.237.77. 216 |dover . i df . i | m?jgbiﬂ’; G\ Bash HITP Header Renote Code Bxecution B ock 2
149. 202. 112. 62 |Ger nany 147.237.77.216|dover.idf .l 2023; HITP. Qoss Ste Scripting in GET Request B ock 2
79.178.101. 147 [israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
84.109. 0. 197 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
149. 202. 112. 62 |Ger nany 147.237.77.216|dover.idf .l 2809: HITP. I1S TRACK Met hod B ock 2
212.235.10.42 [israel 147.237.76.31 [nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
79.179. 176. 218 |l srael 147.237.77.74 [lawidf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 2
52.1.90. 117 Lhited Sates 147.237.77.216|dover.idf .l 13840: TLS (penSSL Heartbeat Packet B ock 2
216.172.189. 115|thited Sates 147.237.77. 176 |nat pash. i df . i | Q025: HITP. access to adninistrator/index. php -> Quarantine B ock 1
198. 20. 69. 74 Wited Sates 147.237.8.27 |e.nadi matal .idf.i[13840: TLS QpenSSL Heartbeat Packet B ock 1
212.96. 109. 86 gcsj:;:ﬂ on 147.237.77.74 |lawidf.il 12580: HITP. SQ Injection (Qooki e Header) B ock 1
149. 202. 112. 62 |Ger many 147.237.77.216|dover.i df .l 9221: HTTP. PUT Method Execution over HTTP/ VébDAV Bl ock 1
217. 65. 214. 167 gz::;”ion 147.237.77.74 |lawidf.il 12580: HITP. SQ Injection (Qooki e Header) Bl ock 1
2.94.19.99 g;z:;nl on 147.237.77.216|dover . i df . il 13891: TLS enSSL Encrypt ed/ Lhencrypt ed Hearthbeat Packet Permit 1
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il Cl03: HITP. User Agent Sogou+web+spi der B ock 1
31.168.232.194 [Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.196|e. sviva.idf . il 13840: TLS QpenSSL Heartbeat Packet B ock 1
91. 142, 253. 133 [Net her| ands 147.237.76.86 |navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
212.199. 97.194 |[Israel 147.237.72. 166 |aka. i df . i | C1000122: HITP. Access to - .exe or .dll Per nit 1
117. 241. 208. 174|indi a 147.237.77. 216 |dover . i df . i | ;.ng(jﬁsuml S;Dab??l t(f/”ery String Paraneter | nformation B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.227|e. hanaz. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
46.116. 134. 117 |Israel 147.237.72. 166 |[aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
93. 89. 16. 110 Tur key 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 1
85. 17.29. 97 Net her | ands 147.237.0.34 [tikshuv.idf.il 5141: HTTP. Sgl map HTTP Request B ock 1
149. 202. 112. 62 |Ger many 147.237.77.216|dover.i df . il 3999: HTTP. Qoss Ste Scripting Attack in HITP Header B ock 1
93. 89. 16. 110 Tur key 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 90
195. 34.150. 18  |147.237. 77. 216 |Austria dover . idf.il Tehila - Perl LW with fake user agent 36
189.38.90.189 |147.237.77.74 |Brazil lawidf.il SQ Injection - Select From 12
74.63.228.226 |147.237.77.74 |Wited Sates  |lawidf.il SQ Injection - Select From 12
87.242.112.35 [147.237.77. 216 ?ég:;;m dover.idf il SQ Injection - Select From 10
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il SERVER- WEBAPP awst at s access 6
91.142. 253. 133 |147.237.76.86 |Nether| ands navy. i df.il QA Injection - Select Fom 6
66.249.69. 101 |147.237.72. 166 |Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 4
73.179.208. 124 |147.237.77.74 |Wited Sates |lawidf.il SQ Injection - Select Fom 4
54. 209. 60. 63 147.237.72. 166 [Lhited Sates  [aka idf.il SERVER APAO_E Apac.he mod_ssl non- S8 connection to S8 4
port denial of service attenpt
66.249.78.146 |147.237.72.166|Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 4
93. 95. 207. 36 147. 237. 77. 216 |Jor dan dover.idf.il SERVER- WEBAPP adni nl ogi n access 3
212.179.21. 194 |147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 3
66.249.69. 109 |147.237.72. 166 |Wiited Sates  |akaidf.il ET SCAN NVAP -sA (2) 3
66. 249. 65. 92 147.237.77. 216 |hited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
23.95.82. 74 147.237.76. 177 [Lhited Sates  |ncore.idf.il ET SCAN Potential SSH Scan 2
149.78.154.69  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 2
5.22.129. 94 147.237.76.30 |Israel hi mush. i df .i | GPL SCAN nyscan 2
66.249. 64. 168 |147.237.76.30 |Wited Sates  |himush.idf.il ET SCAN NVAP -sA (2) 2
79.177.132.132 |147.237.76.30 |Israel hi nush. i df . i ET OC5 Large anount of TGP ZeroWndow - Possible Nkiller2 2
DDos at t ack
23.95.82. 74 147.237.76. 148 |lhited Sates  [ggcenter.aka idf.il ET SCAN Potential SSH Scan 2
23.95.82. 74 147.237.76.31 |Wited Sates  [nakchal .idf.il ET SCAN Potential SSH Scan 2
85. 17. 29. 97 147.237.0.19  |Netherl ands nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 2
94.102. 48.194 |147.237.8.24 |Netherl ands elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 2
192.198. 151. 45 |147. 237. 72. 167 |Eur ope i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il PALICr-OIHER script tag in (R - likely cross-site scripting |,
at t enpt
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il ET VEB SSRVER Script tag in R, Possible ross Ste Soripting 2
At t enpt
66.249. 67. 13 147.237.72.166|Wnited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
27.185.202.92 |147.237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 2
149. 202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET VEB—M Possi bl e CVE-2013-0156 Ruby (nh Rails XM 2
YAM. tag w th !ruby
93. 89. 16. 110 147.237.76. 42 |Turkey refuah.idf.il A Injection - Select From 2
5.22.129.94 147.237.76.30 |Israel hi nush. i df . i | I NDI CATOR- SCAN nyscan 2
66.249.64. 161 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
31.210.176.60 |[147.237.72. 166 |l srael aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
85. 17. 29. 97 147.237.0.19  [Netherl ands nadi matal .idf.il ET SCAN Potential WNC Scan 5800- 5820 2
23.95.82.74 147.237.72.14 |lLnited Sates dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
66. 249. 78. 74 147.237.77.233|Wnited Sates  |atal.idf.il ET SCAN NVAP -sA (2) 2
019 76.96.199 147 237. 77 233 |1 51 ael atal idh il ET DOS Large anount of TCP ZeroWndow - Possible Niller2 5
DDos att ack
66. 249. 78. 45 147.237.77.226|hited Sates  |wwv chamatz. aka.idf.il [ET SCAN NVAP -sA (2) 2
193. 105. 134. 220(147. 237. 77. 216 |Sweden dover.idf.il ET SCAN NVAP -sS w ndow 1024 2
85. 250. 59. 16 147.237.77. 216 |I srael dover.idf il portscan: TCP O stributed Portscan 1
79.179.11. 224  |147.237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
197. 44.62. 78 147.237.77. 121 |Egypt e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
46. 19. 86. 90 147.237.77. 216 |I srael dover.idf il portscan: TCP O stributed Portscan 1
176.13. 1. 38 147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
14.152. 92. 89 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
95.185.104. 39  [147.237.77. 216 |Saudi Arabia dover.idf il portscan: TCP O stributed Portscan 1
82.81.4.178 147.237. 77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
210.50.197. 147 |147.237.8.27 |Austrdia e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
190. 124. 35. 115 |147.237.8.27 [N caragua e.madimatal .idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 16820
39. 254.218. 112 |l ndonesi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5972
82.166. 22. 13 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5401
105. 155. 165. 83 |Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3267
41.248.116.53 |Morocco 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2886
36. 70. 27. 86 | ndonesi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2559
199. 203. 247. 180|l srael 147.237.0. 35 akaws. i df . il dr op drop 2223
149. 202. 112. 62 |Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2052
172.56.39.173 |Uhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 1111
213.8.114.29 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 977
31.154.27.186 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 898
37.142.232. 101 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 876
2.54.16.121 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 809
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 805
79.176. 148. 76 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 803
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 798
54.187.55.213 |thited Sates |[147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 783
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 766
66.249.65.92  |Uited Sates |147.237.77. 216 |dover. ich. i1 || cam NG Engine: TG Invalid — imvalid segrent retransnissi on. drop 759
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 741
66.249.65.80  |United Sares |147.237. 77, 216 |dover.icr. i1 | ! @M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 734
Ret r ansni ssi on Packet dr opped.
66.249.65.95  |uited Sates |147.237.77. 216 |dover.icr. i1 |2L" €@M NG Engi ne: TCP Invalid Inval i d segnent retransnission. drop 720
Ret ransmi ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 674
79.182.15.137 |israel 147, 237.76. 200 |ei tan. aka. i of, || SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 654
Ret r ansni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 608
79.181.129.48 |Israel 147, 237 76. 200 e tan. aka i of | | 2 NG Engine: TCP Invalid nvalid segnent retransnssion drop 570
Ret r ansni ssi on Packet dr opped.
68.180.228.112 |Lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 564
46.117.59.152 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 561
85. 250. 59. 16 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 547
2.52.185. 177 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 466
50.87.144.145 |lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 447
185. 18. 206. 194 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 430
37.26.146.241 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 413
77.125.126. 180 |israel 147, 237 76. 200 |ei tan. aka i of || 2 NG Engine: TCP Invalid Invalid segnent retransnssion. drop 411
Ret r ansni ssi on Packet dr opped.
95. 86. 74. 119 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 407
179. 214. 236. 147 |Brazil 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 406
85. 130. 187. 233 |Israel 147, 237 76. 200 e tan. aka i of | 2 NG Engine: TCP Invalid nvalid segnent retransnssion drop 402
Ret r ansni ssi on Packet dr opped.
188. 165. 15. 126 |FRance 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 401
37.60. 45. 241 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 399
84.94.116.173 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 386
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 383
2.54.30. 15 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 355
2.52.139. 96 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 348
88. 8. 175. 150 Spai n 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 336
62.219.128. 153 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 320
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 318
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 317
46. 19. 86. 188 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 306
37.26.149.211 | srael 147, 237.76. 200 |ei tan. aka i of, || SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 297
Ret ransni ssi on Packet dr opped.
114.176. 31. 136 |Japan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 277
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Oount
39. 254, 218. 112 |l ndonesi a 147.237.77.216|dover. i df . i | Distributed Too Many of the Same Response Code (404) B ock 90969
207.232.21.105 |israel 147. 237.72. 156 |anan. i df . i | ;8‘;'\2/&3?’ 201 tlgg Sane Response (bde (404) in Session from Bock  [12117
176. 12. 148. 255 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 5750
79.179.36.141 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 5023
185. 32. 179. 214 |Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 3756
37.26.149.202 | srael 147.237.0.19 |nadimatal .idf.il ;‘;?2?”13’4;’2528 Sane Response (bde (404) in Session from Bock  |3487
176.13. 15. 2 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2827
46.116.92.205 |Israel 147.237.0.19 |[madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 2772
185.32.179.5 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 2686
46. 19. 85. 217 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2059
217. 132. 211. 208|i srael 147.237.0.19 |nadimatal .idf.il ;‘f;'\gng gfllt g%:ane Response Code (404) in Session from Bock  [1977
80. 246. 137. 157 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 1872
46.19. 85.171 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 1824
149. 78. 200. 146 |l srael 147.237.76.200(ei tan. aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 1608
46.19. 86. 177 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 1302
79.182.15.137 |israel 147.237.76. 200 |ei tan. aka. i df . i | ;S(_’l'\slzr?ylgl;?e Sane Response (bde (404) in Session from Bl ock 1295
2.54.139. 211 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 1259
176.12.140.62 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 1064
85.64.5. 161 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 984
75.126.122. 176 [United Sates [147.237.76.86 [navy.idf. i bt L;?/L;?‘quﬁ“jt;&' Za ﬁZﬁ;sZSBZ aspx Bock  [684
41.248.116.53 |Morocco 147.237.77. 216 |dover.idf .i | Post Request - Mssing Content Type from 41,248, 116.53 B ock 568
185. 24.207.16  |Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 516
66. 249. 65. 89 I srael 147.237.77.216|dover. i df . i | Mil tipl e Lhauthorized URL Access from 66. 249. 65. 89 B ock 492
2.54.9.230 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 453
46.19. 86. 96 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 360
66. 249. 65. 95 | srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 65. 95 B ock 348
85.130. 187. 233 |Israel 147.237.76. 200 |ei tan. aka. i df . i | ggf’l'\g?ylg; ;gg Sane Response (bde (404) in Session from Bock  [348
46. 19. 85. 51 I srael 147.237.0.19 |nadimatal .idf.il Zg?l'i:?;.osflthe Sane Response (bde (404) in Session from Bock  [348
66. 249. 65. 92 I srael 147.237.77.216|dover.idf .i | Ml tipl e Unaut horized URL Access from 66. 249. 65. 92 B ock 348
80. 246. 136. 6 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 336
77.125.126. 180 |israel 147.237.76.200 |ei tan. aka. i df . i | g‘;?l'\gylgél tlgg Sane Response (bde (404) in Session from Bock  [276
37.26.148.236 |[Israel 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 264
80. 246. 136. 247 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 252
80. 246. 136. 251 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 252
62.219.147. 104 |[Israel 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 216
176.13. 2. 98 I srael 147.237.0.19 |nadimatal .idf.il Igg '\lhsrfé.(ggthe Sane Response (bde (404) in Session from Bock  |216
212.199.97.194 [israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Uhaut horized LRL Access from 212.199. 97. 194 B ock 204
2.54.1.6 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 192
85.17.29.97 Netherlands |147.237.0.19 |nadi matal .idf.il Mil ti pl e Unaut hori zed LRL Access from 85.17. 29. 97 B ock 180
39.254.218. 112 [l ndonesi a 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to waw idf.il/tenpl ates/articl e/ vatch B ock 180
75.126.122. 176 [United Sates [147.237.76.86 [navy.idf. i muazsy B e e/ navy. aspx. aspx Bock  [168
80. 246. 136. 148 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 168
2.52.0.230 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 156
66. 249. 65. 89 | srael 147.237.77. 216 |dover. i df . il D stributed Suspici ous Response Code B ock 156
84.108.220.49 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 108. 220. 49 B ock 144
72.9.148.10  |United Sates [147.237.76.86 |navy. i df.i| mrn;?/‘;t?%fumt;;’;' FSnly oo 2o 25X Bock |14
185.5.154. 224 |Saudi Aabia |147.237.77. 216 |dover. i df . i1 muitgfo.riiszf‘enﬁafgsc/eﬁjné;age/ undef i ned Bock  |144
5.102. 254. 209 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 144
176.12.150. 189 |l srael 147.237.0. 17 m n.y_ kosher -kravi . E:?yr&nh?i?aamﬁf .-ir)llstie\ﬂnnsl)la?;s(ﬂ roaru]' ni ng/ trai ni ng. aspx par anet er Bl ock 143
df.il ct | 00$Cont ent P aceHbl der 1$t xt Ar eaRenar ks
2.54.149.127  |israel 147.237.77. 243 |nobi | e. i df . i | Snf)ti:iel_)li“ defd. I'Ta/r?g::; /Iﬁﬁg\gﬁgxp dogaranet o Qrrent Passuord Bock  [132
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