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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 65. 92 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 11741
66. 249. 65. 89 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10237
66. 249. 67. 18 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCQP handshake viol ation, first packet not syn |drop 7662
37.139. 52. 36 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4109
114.121.162. 125 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2940
90. 202. 47. 76 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2596
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2504
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1204
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1121
66. 249. 93. 246 Lhited Sates 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |[drop 1092
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 874
84.228. 61. 133 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 575
66. 249. 64. 151 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 426
220.181. 108. 100 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 221
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 175
85. 250. 74. 231 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 102
2.52.56. 66 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 84
220.181.108. 145 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn |drop 76
85. 250. 212. 249 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 62
37.26. 147. 179 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 60
77.127.149. 250 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 59
220.181.108. 123 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn |drop 54
37. 26. 146. 156 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 52
220. 181. 108. 75 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn |drop 48
149.88.8.72 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 47
79.178. 17. 67 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 44
176. 106. 227. 4 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 44
85. 250. 95. 134 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 42
46.19. 86. 198 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 30
84.94.32.197 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 30
2.52.187. 240 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 29
5.22.130. 175 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 24
149. 78. 168. 75 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 21
80. 246. 139. 101 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 20
2.52.13.31 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 16
93. 168. 75. 2 Rormani a 147.237.77. 216 dover.idf.il \\éb- et c/ passwd- D r - Tr aver sal dest - reset 14
81. 218. 48. 37 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 12
109. 64. 168. 227 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 12
10.0.0.5 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
188. 120. 132. 92 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
117.241. 163. 229 Indi a 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
37.142.109. 3 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 9

80. 246. 133. 205 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9

46. 19. 86. 215 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 9
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 8

93. 168. 75. 2 Ronani a 147.237.77.216 dover.idf.il HTTP- M SG Acuneti x- Ur | dest - reset 8
2.54.162. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
46.19. 85. 166 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 7
46.19. 86. 132 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
192. 168. 1. 102 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 7
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry ’Target Address |Site Sgnature

37.237.232.54 |iraqg 147.237.77. 216 |dover.idf . il Q91: HITP. Access to - adnin.asp B ock 8
37.237.232.50 |iraqg 147.237.77. 216 |dover . i df . i | Q091: HTTP. Access to - adnin.asp B ock 6
95. 215. 227.115 |Wnited Kingdom |147.237.77.233|atal .idf.il 3808 HIMP. SQ Injection Variable Declaration Evasion B ock 4
85.136.227.77 [Spain 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declarati on Evasion B ock 4
198.143.164.7 |lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 4
37.237.232.3 Irag 147.237.77. 216 |dover.i df .i | @91: HITP. Access to - adnin.asp Bl ock 4
74.208.66.220 [lLited Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Declarati on Evasion B ock 4
87.106.179.116 |Ger many 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 4
213.247.63.11 |Netherl ands 147.237.77.216|dover. i df .i | 12715: HITP. Bind SQ Injection in LR B ock 4
37.237.232. 4 Irag 147.237.77. 216 |dover.idf . il Q91: HITP. Access to - adnin. asp B ock 4
58.59.238.120 [China 147.237.76.86 |navy.idf.il C1000108: HTTP. Trying to locate existing FQ<editor Bl ock 4
87.242.112. 36 :Zj;”ion 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 4
37.237.232.10 |[iraqg 147.237.77. 216 |dover.i df .i | @91: HITP. Access to - adnin.asp B ock 4
37.237.232.39 |irag 147.237.77.216|dover. i df . i | @91: HITP. Access to - adnin. asp B ock 4
149. 78. 6. 59 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
105. 102. 43. 2 Ageria 147.237.77. 216 |dover.i df .i | @91: HITP. Access to - adnin.asp B ock 3
66.76.174. 2 Lited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 3
109. 65. 205. 69 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
116. 8. 98. 33 Chi na 147.237.77. 216 |dover.idf . il Cl1000108: HITP. Trying to locate existing FQ<editor B ock 3
66. 135. 63. 82 Lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ. Injection Variable Decl aration Evasion B ock 3
152, 115. 70. 227 |Denmar k 147.237.72. 166 |aka. i df . i | 3808 HIMP. SQ Injection Variabl e Decl arati on Evasi on B ock 2
149. 78. 125. 253 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
84.108.220.49 |lIsrael 147.237.72. 166 |aka. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 2
94. 23.222. 20 France 147.237.77. 176 |mat pash. i df . i | 16643: HITP. Protected File Access ( /proc/sel f/environ) B ock 2
85.64.200.121 |[Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
93. 168. 75. 2 Romani a 147.237.77. 216 |dover. i df . i | 10767: HITP. Acunetix Security Scanner Bl ock 1
66. 135. 63. 82 Lhited Sates 147.237.77.233|atal .idf .il 3809: HITP: SQ Injection Evasion SQ Comment Ter ninator |B ock 1
65. 49. 68. 197 Lhited Sates 147.237.72. 166 [aka. i df . i | Q008: HTTP. Xenu User Agent B ock 1
93. 168. 75. 2 Rorani a 147.237.77.216|dover.i df .i | 3999: HTTP. Qoss Ste Scripting Attack in HITP Header Bl ock 1
176. 126. 237. 214|Ronani a 147.237.77. 216 |dover . i df . i | 16634: HTTP. Apache HTTP Server nod_status Request B ock 1
93.172.166. 105 |[Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
77.127.92.117 |lIsrael 147.237.77. 216 |dover. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
176. 126. 237. 214|Ronani a 147.237.77. 216 |dover .i df . i | 19690: HITP. Mcrosoft 1S Integer Qverflow Wl nerability B ock 1
66.76.174. 2 Lhited Sates 147.237.77.233|atal .idf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
149. 78. 155. 132 |Israel 147.237.77. 216 |dover. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
93.173.152.25 |[Israel 147.237.77. 216 |dover .i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
50.25.223.175 |\ Republic 1147 237.77. 216 |dover . i df . i | 9221: HTTP: PUT Method Execution over HTTP/VebDAV  |B ock 1
178.202.133. 84 |Ger many 147.237.72. 166 [aka. i df . i | C1000106: HITP: maj estic bot Bl ock 1
91.203. 146. 114 |Wkrai ne 147. 237.77. 226 :AWW chanat z. aka. i df .i 32?61”5?: access to adnnistrator/index. php -> B ock 1
149. 78. 231. 47  |Israel 147.237.77.216|dover. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
62.16.252.183  [Norway 147.237.72. 166 |aka. i df . i | C1000106: HTTP: naj estic bot B ock 1
184. 173. 233. 226|United Sates 147.237.76.86 |navy.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
144.76. 7. 107 Ger many 147.237.77.216|dover. i df . i | C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
176. 126. 237. 214|147, 237. 77. 216 |Ronani a dover.idf.il ET VBB SERVER Sceript tag in UR, Possible Qoss Ste Scripting Atten(1131
176. 126. 237. 214(147. 237. 77. 216 |Ronani a dover.idf.il PQLICY-OHER script tag in LR - likely cross-site scripting attenpt|1130
176. 126. 237. 214(147. 237. 77. 216 |Romani a dover.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 131
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 126
176. 126. 237. 214(147. 237. 77. 216 |Romani a dover.idf.il : '\D_CA‘TCR_ CB'_:u_S@‘Tl_CN arge nu_nber of calls to char function - 115
possi bl e sgl injection obfuscation
176. 126. 237. 214|147. 237. 77. 216 |Ronani a dover.idf.il ET WEB SERVER Possible SQL I njection Attenpt SHECT FROM 96
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 86
176. 126. 237. 214|147 237. 77. 216 |Ronani a dover.idf.il SQ Injection - Select From 79
176. 126. 237. 214|147. 237. 77. 216 |Ronani a dover.idf.il QA use of concat function with select - likely SQ injection 61
176. 126. 237. 214(147. 237. 77. 216 |Ronani a dover.idf.il SQA 1=1- possible sg injection attenpt 61
176. 126. 237. 214(147. 237. 77. 216 |Romani a dover.idf.il ET VEB SERVER WSQL SELECT CGONCAT S(L I njection Attenpt 61
176. 126. 237. 214|147. 237. 77. 216 |Ronani a dover.idf.il SQ Injection - Paranoid 49
176. 126. 237. 214(147. 237. 77. 216 |Romani a dover.idf.il ET WEB_SERVER Possi bl e WS SQLi Attenpt Information Schema 44
Access
176. 126. 237. 214(147. 237. 77. 216 |Romani a dover.idf.il QA generic convert injection attenpt - CGET paranet er 36
176. 126. 237. 214(147. 237. 77. 216 |Fomani a dover.idf.il (5 WNOO/E Mcrosoft Forefront LAG javascript handler in LR XSS 18
at t enpt
66.249. 67.206 |147.237.77.170|W0ited Sates  |nmarachot.idf.il [ET SCAN NVAP -sA (2) 12
66.76.174. 2 147.237.77.233|Wited Sates  |atal.idf.il SQ Injection - Select From 12
151. 1. 159. 244  [147.237.77.74 |italy lawidf.il Tehila - Perl LWP with fake user agent 12
176. 126. 237. 214(147. 237. 77. 216 |Romani a dover.idf.il I N] OA_‘TCR' CBF[BOATI CN sel ect concat statenent - possible sql 9
i nj ecti on obf uscati on
184. 173. 233. 226(147. 237. 76.86 |Wited Sates  [navy.idf.il A Injection - Select From 9
176. 126. 237. 214|147, 237. 77. 216 |Romani a dover.idf.il SQ union select - possible sgl injection attenpt - CGET paranet er 8
176. 126. 237. 214(147. 237. 77. 216 |Romani a dover.idf.il ET VB SERVER Possible SQ Injection Attenpt UN ON SELECT 8
176. 126. 237. 214(147. 237. 77. 216 |Fomani a dover.idf.il SQ-url “ending in conment characters - possible sql injection 8
at t enpt
37.26.147.178 |147.237.0.19 |[Israel nedi matal .idf.i |ET SCAN Possible S3. Brute Force attack or Ste Gaw 7
66.249.67.216 |147.237.72.166|Wited Sates [akaidf.il ET SCAN NVAP -sA (2) 6
152. 115. 70. 227 [147. 237. 72. 166 |Denmar k aka.idf.il SQ Injection - Select From 6
66. 135. 63. 82 147.237.77.233|lhited Sates  |atal.idf.il SQ Injection - Select From 6
95.215.227. 115 |147.237. 77. 233 |Uni ted Ki ngdom|atal .idf.il SQ Injection - Select From 6
66. 249. 67. 6 147.237.72.166 |Whited Sates  |akaidf.il ET SCAN NVAP -sA (2) 6
74.208.66.220 |147.237.77.74 |Whited Sates  |lawidf.il SQ Injection - Select Fom 6
87.242.112.36  |147.237.77.74 Eég:::t”im lawidf.il SQ Injection - Select From 6
66. 249. 67. 67 147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 6
66.249. 67. 13 147.237.72.166 |Whited Sates  |aka idf.il ET SCAN NVAP -sA (2) 6
87.106.179. 116 |147.237.77.74 |Ger nmany lawidf.il QA Injection - Select From 6
85.136.227. 77  |147.237.77.233|Fain atal.idf.il SQ Injection - Select From 6
198.143.164.7 [147.237.76.42 |Lhited Sates [refush.idf.il |SQ Injection - Select Fom 6
176. 126. 237. 214|147. 237. 77. 216 |Ronani a dover.idf.il SERVER- WEBAPP awst at s access 5
62.210. 113. 143 |147.237.77. 216 |France dover.idf.il Tehila - Perl LWP with fake user agent 5
62.210. 113. 143 |147.237.77. 216 |France dover.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 5
66. 249. 65. 89 147.237.77. 216 |United Sates  |dover.idf.il ET SCAN NVAP -sA (2) 4
2.54.129. 249 147.237.76.30 |Israel hinsh.idf.il |ET SCAN NMAP -sA (2) 4
213.247.63.11 |147.237.77. 216 |Net her| ands dover.idf.il SQ Injection - Select From 4
66. 249. 65. 92 147.237.77. 216 |United Sates  |dover.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 67. 79 147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 4
86.109. 100. 64 |147.237.77.216|Sain dover.idf.il ET SCAN Potential SSH Scan 3
93. 168. 75. 2 147.237.77. 216 |Romani a dover.idf.il SERVER- WEBAPP webal i zer access 3
93. 168. 75. 2 147. 237. 77. 216 |Ronmani a dover.idf.il PQLICY-OHER script tagin LR - likely cross-site scripting attenpt|3
93. 168. 75. 2 147.237. 77. 216 |Romani a dover.idf.il GPL VB SERVER webal i zer access 3
93. 168. 75. 2 147.237. 77. 216 |[Romani a dover.idf.il SERVER- WEBAPP JBoss JMK consol e access att enpt 3
37.187.152. 111 |147.237.77. 216 |France dover.idf.il Tehila - Perl LWP with fake user agent 3




10-10-2015-00:00:06 to 10-11-2015-00:00:06

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
114.121. 161. 68 |l ndonesi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6468
95. 86. 107. 30 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5834
114. 121. 162. 125|I ndonesi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3529
114.121. 154. 39 |l ndonesi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3365
212.76.109. 174 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3355
160. 177. 64. 230 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 3143
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2580
185. 26. 180. 99 E?ir:;gom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2477
196. 206. 76. 69  |Mor occo 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2065
46.19. 85. 105 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1945
105. 155. 164. 204 |Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1526
85.250.19. 176 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1154
89. 138. 245. 56 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1099
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1038
79.183. 109. 137 |israel 147, 237.76. 200 [ei tan. aka i of. {1 | SN Engine: TP Inval i d Invalid segnent retransmssion. drop 1005
Ret r ansni ssi on Packet dr opped.
31.154.172.12 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 942
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 739
66.249.65.92  |Uited Sates |147.237. 77. 216|cover. idr. i1 || CamNg Engine: TGP Invalid —invalid segnent retransmssion drop 680
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 673
178.197. 236.36 |Swtzerland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 670
52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 662
188.120. 132. 92 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 658
84.94.22.128 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 617
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 613
66.240.65.95  |Uited Sares [147.237. 77, 216 |dover icr.i1 | €M N9 Engine: TGP Invalid Invalid segnent retransmssion drop 594
Ret r ansni ssi on Packet dr opped.
114.121. 166. 152]l ndonesi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 587
84.13.167. 137 zi;g’gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 554
79.178. 206. 250 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 553
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 551
66.240.65.80  |Uited Sares |147.237. 77. 216 |dover icr.i1 |2 €M N9 Engine: TCP Invalid Invalid segnent retransmssion drop 538
Ret r ansni ssi on Packet dr opped.
37.142.64. 29 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 512
149.78.187.53 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 484
46. 19. 85. 189 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 463
68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 439
66. 249. 65. 92 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 432
50.87.144.145 |lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 404
66. 249. 65. 95 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 402
46. 19. 86. 115 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 396
66. 249. 65. 89 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 394
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 388
213.57.206.139 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 363
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 348
85.64.133.121 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 342
149.78.216.27 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 331
46. 19. 85. 110 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 328
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 328
66. 249. 65. 95 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 296
79.177.34.122  |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 289
213.57.240. 232 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 277
176.31.117.76 |Fance 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 267
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A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
114. 121. 161. 68 |l ndonesi a 147.237.77.216|dover . i df . i | Distributed Too Miny of the Same Response Code (404) B ock 125891
114. 121. 162. 1251 ndonesi a 147.237.77. 216 |dover . i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 79226
114. 121. 154. 39 |l ndonesi a 147.237.77. 216 |dover.idf .il Dstributed Too Mainy of the Sane Response Code (404) B ock 41824
114. 121, 154. 39 I ndonesi a 147. 237.77. 216 |dover . i df . i | Ei '\1‘12?' 10;, 4.t 23 Sane Response (pde (404) in Session from B ock 12173
114. 121. 166. 1521 ndonesi a 147.237.77. 216 |dover.idf . il Dstributed Too Many of the Sane Response Code (404) B ock 8687
5.28.175.243  |Israel 147.237.0.19 |nadimatal .idf.il ;0(2’8'“1%0; 4;he Sane Response (pde (404) in Session from B ock 5752
37.26.147.178 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 5464
37.142. 68. 99 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 4332
46.19.86.3 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 3668
66. 249. 65. 89 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 89 B ock 3636
66. 249. 65. 92 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 66.249. 65. 92 B ock 3524
160. 177. 64. 230 147.237.77.216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 160. 177. 64. 230 B ock 3492
66. 249. 65. 95 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 95 B ock 3346
78. 46. 174. 55 Ger many 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 78. 46. 174. 55 B ock 3000
46.120.140. 121 |Israel 147.237.0.19 |nadi matal .idf.il I‘éﬂ“ﬁfyﬁé. tlgi Sane Response (pde (404) in Session from B ock 2784
37.142.64.137 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 2674
39. 254, 238. 227 [l ndonesi a 147.237.77. 216 |dover.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2604
5.22.129. 143 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 2482
46.19. 86. 37 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 1800
46.19. 86. 131 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 1720
105. 155. 164. 204|Mor occo 147.237.77.216|dover. i df .i | Post Request - Mssing Content Type from 105. 155. 164. 204 B ock 1421
80. 246. 136. 127 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 1315
75.126.122.176 |Uited Sates [147.237.76.86 |navy.idf.i| o 11908 815 hel ny. s, aSDX B ock 779
72.9.148.10  |[United Sates [147.237.76.86 |navy.idf. il bt rn!\)/‘;t o AUt 2o ﬁ‘;SiSng?( aspx B ock 480
212.143.38.222 I srael 147.237.76. 200 [ei tan. aka. i df . i 1 |30 "y o 10e Sam® Fesponse (de (404) i Session from Bl ock 324
46. 19. 85. 215 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 312
79.183.109. 137 |Israel 147. 237.76. 200 |ei t an. aka. i df . i | ;gf’l'gylgg_ tlgs Sane Response (ode (404) in Session from Bl ock 308
2.54.162. 247 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 273
176.13.21.211 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 216
93.172. 154. 204 i srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“ltgﬁrélef?/g;egpgfytesem s/ 1 st chi | ddocument s/ 1362 B ock 192
37.142.68.27  |israel 147.237.0.19 |nadimatal .idf.il ;3?1';2%;;;“ Sane Response (bde (404) in Session from B ock 180
66. 249. 64. 154 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 168
151.1.159. 244 |italy 147.237.77.74 |lawidf.il PHP At t enpt B ock 143
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 132
151.1.159. 244 |italy 147.237.77.74 [lawidf.il Mil tipl e Unauthori zed URL Access from 151. 1. 159. 244 B ock 126
66.249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 120
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 120
93. 168. 75. 2 Ronani a 147.237.77. 216 |dover.idf.il Mil tiple Unaut horized URL Access from 93.168. 75. 2 B ock 108
151.1.159. 244 |italy 147.237.77.74 [lawidf.il Mil tiple Admin B ocking from151. 1. 159. 244 Bl ock 108
85.65.152. 221 | srael 147.237.0.19 |nadimatal .idf.il S;;it;]i;u;é? de ?T?Zﬂ;iﬁ}j@ﬁ/ lfgg:tsesnai';t qaunti ty. asp Bl ock 108
93.172. 154. 204 |l srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Uhaut hori zed URL Access from 93.172. 154. 204 B ock 96
66.249. 64. 207 [Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 96
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 122 B ock 84
105. 102. 43. 2 Ageria 147.237.77. 216 |dover. i df . il Mil ti pl e Unaut horized URL Access from 105. 102. 43. 2 B ock 84
75.126.122.176 |United Sates [147.237.76.86 |navy.idf.il m“tnzs;' e R e 0 navy. aspx. aspx Bl ock 72
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | muégggt"zi?ﬂj‘sf;f;s;;g‘;/ (i1 s/ O si 262200/ 3410, b, Sr¢ B ock 72
84.229.198.76 |[Israel 147.237.77. 243 |nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 72
91.200. 12. 18 kr ai ne 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 72
37.59.232.247 |France 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 72
149. 78. 38. 96 I srael 147.237.77. 243 |nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 72

10-10-2015-00:00:06 to 10-11-2015-00:00:06




