NATO UNCLASSIFIED

LETTER OF ACKNOWLEDGEMENT OF RESPONSIBILITIES

1.
This letter details my responsibilities for the protection of NATO information accessed during my tour of duty with NATO School Oberammergau.  Specifically:

a. I am responsible for protecting NATO information in accordance with NATO Security Policy (C-M(2002)49) and all supporting directive and guidelines.

b. Without escort, I shall only enter the NATO Class I and Class II areas for which I have been granted access.  I am strictly prohibited from entering, without escort, NATO Class I and Class II areas for which I have not been granted access.

c. When escort is required, I shall only enter NATO Class I and Class II areas when escorted by a NATO National.

d. I am not authorised to serve as an escort in any NATO Class I or Class II area.

e. I will have access to only the NATO information which is essential for the effectiveness of NATO’s mission, and for which I have a need-to-know.

i. I am strictly prohibited from providing (in any and all formats, to include verbal, printed, and electronic format) to my Nation (including government officials and military chain-of-command) any NATO information I have accessed which has not been specifically released to my Nation (i.e., non-released NATO information).

ii. I may provide to my Nation any NATO information which has been specifically released to my Nation, provided transmission of such information meets the requirements specified in NATO Security Policy.

f. When using NATO CIS:

i. Access to NATO information must be in accordance with paragraph 1.e. (above).

ii. I am aware that any and all of my actions can be monitored at any and all times.

2.
Failure to comply with any of these responsibilities will result in the immediate and permanent loss of all forms of access to NATO information.  Failure to comply with any of these responsibilities will be reported to the NATO School Oberammergau, Delegated Authority, the Allied Command Transformation Delegated Authority, and possibly the NATO Office of Security (NOS) at the NATO HQ, Brussels.

3. 
I certify that I have read and understand the responsibilities detailed above. 

Only if applicable:  I also understand I must recertify my understanding of these responsibilities on an annual basis for the remainder of my tour of duty at NATO School Oberammergau.

	Rank & Name (Printed)
	Nation

	
	

	Signature
	Date

	
	


4.
Annual recertification:

	Rank & Name (Printed)
	Nation

	
	

	Signature
	Date

	
	


5.
I certify that I have been debriefed and understand my responsibilities for protecting the NATO information which I have accessed during my course at the NATO School Oberammergau.  I fully understand that I am strictly prohibited from providing to my Nation any non-released NATO information (i.e., NATO information which is not specifically released to my Nation) I have accessed during my course at the NATO School Oberammergau.

	Rank & Name (Printed)
	Nation

	
	

	Signature
	Date
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