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On May 2020, Microsoft is planning to release security updates affecting the following Microsoft products.
;DT WTING DTV 0D 707

Product Family Maximum Maximum Impact Associated KB Atrticles and/or Support Webpages

Severity
Windows 10 v1903, v1809, v1803, Critical Remote Code Windows 10 v1903: 4507453; Windows 10 v1809: 4507469;
v1709, and v1703 Execution Windows 10 v1803: 4507435; Windows 10 v1709: 4507455;

Windows 10 v1703: 4507450

Windows Server 2019, Windows Critical Remote Code Windows Server, version 1903: 4507453; Windows Server 2019:
Server 2016, and Server Core Execution 4507469; Windows Server 2016: 4507460; Windows Server,
installations (2019, 2016, v1803, version 1803: 4507435
and v1709)
Windows 8.1 , Windows Server Critical Remote Code Windows 8.1 and Windows Server 2012 R2 and Windows RT 8.1
2012 R2, Windows Server 2012, Execution Monthly Rollup: 4507448; Windows 8.1 and Windows Server 2012
Windows 7, Windows Server 2008 R2 Security Only: 4507457; Windows Server 2012 Monthly Rollup:
R2, and Windows Server 2008 4507462; Windows Server 2012 Security Only: 4507464; Windows

7 and Windows Server 2008 R2 Monthly Rollup: 4507449;
Windows 7 and Windows Server 2008 R2 Security Only: 4507456;
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https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507453&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851101973381&sdata=R8jxPNyvxZ0Y3A1ZNzblLwZYvf4%2FJwudFYKLzmFjPXw%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507469&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851101983374&sdata=ds2p%2Fy50btDYYn%2BVwZuUzKyV%2F72ExLdR8mzuBVJ07os%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507435&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851101993369&sdata=UdgdRhC%2B1t75ryNZgzuxhhTPb6MfDAnaBu6fuIwSniI%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507455&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851101993369&sdata=upsYmdTu50dw%2F8VBkvv3nK00UVJBrMSBbrsZwrESRtA%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507450&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102003371&sdata=Zwvyw6aMno5kDITPDwHwbi35raK4ZaMeDz6vUUG9wf8%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507453&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102003371&sdata=9uhxNdy7%2BpyhYpHt8EIi%2B7Q2bOY8bMigiWLdrSbqbP4%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507469&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102003371&sdata=LchN%2FPKdPWYmWR5uz%2BDgwh40zpJwLeQzzFj07uS3%2FsU%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507460&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102013361&sdata=oWB52mIb4nj4nHuOZ5ACV984UGhFUq%2FpzYvx1tZlV4c%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507435&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102013361&sdata=LUUD8d4gblYXfUYXE4qH1IjvbLWZlA0CasoYmrI3RaY%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507448&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102023352&sdata=BT8RxztiEyiR96Tiq%2B%2B6L%2BmueodrpgjsS8dSlAgWD4A%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507457&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102023352&sdata=YzUifJFEvRUqzk5oUTDb%2BVJGtdGIAtVKqKdk%2Fb3V%2Bh4%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507462&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102033349&sdata=Lo6JWGDmhMLfPGrsAC56TQnAVLmLohxFOqqgd0Lsd6M%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507464&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102033349&sdata=sIYRC0nBOxA%2BlSdV4TcTRJ5ARJDU1t5nAbyQ9GD4U%2FI%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507449&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102043342&sdata=Axnm24nwJ6VdSZ52Htiy8MCKR2tfpofz9g%2FP%2BiFtljM%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507456&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102043342&sdata=OfJnvCqfiiF2kjixFD4mGckuv0%2FhGkeprDRawsocKr4%3D&reserved=0

Product Family

Internet Explorer

Microsoft Office-related software

Microsoft SharePoint-related
software

Microsoft Exchange Server

Microsoft SQL Server

Maximum
Severity

Critical

Important

Important

Important

Important
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Maximum Impact

Remote Code
Execution

Remote Code
Execution

Elevation of Privilege

Elevation of Privilege

Remote Code
Execution

Associated KB Articles and/or Support Webpages

Windows Server 2008 Monthly Rollup: 4507452; Windows Server
2008 Security Only: 4507461

Internet Explorer Cumulative Update: 4507434. Updates for
Internet Explorer are also included in update packages for
Windows referenced above.

The number of KB articles associated with Microsoft Office-related
software for each monthly security update release varies
depending on the number of CVEs and the number of affected
components. There too many KB articles to list here for the
purposes of a summary. Review the content in the Security Update
Guide for article details.

Microsoft SharePoint Server 2019: 4475529

Microsoft SharePoint Enterprise Server 2016: 4475520
Microsoft SharePoint Enterprise Server 2013: 4475522
Microsoft SharePoint Foundation 2013: 4475527
Microsoft SharePoint Foundation 2010: 4475510

Microsoft Exchange Server 2019 Cumulative Update 1 and
Exchange Server 2019 Cumulative Update 2: 4509408

Microsoft Exchange Server 2016 Cumulative Update 12, Exchange
Server 2016 Cumulative Update 13, and Exchange Server 2013
Cumulative Update 23: 4509409

Microsoft Exchange Server 2010: 4509410

Microsoft SQL Server 2014 (CU+GDR) : 4505422
Microsoft SQL Server 2014 (GDR) : 4505218
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https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507452&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102053338&sdata=w1K7q6Y%2BxvwiqTJvweFDx6Xcc5Rlu1UaiLctonYywSI%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507461&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102053338&sdata=1066JqrDoDhTpHN9guD8vyIy2jiuvc7ARF1llRk1qFA%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fhelp%2F4507434&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102063328&sdata=mLtBgnbIp2XXvVyaGNZpdLKbXSWh9wdQEL84bNotQ9g%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4475529&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102063328&sdata=dqpaGI%2FR%2BUeCHKqSnhD9E3WL7a%2B3pOIu3uIcqOml4Ic%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4475520&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102063328&sdata=QZ0JXq4LTYSIJz4kWhQGXJMdjktowQGdJJIK5Yrcg%2Bk%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4475522&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102073318&sdata=g7bx%2BE9Uc7%2BiITS267OAA4plbiUX7J6Ia6YlLzNEWlU%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4475527&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102073318&sdata=afr87EFtuzMnduMobDhdmQxIz1gX7JSToR36ZjhP8hc%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4475510&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102083322&sdata=%2FFJ8N9kO5ytXbK760oEknd3b5WPddx2wwmIiE3BgGIM%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4509408&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102083322&sdata=kVZ%2BFb0jqbjGhwdxJNUKLFfdYZCE6KJDaJqoKlaz5SQ%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4509409&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102093315&sdata=aGybJoWsq5JHAFu6TWhKGLKhhrq3JQFtMLkFcgQbovE%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4509410&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102093315&sdata=FvPX1Qljtx8vpd01f6yXyHFBiIcyqXMo8UEF9k6%2BiK8%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4505422&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102103314&sdata=IT0Rs%2F2rC7E%2B83oO6vdq70ZF7ohiQlLmXgcUqMShqxo%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4505218&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102103314&sdata=Rf9adHrtEvFknzTp1OFc7T82gkIGwZAN9dG%2FMr2Ao3s%3D&reserved=0

Product Family Maximum
Severity
Microsoft .NET Framework Critical
ASP.NET Core Moderate
Microsoft Visual Studio Critical

Azure DevOps Server 2019.0.1 Critical
and Team Foundation Server

Azure loT Edge, Microsoft Azure Important
Kubernetes Service, and Azure
Automation
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Maximum Impact

Remote Code
Execution

Spoofing

Remote Code
Execution

Remote Code
Execution

Elevation of Privilege

Associated KB Articles and/or Support Webpages

Microsoft SQL Server 2014 (GDR) : 4505217

Microsoft SQL Server 2014 (CU+GDR) Microsoft SQL Server 2016
(GDR): 4505419

Microsoft SQL Server 2016 (GDR): 4505220

Microsoft SQL Server 2016 (CU+GDR): 4505222

Microsoft SQL Server 2016 (CU+GDR): 4505221

Microsoft SQL Server 2017 (CU+GDR): 4505225

Microsoft SQL Server 2017 (GDR): 4505224

The number of KB articles associated with .NET Framework for
each monthly security update release varies depending on the
number of CVEs and the number of affected components. There
too many KB articles to list here for the purposes of a summary.
Review the content in the Security Update Guide for article details.

Please see https://docs.microsoft.com/en-us/aspnet/core/

https://aka.ms/vs/16/release/latest

https://aka.ms/vs/14/release/4506164
https://aka.ms/vs/12/release/4506163
https://aka.ms/vs/11/release/4506162
https://aka.ms/vs/10/release/4506161

Please see the Security Update Guide for additional details:
https://aka.ms/securityupdates

Please see the Security Update Guide for additional details:
https://aka.ms/securityupdates
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https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4505217&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102103314&sdata=w%2FNJ6fTxyskwLt7d6H1mVbkaPdh3nY%2BlnIgtPet3eqs%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4505419&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102113299&sdata=Vqep30ykCP%2BdLnDst16rapS2JCmMTozWCBaWaKrEy9E%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4505220&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102113299&sdata=2e14N3oubwcoZSTHJOeLDZmO%2Ftf7iiKvVcTrM7FAxEE%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4505222&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102123296&sdata=iLt74r%2FCJA8RKSpQrAKCFN%2BWgxElHymtFO9r3AXcfyE%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4505221&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102123296&sdata=WsWwTasaORl%2F6qXYWKBdcwORp%2F%2B5JpW85dCkS4QuTB0%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4505225&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102133292&sdata=DVx9yk0%2BzmAAtoz99PyrvcJoU%2Bi2uS9JV58L9xiEaIY%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fkb%2F4505224&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102133292&sdata=f1dXBjMqOe3oSq6NKh6N9mAVyQ0S0FCqeTbqMNxezLU%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Faspnet%2Fcore%2F&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102143280&sdata=8GmC%2BBdmfqRw4k1S2Fr5v3%2Fe0TuZnPSyRC81WOSII6U%3D&reserved=0
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/14/release/4506164
https://aka.ms/vs/12/release/4506163
https://aka.ms/vs/11/release/4506162
https://aka.ms/vs/10/release/4506161
https://aka.ms/securityupdates
https://aka.ms/securityupdates
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Product Family Maximum Maximum Impact Associated KB Articles and/or Support Webpages
Severity
Mail and Calendar Important Information Disclosure https://www.microsoft.com/en-us/p/mail-and-
calendar/9wzdncrfhvgm?activetab=pivot:overviewtab
ChakraCore Critical Remote Code ChakraCore is the core part of Chakra, the high-performance

Execution JavaScript engine that powers Microsoft Edge and Windows
applications written in HTML/CSS/JS. More information is available
at https://github.com/Microsoft/ChakraCore/wiki. Please see the
Security Update Guide for additional details:
https://aka.ms/securityupdates
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https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fp%2Fmail-and-calendar%2F9wzdncrfhvqm%3Factivetab%3Dpivot%3Aoverviewtab&data=02%7C01%7Cidanm%40microsoft.com%7C4b28a71a34e143e25ec408d709135de0%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636987851102143280&sdata=CPqr%2Fchxcjw9gJp7SHNGCDTY1t7hZjtUweJByT6%2B4Ww%3D&reserved=0
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