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Israel National Defense College
The 47th Class
Israel Defense Forces
The IDF Colleges 871
Israel National Defense College
Tel: 03-7607337
Fax:         03-7607467
April 19, 2020
Participants of the 47th class
Commander of the IDF Colleges
Prof. Yossi Ben-Artzi
INDC staff
The National Cyber Directorate
Re: Cyber Symposium
General
1. On April 26, 2020, a Symposium on the subject of cyber.
2. Short background to the Symposium:
A. We are now witness to a new phenomenon - cyber. This phenomenon began in the 1990s and was created from the almost complete connectivity of computer and communication systems, ubiquitous internet connections for almost everyone in the world, processing speed that enabled the flow of large volumes of data, decreased costs of processing and memory components, and the ability to collect information and process it in unimaginable amounts. All these introduced changes in industry, the economy, our lifestyles and the defense against new threats (the cyber threat). This phenomenon influences all aspects of our lives - as individuals, as a society and as a nation.
B. The cyber revolution releases us from sole dependence on physical space and transfers a large part of human activity to the virtual dimension. However, the horizontal influence of this phenomenon requires control and understanding not only of technological disciplines, but also its strategic aspects. This control of these areas is critical for the performance of managers and decision makers in both the public and security sectors - to safely lead the their efforts and organizations a post-industrial era - the cyber era.
3. The Symposium's goals are:
A. Broadening horizons in the field of cyber and developing a systemic outlook of the cyber threat and cyber defense on the national level. 
B. Understanding the realization process for this new national strategy that has been reached in this area - for all levels and challenges. 
C. Introduction to the cross-sector ecosystems and jointness in this field.
4. The Symposium will be held together with the National Cyber Directorate. This is the place to thank them for their participation in structuring the learning and executing it.
5. Due to the directives issued by the Ministry of Health, the visit that was planned to the National Cyber Directorate's facility and the developing ecosystems in Beer Sheva has been changed and will now be held as an online class.
The Symposium's structure
6. All the learning will be carried out in the plenum. The lectures will be held via Microsoft Teams. 
7. The following is the Symposium's planned schedule:
A. 9:00-10:15 - opening lecture - "The Playground" and the players in Israel's cyber space. Presentation of national cyber challenges and the national cyber array - The Head of The National Cyber Directorate, Mr. Yigal Unna.
B. 10:15-10:30 - break
C. 10:30-11:30 - cyber resilience: national test cases (elections, COVID-19, etc.)/ Mr. Rafael Franco from the National Cyber Directorate. 
D. 11:30-13:00 - Lunch
E. 13:00-14:00 - Presentation of the national CERT. What is CERT? What are its responsibilities? A virtual tour in the national CERT - Head of the Monitoring and Analysis Center, Mr. Erez Tidhar. 
CERT: Computer/Cyber Emergency Response/Readiness Team
F. 14:00-14:15 - break
G. 14:15-15:15 - Intelligence and offensive cyber - assessment of intent and attack capabilities / VP Cyber, Rayzone, Mr. Guy Mizrahi. 
H. 15:15-15:30 - break
I. 16:00-15:30 - Summation, participant discussion and questions - Head of the Infrastructure and Resistance Branch, Mr. Nitzan Amar.


Points of emphasis for the Symposium
8. All the presentations will be translated ahead of time by the presenters.
9. The lecturers' presentations will be presented by representatives of The National Cyber Directorate who will accompany the symposium.
10. Attached is a file that includes the national strategy for cyber protection (Hebrew, English), which are considered mandatory reading prior to the symposium. 
11. In addition, a cyber glossary is available for your use.
Senior learning is awaiting us all!
Sincerely,

Avi Almog
INDC Instructor
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