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 2018מאי  10חמישי  יום

 לכבוד,

 זמין לממשלקוחות 

 שלום רב,

 

 מאיחודש  - Windowsעדכוני אבטחת מידע לשרתי ה  הנדון:

2018  

 לידיעתכם,

 .אבטחה ניעדכו 15החודש יצאו 

 :לחודש זה להלן פירוט העדכונים 

  

Product Family Maximum 

Severity 

Maximum 

Impact 

Servicing Notes 

All versions of Windows 

10 and Windows Server 

2016 (not including 

Microsoft Edge) 

Critical Remote 

Code 

Execution 

Updates for Windows 10 and Windows Server 

2016 will be cumulative and will include both 

security fixes and non-security updates. For 

more information, see the TechNet resource 

Update Windows 10 in the Enterprise. See also 

Changes to Office and Windows servicing and 

support.   

Microsoft Edge Critical Remote 

Code 

Execution 

Updates for Microsoft Edge are included in 

Windows 10 monthly rollups. We separate 

Edge out in this table to show vulnerability 

ratings for Edge apart from other Windows 10 

components.  

https://docs.microsoft.com/en-us/windows/deployment/update/index
https://blogs.technet.microsoft.com/windowsitpro/2018/02/01/changes-to-office-and-windows-servicing-and-support/
https://blogs.technet.microsoft.com/windowsitpro/2018/02/01/changes-to-office-and-windows-servicing-and-support/
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Product Family Maximum 

Severity 

Maximum 

Impact 

Servicing Notes 

Windows 8.1 and 

Windows Server 2012 

R2 

Critical Remote 

Code 

Execution 

Updates for Windows 8.1 and Windows Server 

2012 R2 will be offered via a single monthly 

rollup that addresses both security and 

reliability issues in a single update. A separate 

security-only rollup containing only security 

fixes for the month will also be available for 

download on the Microsoft Update Catalog. 

For more details, see Simplified servicing for 

Windows 7 and Windows 8.1: the latest 

improvements. 

Windows Server 2012 Critical Remote 

Code 

Execution 

Updates for Windows Server 2012 will be 

offered via a single monthly rollup that 

addresses both security and reliability issues in 

a single update. A separate security-only rollup 

containing only security fixes for the month will 

also be available for download on the 

Microsoft Update Catalog. For more details, 

see Simplified servicing for Windows 7 and 

Windows 8.1: the latest improvements. 

Windows RT 8.1 Critical Remote 

Code 

Execution 

Updates for Windows RT 8.1 and Microsoft 

Office RT software are only available via 

Windows Update.  

Windows 7 and 

Windows Server 2008 

R2 

Critical Remote 

Code 

Execution 

Updates for Windows 7 and Windows Server 

2008 R2 will be offered via a single monthly 

rollup that addresses both security and 

reliability issues in a single update. A separate 

security-only rollup containing only security 

fixes for the month will also be available for 

download on the Microsoft Update Catalog. 

For more details, see Simplified servicing for 

Windows 7 and Windows 8.1: the latest 

improvements. 

https://blogs.technet.microsoft.com/windowsitpro/2017/01/13/simplified-servicing-for-windows-7-and-windows-8-1-the-latest-improvements/
https://blogs.technet.microsoft.com/windowsitpro/2017/01/13/simplified-servicing-for-windows-7-and-windows-8-1-the-latest-improvements/
https://blogs.technet.microsoft.com/windowsitpro/2017/01/13/simplified-servicing-for-windows-7-and-windows-8-1-the-latest-improvements/
https://blogs.technet.microsoft.com/windowsitpro/2017/01/13/simplified-servicing-for-windows-7-and-windows-8-1-the-latest-improvements/
https://blogs.technet.microsoft.com/windowsitpro/2017/01/13/simplified-servicing-for-windows-7-and-windows-8-1-the-latest-improvements/
https://blogs.technet.microsoft.com/windowsitpro/2017/01/13/simplified-servicing-for-windows-7-and-windows-8-1-the-latest-improvements/
https://blogs.technet.microsoft.com/windowsitpro/2017/01/13/simplified-servicing-for-windows-7-and-windows-8-1-the-latest-improvements/
https://blogs.technet.microsoft.com/windowsitpro/2017/01/13/simplified-servicing-for-windows-7-and-windows-8-1-the-latest-improvements/
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Product Family Maximum 

Severity 

Maximum 

Impact 

Servicing Notes 

Windows Server 2008 Critical Remote 

Code 

Execution 

Updates for Windows Server 2008 are not 

offered in a cumulative update or rollup. 

Individual updates will be offered via Windows 

Update and the Microsoft Update Catalog.   

Internet Explorer Critical Remote 

Code 

Execution 

The Security Only update for Windows 7, 

Windows Server 2008 R2, Windows Server 

2012, Windows 8.1, and Windows Server 2012 

R2 will not include security updates for Internet 

Explorer. These updates for IE will be offered as 

a separate package. For more details, see the 

blog post Simplified servicing for Windows 7 

and Windows 8.1: the latest improvements.  

Microsoft Office-related 

software 

Important Remote 

Code 

Execution 

Updates for Office are offered through 

Microsoft Update and can also be downloaded 

separately. For information on updates for 

Microsoft Office, visit the Office Tech Center 

landing page for Office Downloads and 

Updates. See also Changes to Office and 

Windows servicing and support.   

Microsoft SharePoint-

related software 

Important Remote 

Code 

Execution 

Updates for Microsoft SharePoint are offered 

through Microsoft Update and can also be 

downloaded separately. For more information, 

see SharePoint Updates. 

Microsoft Exchange 

Server 

Important Remote 

Code 

Execution 

Updates for Microsoft Exchange Server are 

available from Microsoft Update and the 

Microsoft Download Center as a cumulative or 

standalone update. 

Microsoft .NET software Important Security 

Feature 

Bypass 

.NET Framework is a development platform for 

building apps for the web, Windows, Windows 

Server, and Microsoft Azure. .NET Core is a 

general-purpose development platform 

https://blogs.technet.microsoft.com/windowsitpro/2017/01/13/simplified-servicing-for-windows-7-and-windows-8-1-the-latest-improvements/
https://blogs.technet.microsoft.com/windowsitpro/2017/01/13/simplified-servicing-for-windows-7-and-windows-8-1-the-latest-improvements/
https://technet.microsoft.com/en-us/office/bb267342.aspx?f=255&MSPPError=-2147217396
https://technet.microsoft.com/en-us/office/bb267342.aspx?f=255&MSPPError=-2147217396
https://technet.microsoft.com/en-us/office/bb267342.aspx?f=255&MSPPError=-2147217396
https://blogs.technet.microsoft.com/windowsitpro/2018/02/01/changes-to-office-and-windows-servicing-and-support/
https://blogs.technet.microsoft.com/windowsitpro/2018/02/01/changes-to-office-and-windows-servicing-and-support/
https://technet.microsoft.com/library/4b32dfba-1af6-4077-9a92-7cec8f220f20#BKMK_2016
https://docs.microsoft.com/en-us/dotnet/framework/
https://docs.microsoft.com/en-us/dotnet/core/
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Product Family Maximum 

Severity 

Maximum 

Impact 

Servicing Notes 

maintained by Microsoft and the .NET 

community on GitHub.  

SDK for Azure IoT Important Information 

Disclosure 

The Microsoft Azure IoT device SDKs contain 

code that facilitates building devices and 

applications that connect to and are managed 

by Azure IoT Hub services. GitHub maintains a 

repository of all Azure IoT SDKs. How to get 

support for Azure IoT SDK provides additional 

information. 

ChakraCore Critical Remote 

Code 

Execution 

ChakraCore is the core part of Chakra, the 

high-performance JavaScript engine that 

powers Microsoft Edge and Windows 

applications written in HTML/CSS/JS. More 

information is available at 

https://github.com/Microsoft/ChakraCore/wiki. 

Adobe Flash Player Critical Remote 

Code 

Execution 

Updates for Adobe Flash Player will be offered 

to the following operating systems: Windows 

8.1, Windows Server 2012, Windows Server 

2012 R2, Windows RT 8.1, Windows 10, and 

Windows Server 2016. 

 

 

   

 הודעה זו. מפרסום ימים 7בביצוע התקנות אבטחת מידע,  לממשל זמין תחיחידת 

 נעדכן את השרתים באופן עצמאי. , תוך פרק זמן זה במידה ולא תתקבל תגובה

 

 בכבוד רב, 

  ממשל זמין השירותמערך  

https://github.com/dotnet/core
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-sdks
https://github.com/Azure/azure-iot-sdks
https://azure.microsoft.com/en-us/blog/how-to-get-support-for-azure-iot-sdk/
https://azure.microsoft.com/en-us/blog/how-to-get-support-for-azure-iot-sdk/
https://github.com/Microsoft/ChakraCore/wiki


 

 02-6664666, טלפון: 9025801, קריית הממשלה, ירושלים 1לורך רחוב נתנאל יחידת ממשל זמין, רשות התקשוב הממשלתי, 

 

 


