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 2018יולי  19חמישי  יום

 לכבוד,

 זמין לממשלקוחות 

 יוליחודש  - Windowsעדכוני אבטחת מידע לשרתי ה  הנדון:

2018  

 לידיעתכם,

 .אבטחה ניעדכו 11החודש יצאו 

 :לחודש זה להלן פירוט העדכונים 

On July 10, 2018, Microsoft released new security updates affecting the following 

Microsoft products: 
 

Product Family Maximum 

Severity 

Maximum 

Impact 

Associated KB Articles and/or Support 

Webpages 

Windows 10 and 

Windows Server 2016 

(Not including 

Microsoft Edge) 

Important Elevation of 

Privilege 

Windows 10 v1803: 4338819; Windows 10 

v1709: 4338825; Windows 10 v1703: 4338826; 

Windows 10 v1607: 4338814; Windows 10: 

4338829; and Windows Server 2016: 4338814 

Microsoft Edge Critical Remote Code 

Execution 

Microsoft Edge: 4338819, 4338825, 4338826, 

4338829, 4338814 

Windows 8.1 and 

Windows Server 2012 

R2 

Important Elevation of 

Privilege 

Windows 8.1 and Windows Server 2012 R2 

Monthly Rollup: 4338815 

Windows 8.1 and Windows Server 2012 R2 

Security Only: 4338824 

Windows Server 2012 Important Elevation of 

Privilege 

Windows Server 2012 Monthly Rollup: 

4338830 

Windows Server 2012 Security Only: 4338820 

https://support.microsoft.com/help/4338819
https://support.microsoft.com/help/4338825
https://support.microsoft.com/help/4338826
https://support.microsoft.com/help/4338814
https://support.microsoft.com/help/4338829
https://support.microsoft.com/help/4338814
https://support.microsoft.com/help/4338819
https://support.microsoft.com/help/44338825
https://support.microsoft.com/help/4338826
https://support.microsoft.com/help/4338829
https://support.microsoft.com/help/4338814
https://support.microsoft.com/help/4338815
https://support.microsoft.com/help/4338824
https://support.microsoft.com/help/4338830
https://support.microsoft.com/help/4338820
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Product Family Maximum 

Severity 

Maximum 

Impact 

Associated KB Articles and/or Support 

Webpages 

Windows RT 8.1 Important Elevation of 

Privilege 

Windows RT 8.1: 4284815 

Note: Updates for Windows RT 8.1 are only 

available via Windows Update 

Windows 7 and 

Windows Server 2008 

R2 

Important Elevation of 

Privilege 

Windows 7 and Windows Server 2008 R2 

Monthly Rollup: 4338818 

Windows 7 and Windows Server 2008 R2 

Security Only: 4338823 

Windows Server 2008 Important Elevation of 

Privilege 

Updates for Windows Server 2008 are not 

offered in a cumulative update or rollup. The 

following articles reference a version of 

Windows Server 2008: 4293756, 4339854, 

4291391, 4339291, 4295656, 4339503, 

4340583 

Internet Explorer Critical Remote Code 

Execution 

Internet Explorer 9 IE Cumulative: 4339093; 

Internet Explorer 10 Monthly Rollup: 4338830; 

Internet Explorer 10 IE Cumulative: 4339093; 

Internet  Explorer 11 Monthly Rollup: 4338815 

and 4338818; 

Internet Explorer 11 IE Cumulative: 4339093; 

Internet Explorer 11 Security Update: 4338819, 

4338825, 4338826, 4338829, and 4338814 

Microsoft Office-

related software 

Important Remote Code 

Execution 

The number of KB articles associated with 

Microsoft Office for each monthly security 

update release varies depending on the 

number of CVEs and the number of affected 

components. This month there are more than 

20 KB Articles related to Office updates – too 

many to list here for the purposes of a 

https://support.microsoft.com/help/4284815
https://support.microsoft.com/help/4338818
https://support.microsoft.com/help/4338823
https://support.microsoft.com/help/4293756
https://support.microsoft.com/help/4339854
https://support.microsoft.com/help/4291391
https://support.microsoft.com/help/4339291
https://support.microsoft.com/help/4295656
https://support.microsoft.com/help/4339503
https://support.microsoft.com/help/4340583
https://support.microsoft.com/help/4339093
https://support.microsoft.com/help/4338830
https://support.microsoft.com/help/4339093
https://support.microsoft.com/help/4338815
https://support.microsoft.com/help/4338818
https://support.microsoft.com/help/4339093
https://support.microsoft.com/help/4338819
https://support.microsoft.com/help/4338825
https://support.microsoft.com/help/4338826
https://support.microsoft.com/help/4338829
https://support.microsoft.com/help/4338814
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Product Family Maximum 

Severity 

Maximum 

Impact 

Associated KB Articles and/or Support 

Webpages 

summary. Review the content in the Security 

Update Guide for article details. 

Microsoft SharePoint-

related software 

Important Remote Code 

Execution 

Microsoft SharePoint-related software: 

4022235, 4022228, and 4022243 

Skype for Business, 

Microsoft Lync 

Important Remote Code 

Execution 

Skype for Business: 4022221 

Microsoft Lync: 4022225 

.NET, .NET Core, 

ASP.NET, ASP.NET Core  

Important Remote Code 

Execution 

The number of support articles associated with 

a .NET Framework security update release will 

vary depending on the number of CVEs and 

the number of affected components. This 

month there are more than 20 support articles 

related to .NET Framework updates – too many 

to list here for the purpose of a summary. .NET 

Core is a general-purpose development 

platform maintained by Microsoft and the .NET 

community on GitHub. 

Microsoft Visual Studio Important Remote Code 

Execution 

Microsoft Visual Studio: 4336919, 4336946, 

4336986, and 4336999 

Microsoft Research 

JavaScript 

Cryptography Library 

Important Security Feature 

Bypass 

The MSR JavaScript Cryptography Library has 

been developed for use with cloud services in 

an HTML5 compliant and forward-looking 

manner. The library is under active 

development. See the Download Center for 

updates.  

Microsoft Wireless 

Display Adapter 

Important Remote Code 

Execution 

See Microsoft Wireless Display Adapter for 

software and driver information.  

PowerShell Editor 

Services, PowerShell 

Critical Remote Code 

Execution 

Built on the .NET Framework, PowerShell is an 

open-source, task-based command-line shell 

and scripting language. See GitHub for 

https://support.microsoft.com/kb/4022235
https://support.microsoft.com/help/4022228
https://support.microsoft.com/help/4022243
https://support.microsoft.com/kb/4022221
https://support.microsoft.com/kb/4022225
https://docs.microsoft.com/en-us/dotnet/framework/
https://docs.microsoft.com/en-us/dotnet/core/
https://docs.microsoft.com/en-us/dotnet/core/
https://github.com/dotnet/core
https://support.microsoft.com/kb/4336919
https://support.microsoft.com/kb/4336946
https://support.microsoft.com/kb/4336986
https://support.microsoft.com/kb/4336999
https://www.microsoft.com/en-us/research/project/msr-javascript-cryptography-library/
https://www.microsoft.com/en-us/download/confirmation.aspx?id=52439
https://www.microsoft.com/accessories/en-us/d/microsoft-wireless-display-adapter
https://docs.microsoft.com/en-us/powershell/scripting/powershell-scripting?view=powershell-6


 

 02-6664666, טלפון: 9025801, קריית הממשלה, ירושלים 1נתנאל לורך רחוב יחידת ממשל זמין, רשות התקשוב הממשלתי, 

 

Product Family Maximum 

Severity 

Maximum 

Impact 

Associated KB Articles and/or Support 

Webpages 

Extension for Visual 

Studio Code 

updates on The PowerShell Extension for 

Visual Studio Code and PowerShell Editor 

Services.  

Web Customizations 

for AD FS 

Important Spoofing AD FS provides a number of options for 

administrators to customize and tailor the end-

user experience to meet their corporate needs. 

See AD FS user sign-in customization. See 

GitHub for the AD FS Web Customization 

repository.  

ChakraCore Critical Remote Code 

Execution 

ChakraCore is the core part of Chakra, the 

high-performance JavaScript engine that 

powers Microsoft Edge and Windows 

applications written in HTML/CSS/JS. More 

information is available at 

https://github.com/Microsoft/ChakraCore/wiki.  

Adobe Flash Player Critical Remote Code 

Execution 

Adobe Flash Player KB Article: 4338832   

Adobe Flash Player Advisory: ADV180017 

  

 הודעה זו. מפרסום ימים 7בביצוע התקנות אבטחת מידע,  לממשל זמין תחיחידת 

 נעדכן את השרתים באופן עצמאי. , תוך פרק זמן זה במידה ולא תתקבל תגובה

 

 בכבוד רב, 

  ממשל זמין השירותמערך  

 

https://github.com/PowerShell/vscode-powershell
https://github.com/PowerShell/vscode-powershell
https://github.com/PowerShell/PowerShellEditorServices
https://github.com/PowerShell/PowerShellEditorServices
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/ad-fs-user-sign-in-customization
https://github.com/Microsoft/adfsWebCustomization
https://github.com/Microsoft/ChakraCore/wiki
https://support.microsoft.com/help/4338832
https://msrc-portal-preview.azurewebsites.net/en-US/security-guidance/advisory/ADV180017

