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Product Family | Maximum | Maximum Associated KB Articles and/or Support Webpages
Severity | Impact
Windows 10 Important | Remote Code | Windows 10 RTM: 4053581; Windows 10 1607: 4053579;
and Windows Execution Windows 10 1703: 4053580; Windows 10
Server 2016 1709: 4054517 Windows Server 2016: 4053579.
(not including
Microsoft
Edge)
Microsoft Edge | Critical Remote Code | Windows 10 RTM: 4053581; Windows 10 1607: 4053579;
Execution Windows 10 1703: 4053580; Windows 10
1709: 4054517 Windows Server 2016: 4053579.
Windows 8.1 Important | Remote Code | Windows 8.1 and Windows Server 2012
and Windows Execution R2: 4054519 (Monthly Rollup) and 4054522 (Security
Server 2012 R2 Only).
Windows Important | Remote Code | Windows Server 2012: 4054520 (Monthly Rollup)
Server 2012 Execution and 4054523(Security Only).
Windows RT Important | Remote Code | Windows RT 8.1: 4054519. Note: updates for Windows
8.1 Execution RT 8.1 are only available via Windows Update.
Windows 7 and | Important | Remote Code | Windows 7 and Windows Server 2008
Windows Execution R2: 4054518 (Monthly Rollup)4054521 and (Security
Server 2008 R2 Only).
Windows Important | Remote Code | Updates for Windows Server 2008 are not offered in a
Server 2008 Execution cumulative update or rollup. The following articles

02-6664666 1970 ,9025801 n™ 7w ,n7wnnn N ,1 017 781N 2N |1 7wnn DTN M7vUNnn AYENN DY)



https://support.microsoft.com/help/4053581
https://support.microsoft.com/help/4053579
https://support.microsoft.com/help/4053580
https://support.microsoft.com/help/4054517
https://support.microsoft.com/help/4053579
https://support.microsoft.com/help/4053581
https://support.microsoft.com/help/4053579
https://support.microsoft.com/help/4053580
https://support.microsoft.com/help/4054517
https://support.microsoft.com/help/4053579
https://support.microsoft.com/help/4054519
https://support.microsoft.com/help/4054522
https://support.microsoft.com/help/4054520
https://support.microsoft.com/help/4054523
https://support.microsoft.com/help/4054519
https://support.microsoft.com/help/4054518
https://support.microsoft.com/help/4054521
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Product Family | Maximum | Maximum Associated KB Articles and/or Support Webpages
Severity | Impact
reference a version of Windows Server
2008: 4052303 and 4053473.
Internet Critical Remote Code | Internet Explorer 9: 4052978; Internet Explorer
Explorer Execution 10: 4054520 (Monthly Rollup) and 4052978 (IE
Cumulative); Internet Explorer
11: 4052978,4053578, 4053579, 4053580, 4053581, 4054
517, 4054518, 4054519.
Microsoft Important | Remote Code | The number of KB articles associated with Office for
Office-related Execution each monthly security update release varies depending
software on the number of CVEs and the number of affected
components. The following KB Articles reference Office
and office-related
components: 4011095, 4011277,4011575, 4011590, 401
1608, 4011612, 4011614.
Microsoft Important | Elevation of Information from Microsoft regarding security updates
SharePoint Privilege for Microsoft SharePoint Enterprise Server
Enterprise 2016: 4011576.
Server 2016
Microsoft Important |Spoofing Information from Microsoft regarding security updates
Exchange for Exchange Server: 4045655.
Server
ChakraCore Critical Remote Code | ChakraCore is the core part of Chakra, the high-
Execution performance JavaScript engine that powers Microsoft
Edge and Windows applications written in
HTML/CSS/JS. More information is available
at https://github.com/Microsoft/ChakraCore/wiki.
Adobe Flash Critical Remote Code | Information from Microsoft regarding security updates
Player Execution for Adobe Flash Player: 4053577.
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https://support.microsoft.com/help/4052303
https://support.microsoft.com/help/4053473
https://support.microsoft.com/help/4052978
https://support.microsoft.com/help/4054520
https://support.microsoft.com/help/4052978
https://support.microsoft.com/help/4052978
https://support.microsoft.com/help/4053578
https://support.microsoft.com/help/4053579
https://support.microsoft.com/help/4053580
https://support.microsoft.com/help/4053581
https://support.microsoft.com/help/4054517
https://support.microsoft.com/help/4054517
https://support.microsoft.com/help/4054518
https://support.microsoft.com/help/4054519
https://support.microsoft.com/help/4011095
https://support.microsoft.com/help/4011277
https://support.microsoft.com/help/4011575
https://support.microsoft.com/help/4011590
https://support.microsoft.com/en-us/help/4011608
https://support.microsoft.com/en-us/help/4011608
https://support.microsoft.com/help/4011612
https://support.microsoft.com/help/4011614
https://support.microsoft.com/help/4011576
https://support.microsoft.com/help/4045655
https://github.com/Microsoft/ChakraCore/wiki
https://support.microsoft.com/help/4053577
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