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 2018נובמבר  18ראשון  יום

 לכבוד,

 זמין לממשלקוחות 

 8120 אוקטובר 11 לתאריך עדכון תוכנות אבטחה  הנדון:

 לידיעתכם,

 .אבטחה ניעדכו החודש יצאו 

 

On November 13, 2018, Microsoft is planning to release security updates affecting 

the following Microsoft products. 

 

 :לחודש זה  העדכוניםלהלן פירוט 

Product Family Maximum 

Severity 

Maximum 

Impact 

Servicing Notes 

Windows 10 v1809, 

v1803, v1709, v1703, 

v1607, Windows 10 

for 32-bit Systems, 

and Windows 10 for 

x64-based Systems 

(not including Edge) 

Critical Remote 

Code 

Execution 

Updates for Windows 10 will be cumulative and will 

include both security fixes and non-security updates. 

For more information, see 

. https://docs.microsoft.com/windows/deployment

Changes to Office and Windows servicing and 

.l backgroundprovides additiona support 

Microsoft Edge Critical Remote 

Code 

Execution 

Updates for Microsoft Edge are included in Windows 

10 monthly rollups. We separate Edge out in this 

table to show vulnerability ratings for Edge apart 

from other Windows 10 components.  

Windows Server 2019, 

Windows Server 2016, 

and Server Core 

installations (2019, 

Critical Remote 

Code 

Execution 

Updates for these modern Windows Server products 

will be cumulative and will include both security fixes 

For more information, see  security updates.-and non

 server-https://docs.microsoft.com/windows 

https://docs.microsoft.com/windows/deployment/
https://techcommunity.microsoft.com/t5/Windows-IT-Pro-Blog/Changes-to-Office-and-Windows-servicing-and-support/ba-p/151509
https://techcommunity.microsoft.com/t5/Windows-IT-Pro-Blog/Changes-to-Office-and-Windows-servicing-and-support/ba-p/151509
https://docs.microsoft.com/en-us/windows-server/
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Product Family Maximum 

Severity 

Maximum 

Impact 

Servicing Notes 

2016, v1803, and 

v1709) 

Windows 8.1, 

Windows Server 2012 

R2, Windows Server 

2012, Windows 7, 

Windows Server 2008 

R2, and Windows 

Server 2008 

Critical Remote 

Code 

Execution 

Updates for these down-level versions of Windows 

will be offered via monthly rollups. For each version 

of Windows, two rollups will be offered: The Security 

Monthly Quality Update (aka the Monthly Rollup) will 

contain both security and reliability fixes. The Security 

Only Quality Update (aka the Security Only update) 

will contain only security fixes for the month. For 

Simplified servicing for Windows 7 more details, see 

nd a and Windows 8.1: the latest improvements

ows Server 2008 and Windows Server Upgrade Wind

.R2 2008 

Internet Explorer Critical Remote 

Code 

Execution 

The Security Only update for Windows 7, Windows 

Server 2008 R2, Windows Server 2012, Windows 8.1, 

and Windows Server 2012 R2 will not include security 

updates for Internet Explorer. These updates for IE 

will be offered as a separate package. For more 

Simplified servicing for  details, see the blog post

Windows 7 and Windows 8.1: the latest 

.improvements 

Microsoft Office-

related software 

Important Remote 

Code 

Execution 

For more information about updates for Office, 

 https://docs.microsoft.com/officeupdatesplease visit 

Office and Windows servicing and Changes to and 

.support 

Microsoft SharePoint-

related software 

Important Remote 

Code 

Execution 

For more information about updates for SharePoint, 

please visit 

-https://docs.microsoft.com/officeupdates/sharepoint

.updates 

https://techcommunity.microsoft.com/t5/Windows-Blog-Archive/Simplified-servicing-for-Windows-7-and-Windows-8-1-the-latest/ba-p/166798
https://techcommunity.microsoft.com/t5/Windows-Blog-Archive/Simplified-servicing-for-Windows-7-and-Windows-8-1-the-latest/ba-p/166798
https://docs.microsoft.com/en-us/windows-server/get-started/modernize-windows-server-2008
https://docs.microsoft.com/en-us/windows-server/get-started/modernize-windows-server-2008
https://techcommunity.microsoft.com/t5/Windows-Blog-Archive/Simplified-servicing-for-Windows-7-and-Windows-8-1-the-latest/ba-p/166798
https://techcommunity.microsoft.com/t5/Windows-Blog-Archive/Simplified-servicing-for-Windows-7-and-Windows-8-1-the-latest/ba-p/166798
https://techcommunity.microsoft.com/t5/Windows-Blog-Archive/Simplified-servicing-for-Windows-7-and-Windows-8-1-the-latest/ba-p/166798
https://docs.microsoft.com/officeupdates/
https://techcommunity.microsoft.com/t5/Windows-IT-Pro-Blog/Changes-to-Office-and-Windows-servicing-and-support/ba-p/151509
https://techcommunity.microsoft.com/t5/Windows-IT-Pro-Blog/Changes-to-Office-and-Windows-servicing-and-support/ba-p/151509
https://docs.microsoft.com/officeupdates/sharepoint-updates
https://docs.microsoft.com/officeupdates/sharepoint-updates
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Product Family Maximum 

Severity 

Maximum 

Impact 

Servicing Notes 

Microsoft Exchange 

Server 

Important Elevation 

of 

Privilege 

For more information about updates for Exchange 

please visit Server, 

. https://docs.microsoft.com/exchange 

Skype for Business, 

Microsoft Lync 

Low Denial of 

Service 

For more information about updates for Skype for 

please visit Business, 

For . https://docs.microsoft.com/skypeforbusiness

 please visitLync, more information about 

.https://docs.microsoft.com/lync 

.NET Core  Moderate Tampering for  https://docs.microsoft.com/dotnetSee 

documentation on .NET Framework, .NET Core, 

ASP.NET, and ASP.NET core. These products are 

maintained by Microsoft and the .NET community at 

.https://github.com/topics/dotnet 

PowerShell Core Important Remote 

Code 

Execution 

For more information on PowerShell, please visit 

.https://docs.microsoft.com/powershell 

ChakraCore Critical Remote 

Code 

Execution 

ChakraCore is the core part of Chakra, the high-

performance JavaScript engine that powers Microsoft 

Edge and Windows applications written in 

HTML/CSS/JS. More information is available at 

./Microsoft/ChakraCore/wikihttps://github.com 

Adobe Flash Player Important Remote 

Code 

Execution 

Updates for Adobe Flash Player will be offered to the 

following operating systems: Windows 8.1, Windows 

Server 2012, Windows Server 2012 R2, Windows RT 

8.1, Windows 10, and Windows Server 2016.  

 הודעה זו. מפרסום ימים 7בביצוע התקנות אבטחת מידע,  לממשל זמין תחיחידת 

 נעדכן את השרתים באופן עצמאי. , תוך פרק זמן זה במידה ולא תתקבל תגובה

 בכבוד רב, 

  ממשל זמין השירותמערך  

https://docs.microsoft.com/exchange/
https://docs.microsoft.com/skypeforbusiness
https://docs.microsoft.com/lync
https://docs.microsoft.com/dotnet/
https://github.com/topics/dotnet
https://docs.microsoft.com/powershell
https://github.com/Microsoft/ChakraCore/wiki
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