- Mo - 'y
2BSECURE@matrIX gov

www.gov.il

=)

101N NP TA
NOyNn — N"MAVUPHOXR
NN NAAN

May

1"t Srnn

www.gov.il

"y ysia
101N MPTTa NN

2bsecure, The security division of Matrix

AND2 MR 5aPD 192N 12NN D'PON IR DT NDN NS IX 0P8 ,ANDYY ,pNynY 'K M8 NMDT 12TA NyTin ©
X 121D ,Nr JnoN XMpn 9D .2Bsecure NN2M AT YNN S *TYY2N 1107 130 DT N0DN V'OInn Y TNRN A Yennn
Swnn "TH 1MMVNY ¥pann Nr Jnon X¥INN 05N NY'AND QN 12 VoINN VTN N9YY AN 1K1, INKpn

VTN MDA QX At

03-6492008 09 03-6492007:71920 .NDWNN DT N"™Mp ,3 N2vn 'M
www.2bsecure.co.il :INX .info@2bsecure.co.il :5"X1T



mailto:info@2bsecure.co.il?subject=PT%20Report
http://www.2bsecure.co.il/

Q K
i 2 BSECURE@matrIX - T - gov

www.gov.il

DMy 101N

ettt ettt b et ettt ereetes Sebesbestett et e b e b e b eabestess She ek eebebe st est et b eseeaeebeab nbesbeseeseeteebenbessensesaenes o°1°°1y 191N
3 avomas RPN — 'R Pp
B et ettt ettt ettt ettt et eaea —ete bttt ete bt e et et e et et eaea 4ettesete et ese s etea b et ea b et eaea beabebeas et eteebetebese s eseaes 9
B ettt et ettt ettt ete et et et eae teteeteete et et et easeteete et ntetenteaeeteeteete et et eneers m>°yo71 MRN
B ettt et et et ettt eteete et et ettt eteeteas seteeteteat e eteeteete et et ens saeeteeteetetet et ereeteetees DOXIPR
B ettt ettt ettt eteete et et eae oeeteeteeteat et et eaeeteeteeten etentersereeteeteeteteneeanas 9% Mnwana
D e e MIXONAM QORYANT MPOY? OPTIR NP
5 QIR VINDY STORPOUENT NPT - 'a pUD
et ettt ettt h e bt sheatetteteeheehe b e b esb e sttt eeteebeebe b ensessereereeberes jalsebtoRraim)falininlnln Ki7aTakl 720NN
e e e et een———e e e en e e e a—ar e e e entaaaeas 12 R VIEW STATE manwn .2
ettt ettt et e bttt e bt e te et e e bt e s ateeate et e sabeebeebeesateenbeenteenees mwanownown .3
e et ettt e e enen COOKIE-1%w 27 nraavavww .4
10 NIPOTAT DR IADITING —K NP0l
L0 et ettt ettt ettt 2 eteete et et et et et e eteete et enn seereene et e eteeteneeaeereerens NN
L0 e e e P70 2002 WRIAW NPT MDpNKan DRI

12 NN 2 ny



Q K
i 2 BSECURE@matrIX - T - gOv

www.gov.il

13/11/2014 PIRN pNrONMAX N rMadh
1311201401 ">1no

N2"20N N2AN NDYA- NMAUPYDOX 101N NP TA NTIN

D">NIn SpN - 'R P
"S55

.N2'20N N1AN NDIYNY 101N NP TA YA 2Bsecure NN2N NX NINYT 1N Ywnn

OV AT NN 1N N2M20N N2aN N2vA S NNUAXN NN DX TIN5 N3N N2'Nan Nun
LYPHORN D 0RHOXRN NIDIN e
JNDIyna OMpoOYN DDNNN e
ANPHORN NIN'D MA121200% DMUNMOIN DR MTPANN @

m>won NxXN

NXY¥NIY 21NN 2N NDyNY MM0pYOK 101N NPT Ny¥Ia 2014 1andn wnn )%nna
http://www.hagnas.atal.idf.il :n2ND>2

10N LINVIX MY DY N¥ WK .NET-1 asp N™1Y11002 NN Web NDDIAN NN
JIIS/6
¥ N0 YY MO 2%Y D2 NY¥INN NP*TaNn

11N NOyNa P ain ymn

MR YTN e

01N D'ON'NAN DMpPVin DNXN

AN VTNNOYN e
nMmMYy nyn e

D'$1HY'X
A Swnn NrNINYD OXNNA AT SYNN NN NYSANN NPYTAN e
DTAINRD POINOWNADWO IR WP NE QT e

n*"%%> mnpann

NNLAX Y¥ 0122 D'VITIVD DXNN2 NNID NXN D DINN 22PNN NDWIY NP TaNn
20 MOPNNY NN NI SV NNIN XN D X¥N1 NXTDOY VTN

2NN AMNXN MK VTNN DX INKD D'NNZNRN MW NX NID0N 198 MOpnno No'wn
ONRN N NX AN wam

12 Nn 3 Tny


http://www.hagnas.atal.idf.il/

Q K
i 2 BSECURE@matrIX - T - gOv

www.gov.il

msbnn D'RsSnnN "MpYY OpTI'R NYaL

DN D™MPYY D'XY¥NAN .N0NN 9122 DMPVn D'RY¥NNN 52% DMiwrp 00NN N%10 M9k
XY DN N DM0MPN DN INKA 1N 19X DR8N .NN1Aaa DNNNINY 19X

AR D 0'INND 22 TR ,NDVAN 01N SV N'HHD NQ'VPDDID NN NN DRNNNN
MINN9N D'WA9NN DTN 1Y JR0AN 912 Y MAYD w2190 D'WNT DR D'RY¥ANN
12N MEONNN DIYMD NI'NAN .AToN 120N 9% N2vN2 DM VAo vaon 925 Ny
.NP TN NY1IDN2 OXNNA I 99

(Ononn 1A% Mpp ) nsbnn\xsnn | nN\an | On

0'W'29 NIOIN 201 ANY X¥nn 1

DN NOMNK NTYH ¥omn 1| nsonn

NX PN &M NMMOVRHOX NMYPNNY N1aA 1000 NXYN 'YOYH 121 NDvRn D005
.DTPN2 D'R¥NANN

12 NN 4 Tny



N K
i 2 BSECURE@matrIX - T - gov

www.gov.il

D'NSANN VIO NSPYYONN NPrTA -2 PId

0*'y'29 NIOIN "2ADNaA vInwy .1

:D1'XN XN

LT MANA MMY0 YA N SV NN ERYOXRN D K¥N)
9O NN

nMmaa

:STRIDE am*©

MmNt 1t -Spoofing

YTl 1w VN -Tampering

219 VI'aH nwndn -Repudiation

yTn No9wn - Information Disclosure

n'¥ Nn'on —Denial of Service

D'wnnwn Y NMnn MxwIn 1w -Elevation of privilege
:NOPNNN NPrIdL

178191 VINVI'R NVNOAN MNIYOIN NX XI¥ND , NN NDA DX NN 71DV QPN
XN DY YN qiwn Ik MY P Nnona

:NDYNN YA NYV19N NN MDA S 10T 80N on 019N 1905

Micro=soft-II5/6.0
Port = Hosts
B0/ tcp / www www . hagnas.atal.idfil

12 NN 5 Mny



i 2 BSECURE@matrIX - TD -

NNDN9NY 9D N'ND1IN NN NDA Y ME2I1NN NN NX NANA XN NINNN

www.gov.il

:01NVTNA

€« C | [ www.cvedetails.com/vulnerability-list.php?vendor_id=26&product_id=3436&version_id=134928&page=18&hasexp=0&opdos=0&opec=0&opov=08&opcsr=0 ¢ |
Apps ) mcafee/mysal-audit., @ NVD - Calculator-v2 [ VMware vCenter Ser.. [ Check Point SSL Net... & Howto SetUp XBM... [ OUYAFREE [E] .12w nupn Myun » (] Other bookmar

CVE Details [—(

Lo www.itsecdb.com

The ultimate security vulnerability datasource

Logln Register ResetPassword Activate Account

Home - -
Browse : |m » lIS » 6.0 : Security Vulnerabil

sendars Cpe Name cpe /a :microsoft:iis:6.0

Products

CuSS Scores Greater Than: 0 1 2 3 4 3 6 7 8 9
Vulnerabilities By Date  sort Results By : CVE Number Descending  CVE Number Ascending  CVSS Score Descending  Number OF Exploits Descending
Vulnerabilities By Tvbe | Copy Results Download Results Select Table

Reports : £ cvED owe  #or Vulnerability Type(s) T T pr ey g ey ey s ey e e e
CVSS Score Report L] Exploits. Date Date. Level
CUSS Score Distribution
SIS SRR 1 CVE-2009-3023 119 2 Exec Code Overflow Mem. 2009-08-31 2011-05-2+ [ None Remote Medium  Not required Complete Complete Complete
Search Corr.

Vendor Search
Product Search
Version Search

Buffer overflow in the FTP Service in Microsoft Internet Information Services (115) 5.0 through 6.0 allows remote authenticated users to execute arbitrary code via a crafted NLST (NAME
LIST) command that uses wildcards, leading to memory corruption, aka '11S FTP Service RCE and DoS Vulnerability.”

Search 2 CVE-2008-1446 189 Exec Code Overflow 2008-10-14 2002-03-0+ [ None Remote  Low  Single system Complete Complets Complete
By Microsoft References  Integer overflow in the Internet Printing Protocol (IPF) ISAPI extension in Microsoft Internet Information Services (I15) 5.0 through 7.0 on Windows 2000 SP4, XP SPZ and SP3, Server
Top 50 : 2003 SP1 and SP2, and Server 2008 allows remote authenticated users to execute arbitrary code via an HTTP POST request that triggers an outbound IPP connection from a web server to
endors a machine operated by the attacker, aka "Integer Overflow in IPP Service Vulnerability.”
Vendor Cvss Scores 3 CVE-2010-1256 94 Exec Code Mem. Corr. 2010-05-08 2010-08-21 RSN Admin Remote Medium  Single system Complete Complete Complete
Products Unspecified vulnerability in Microsoft 11S 6.0, 7.0, and 7.5, when Extended Protection for Authentication is enabled, allows remote authenticated users to execute arbitrary code via
Product Cvss Scores  ynknown vectors related to "token checking” that trigger memory corruption, aks "IIS Memary Corruption :
versions
Other 4 CVE-2008-1535 287 Bypass 2009-05-10 2010-08-21 [706) None Remote  High Mot required Complete Complete Complete
Microsoft Bulleting The WebDAV extension in Microsoft Internet Infarmation Services (11S) 5.1 and 6.0 allows remote attackers to bypass URI-based protection mechanisms, and list folders or read, create,
Bugtraq Entrics or modify files, via a %c0%af (Unicode / character) at an arbitrary position in the URI, as demanstrated by inserting %c0%af into a '/protected/” initial pathname component to bypass
Buatrag Entries
CWE Defiitions the password protection on the protected), folder, aka "IIS 5.1 and 6.0 WebDAV A Bypass " @ different than CVE-2009-1122.
About & Contact 5 CVE-2009-4444 20 Bypass 2009-12-29 2010-06-28 [ 6.0 User Remote Medum Single system Partial  Partial  Partial
Eeedback Microsoft Internet Information Services (115) 5.x and 6.x uses only the portion of a filename before a ; (semicolon) character to determine the file extension, which allows remote
CVE Hel attackers to bypass intended extension restrictions of third-party upload applications via a filename with a (1) .asp, (2) .cer, or (3) .asa first extension, followed by a semicolon and a safe
20 extension, as demonstrated by the use of asp.dll to handle & .asp;.jpg file.
Articles

6 CVE-2009-4445 20 2009-12-29 2010-03-18 | 6.0 User Remote Medium  Single system Partial  Partial  Partial
External Links :

NVD Website
CWE web

Microsoft Internet Information Services (115), when used in conjunction with unspecified third-party upload applications, allows remote attackers to create empty files with arbitrary
extensions via a filename containing an initial extension followed by a : (colon) and a safe extension, as demonstrated by an upload of a .asp: jpg file that results in creation of an empty
.asp file, related to support for the NTFS Alternate Data Streams (ADS) filename syntax. NOTE: it could be argued that this is a vunerability in the third-party product, net 115, because the

View CVE : third-party product should be applying its extension restrictions to the portion of the filename before the calon.
7 CVE-2010-1809 119 Dos overflow 2010-08-15 2011-07-18 | 4,3 None Remote Medum Notrequired None  Nome  Partial
(e.g.: CVE-2008-1234 or |
Stack in the ASP in Micrasoft Internet Information Services (IIS) 5.1, 6.0, 7.0, and 7.5 allows remote attackers to cause a denial of service

2010-1234 or 20101234
° 7 (daemon outage) via a crafted request, related to asp.dll, aka 1S Repeated Parsmeter Request Denial of Service Vulnerability.”
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IMHWOY ya1d vy ,NNYNY ANy 910 2% YN 90N N nanwn .Base64-1
N V2 YN .NNPNY Y1 0 yTn 5'0n 010 0Mpnd 0pn Session
NIDODN N0 D"NT D'WNNNY WNNNN "019 NX 91N 19V D198 XHH
.CSRF n0ONn mopnna

90 NN

nanna

:STRIDE an"o

yTn Nown - Information Disclosure

:N9pPNNAN NPrIOL

VN DX NIYD5 215V TNX wnNn S M2AWNN MYpad N8 WX N1 wnnen
NNYnn TaD 12 wnnwn’ (Base64) NS NNnN2 View State N nanwn by
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i GET request to http://www.hagnas.atal.idf.il/templates/sendtofriend/sendtofriend .aspx

Previous
repes
[ Raw T Headers | Hex | HTML T Render T‘u’iewstate ]
int 2
v Pair
v Pair
¥ List

$T|i|‘|_l] NoBot_ResponseTimekKey_MNoBet_SendToFriend
DateTime 5247200837355722504
str in_g NoBot_SessionKeyKey_NoBot_SendToFriend
$T|i|‘|_l] NoBot_SessionKey_NoBot_SendToFriend_£35514821309595000

null

¥ List
int 1
¥ Pair

i TA) "YSNARX
NET 52 n1ann ninsnin nys¥nxa View State-n NaNwn NX 19805 yonin .1
T 90 wNr2
<% @Page ViewStateEncryptionMode="Always" %>
.CSRF mopnn yin 12 ViewStateUserKey 10N192 wnnwn? yonin .2
:XP112 Q01 vTno
http://msdn.microsoft.com/en-

us/library/system.web.ui.page.viewstateuserkey(v=vs.110).aspx
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:STRIDE an"o

yTn Nown - Information Disclosure

:NOPNNN NPrIDL

NMI21220N NDA NN NDNA NX NOIN NNNN NMNNN HTTP-N N21aN2 nmoY
:NANN S J0ON NN 1909 ,MYpooxn Y

E GET request to http://www.hagnas.atal.idf.ilf _

Reguest | Response ]

J Raw I Headers I Hex I HTHL I Render I‘v’iewﬂtate ]

IHTTPfl.l 302 Found

Date: Thu, 13 Neow 2014 1Z2:51:51 GHMT
Server: Microsoft-IIS/ 6.0
¥-Powered-By: ASP_NET

Location: /f8%94-he/Sviva.aspx
Cache-Control: private

Content-Type: text/html; charset=utf-8
Content-Length: 725

1TA2 YSNX

:N2IND2 VO ONN .AYPYOXN NI YTNAN NX 1NONY AXRTY yonn .1
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-
response-headers.aspx
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Cookie-N ¥ >Tnn Nn""Ma ova vinwy 4

DIXN MXR'N

.dotnet-n N2'2D S 5Thnn N2 D DY Cookie-2 Ny N1y NDvNN
cookie-2 N WY 19X MNEPYOX ,NIN DY N9 NI'YRHONX MNP TNl
.JNdyn Yy

MO0 NN

noMma

:STRIDE an"o

MmNt Ot -Spoofing

yTn Nown - Information Disclosure

:N9PNNN NPrIdL

,cookie-? DY/ 1MX NX 12N1 X NN SV MO0 NNEPYOX MNMp1 NTNa
.19N21 NDYNS Mok 122 cookie-N MK N WY 19T9TN

:cookie-N NX AN Jon 1905

GET /8%4-he/Sviva.aspx HTTP/1.1

Host: www.hagnas.atal_ idf.il

User—Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:32.0) Gecko/Z0100101 Firefox/32.0

Accept: text/html,application/zhtmltxnl, application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-TU3, en;qg=0.5

Accept-Encoding: gsip, deflate

Cookie: _ atuve=11%7C4c; ASP.NET_Sessionld=irfadidbwicruidbuptlynfc; _ atuvs=54c4alZadleddfalon?y
Connection: keep-alive

1TA) WSNAX
NXQN NTaNN NN "y Cookie-2 NN D NND yonn .1
:(Web.config)nm¥mxonpH

<sessionState cookieName="NAME" />
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%1% NDINNIPXN) QN2 MMKN TN XN T NPT S Nrmnmn LBlack Box neta

VI2PD N1 NPYTA2.WON NTEPYOOXN WNNNA VIADD *TI ¥R HhOX1 NN

SV DTPM YT 52 X% 9PN S DTN 220 NTYPOOXN NXRYNI 120 NN Nrk2

EPDOXN

NPTAN 19NN2 WSy MprTan MOpnnn nnwn

2bsecure NN "V MYX2NAY MpPrTam MOpNNAN "A10 NN NX 120NN NS0 M9Y

.NRONN NPON A 1121 NN2INN MOPNAN 92 NX NYO1D 1T NN .NNVAX NIPPTA )2NN2a

91932) NIAA JADAN A2 MOUNOAN MOPNAS NY'AD NXYNI NOIWAN D 'Y 1wN

191 (19N XD X MNP NPV DIR” D 12N Np*TAN 9181 MHWON Y1 \wnb

.ADAN NPOM NIPPTAN VIS A 1121 JA0AN J1ad MY 1KY Mopnn

Category Ref. Number Test Name Vulnerability
OWASP-1G-001 Spiders, Robots and N.A.
Crawlers -
OWASP-IG-002 Search Engine N.A.
Discovery/Reconnaissance
Information OWASP-1G-003 Identify application entry | N.A.
Gathering points
OWASP-1G-004 Testing for Web N.A.
Application Fingerprint
OWASP-IG-005 Application Discovery N.A.
OWASP-IG-006 Analysis of Error Codes Information
Disclosure
OWASP-CM-001 SSL/TLS Testing (SSL SSL Weakness

Configuration
Management
Testing

Version, Algorithms, Key
length, Digital Cert.

Validity)
OWASP-CM-002 DB Listener Testing DB Listener weak
OWASP-CM-003 Infrastructure Infrastructure
Configuration Configuration
Management Testing management
weakness
OWASP-CM-004 Application Configuration | Application
Management Testing Configuration
management
weakness
OWASP-CM-005 Testing for File Extensions | File extensions
Handling handling

OWASP-CM-006

Old, backup and
unreferenced files

Old, backup and
unreferenced files

12 1NN 10 TNy
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Category Ref. Number

Test Name Vulnerability

OWASP-CM-007

Infrastructure and
Application Admin
Interfaces

Access to Admin
interfaces

OWASP-CM-008

Testing for HTTP Methods
and XST

HTTP Methods
enabled, XST
permitted, HTTP Verb

OWASP-AT-001

Credentials transport over
an encrypted channel

Credentials transport
over an encrypted
channel

OWASP-AT-002

Testing for user
enumeration

User enumeration

OWASP-AT-003

Testing for Guessable

Guessable user

(Dictionary) User Account | account
OWASP-AT-004 Brute Force Testing Credentials Brute
forcing
OWASP-AT-005 Testing for bypassing Bypassing
authentication schema authentication
schema
Authentication | OWASP-AT-006 Testing for vulnerable Vulnerable remember
Testing remember password and | password, weak pwd
pwd reset reset
OWASP-AT-007 Testing for Logout and Logout function not
Browser Cache properly
Management implemented,
browser cache
weakness
OWASP-AT-008 Testing for CAPTCHA Weak Captcha
implementation
OWASP-AT-009 Testing Multiple Factors Weak Multiple Factors
Authentication Authentication
OWASP-AT-010 Testing for Race Race Conditions
Conditions vulnerability
OWASP-SM-001 Testing for Session Bypassing Session
Management Schema Management
Schema, Weak
Session Token
OWASP-SM-002 Testing for Cookies Cookies are set not
attributes *HTTP Only’, ‘Secure’,
and no time validity
Session | OWASP-SM-003 Testing for Session Session Fixation
Management Fixation
OWASP-SM-004 Testing for Exposed Exposed sensitive
Session Variables session variables
OWASP-SM-005 Testing for CSRF CSRF
OWASP-AZ-001 Testing for Path Traversal | Path Traversal
Authorization OWASP-AZ-002 Testing fo_r bypassing Bypass'ing'
. authorization schema authorization schema
Testing

OWASP-AZ-003

Testing for Privilege
Escalation

Privilege Escalation

Business logic
testing

OWASP-BL-001

Testing for business logic

Bypassable business
logic

OWASP-DV-001

Testing for Reflected
Cross Site Scripting

Reflected XSS

OWASP-DV-002 Testing for Stored Cross Stored XSS
Site Scripting
OWASP-DV-003 Testing for DOM based DOM XSS

Cross Site Scripting
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Category Ref. Number

Data Validation
Testing

- TIo -

OWASP-DV-004

Test Name

Testing for Cross Site

Flashing

gov

www.gov.il

Vulnerability

Cross Site Flashing

OWASP-DV-005

SQL Injection

SQL Injection

OWASP-DV-006

LDAP Injection

LDAP Injection

OWASP-DV-007

ORM Injection

ORM Injection

OWASP-DV-008

XML Injection

XML Injection

OWASP-DV-009

SSI Injection

SSI Injection

OWASP-DV-010

XPath Injection

XPath Injection

OWASP-DV-011

IMAP/SMTP Injection

IMAP/SMTP Injection

OWASP-DV-012

Code Injection

Code Injection

OWASP-DV-013

0S Commanding

0S Commanding

OWASP-DV-014

Buffer overflow

Buffer overflow

OWASP-DV-015 Incubated vulnerability Incubated
Testing vulnerability

OWASP-DV-016 Testing for HTTP HTTP Splitting,
Splitting/Smuggling Smuggling

OWASP-DS-001 Testing for SQL Wildcard SQL Wildcard
Attacks vulnerability

Denial of Service OWASP-DS-002 Locking Customer Locking Customer

Accounts Accounts

Testing

OWASP-DS-003

Testing for DoS Buffer
Overflows

Buffer Overflows

OWASP-DS-004

User Specified Object
Allocation

User Specified Object
Allocation

OWASP-DS-005

User Input as a Loop
Counter

User Input as a Loop
Counter

OWASP-DS-006

Writing User Provided

Writing User Provided

Data to Disk Data to Disk
OWASP-DS-007 Failure to Release Failure to Release
Resources Resources

OWASP-DS-008

Storing too Much Data in
Session

Storing too Much
Data in Session

OWASP-WS-001 WS Information Gathering | N.A.
OWASP-WS-002 Testing WSDL WSDL Weakness
OWASP-WS-003 XML Structural Testing Weak XML Structure
. OWASP-WS-004 XML content-level Testing | XML content-level
We.?eifir:;ces OWASP-WS-005 HTTP GET [ WSHTTP GET
parameters/REST Testing | parameters/REST
OWASP-WS-006 Naughty SOAP WS Naughty SOAP
attachments attachments
OWASP-WS-007 Replay Testing WS Replay Testing
AJAX Testing OWASP-AJ-001 AJAX Vulnerabilities N.A
OWASP-AJ-002 AJAX Testing AJAX weakness
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