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19311 12°X View State nanwn .2

DIXN MXR'N

TP .NET nm191200 S N1ainn View State -N NINE/N2 NNANE/NA N¥R09XN
1M5WO5 Yya11a v NN a¥iny TN 2% yTn 520 Nt ninwn .Base64-2
N Y2 inwin .wnnn yana g Tn 2Dn 00 DMpnal DYpn Session
NIDODN N0 D"NT D'NNYNY NNNN Y019 NX QIND 719V N19YN X5
.CSRF n0ONn mopnna

90 NN

na

:STRIDE an"o

yTn Nown - Information Disclosure

:N9pPNNAN NPrIOL

VN DX NIYD5 215V TNX wnNn S M2AWNN MYpad N8 WX N1 wnnen
NNYnn 1A 12 wnnwn, (Base64) NSO NNnN2 View State N nanwn by

E I POST request ta http://www.chimush.atalidf.il/1340-he/Himush.aspx ol o
l Previous J l Next J l Action J
Reguest | Response
m Params T Headers T Hex I ViewStateI]
-
string -1203894280 [a]|
¥ Pair :
null
¥ List ||r |
- X Jo
0 ff o1 of of o b 2 3 2w 31 # ¥ ¥ o} B ¥ -120385428 |.t I
1 0 of s 18 02 s Oof & 16 ™ 02 0 of s 15 06 o0d fd d ’)
2 0 0 of 16 O e 04 54 5 7B 74 05 a% 08 3¢ &C I
3 & s b w0 7 &5 sc 22 73 74 7% s &5 73 s [ inkrel=rstylesh
B 73 I B 5 3 22 73 & 78 73 2f | eetrtype=rtexts
8 71 7 0 &8 72 &5 & ad 22 2 53 73 7% sc [ cesrhref=sStyl
& f s 8 1 72 & & if 72 85 73 85 74 e s3 § esSharedresetc
7 7307 1w & &5 s &9 s o 8 sc  sc 22 20 [ ssvmedia="allr
8 f e 3c 4c & s &b 20 72 85 sc M 22 72 73 78§ re<linkrel=rsty
g éCc 85 73 &8 &5 &5 T4 22 2w 7 7 7 & 3 22 74 | lesheetrtype="t
a 5 78 7 M & 73 73 on 2w &8 72 & s 22 2f || extrcssrhref=w
b 53 74 7% sc & 2f 53 48 8 72 & s 2f 7 s 78 [ StylesSharedrtex ';
- - ro E————

1TAd WSNX
NET & n1amnn ningnn My¥nx2a View State-n NINwn NX 19805 yonin - .1
97T 9D XA
<%@Page ViewStateEncryptionMode="Always" %>
.CSRF mopnn yin 12 ViewStateUserKey 10N192 wnnwn? yonin .2
X112 Q01 Y TNY

http://msdn.microsoft.com/en-

us/library/system.web.ui.page.viewstateuserkey(v=vs.110).aspx
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NN T2 Y'yo DEBUG .3

:D1'XN NMNX'N

NY2 MN971 MV NNUNA DEBUG NXPIY NTINN D'9'Won TNX ¥ N2 'onna
JY¥IN NXDD1 DTN

mMO¥’ DEBUG NNN/OX DY D'97T2 NNI9Y 719V INKD NMINTM 019 2'wn WX pin
ONXN DY 0 yTna

mNTI 019 X% D2 NDyNY DEBUG MMpo MYy Mo D12 9pin 1D 11D
DEBUG N NM/9X NX 2'WonNH 710" 12TN , NI/ 1w 10X NOX1 NN .NDowno
NS X1 DR NTMyNN NOXRNY D1NAY 2101 NN DAXPN MIKY 12T DY
2D NIApYA MW Nvan

MO0 Nnn

nana

:STRIDE an"o

yTn Nown - Information Disclosure

N NN'oN — Denial of Service

:NOPNNN NPrIdL

ANX2Q Debug N NNMZOX D NDA TINN NN NXA V1292 NIN Y VTN DIRN 9PN
ON'Y 10T ,M¥po9oXY Debug MMpPO MYYS 210" 9NN ,NX¥IND .NM2D NIX
ONXN MM VA9 TMynn nnx

DEBUG /1203-he/AppScan.aspx HTTP/1.1

Command: stop-debug

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.3

Referer: http://www.chimush.atal.idf.il/894-he/Himush.aspx

Host: www.chimush.atal.idf.il

User-Agent: Mozilla/4.0 (compatible; MSIZ 8.0; Windows NT 6.1; Win&4; x&4; Trident/4.0; .NET CLR 2.0.50727; SLCCZ; .
NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; Tablet BC 2.0)

Cookie: ASD.NET_Sessicnld=gn3nloSSsiracauklrsbix5s

HTTP/1.1 200 OK

Date: Wed, 12 Nov 2014 16:50:04 GMT
Server: Microsoft-IIS/€.0
X-Powered-By: ASP.NET

Cache-Control: private

Content-Type: text/html; charset=uti-3
Content-Length: 2

OK

1TA "YSNX
:NXQN NMPON DX web.config N y21p% QoY yonin .1
<compilation
debug="false”
/>
OJNKXN NN D02 debug N MIOX NX 91012 Nan Yy
http://support.microsoft.com/kb/815157 :0'901 0'VDD
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Flash *2*>1 0T yT'n N9"»T 4

DIXN MXR'N

TORNN /XD .ONOX P D"0IMNMDIN NNLVAX MOXN DI NDYN2A Flash N 2015
227 Flash N 221 )Mo MNkN XN Mynnin Always D 1T AllowScriptAccess
,NT 191X 19TOTN R2NN 925 ,1mHD 19719 TN S DOM N ann 2% nwah 71
200 YT 212291 wnnn Y cookie N 2V N "1 Flash ya1p myynxa n1
90 NN

namm

:STRIDE an*o

yTn Nown - Information Disclosure

:NOPNNN NPAdV

Flash y21p %% 212 pn | Flash yaip m%yvin% wnnwn? Nwoxn N2vnn DX
&/91N2 21v99 521 Flash N 221 ,NXYIND .M2aNo MY¥1 Nown? mbyn’ T
.Always 11'1 AllowScriptAccess 19OXN Y¥ MITANNY 1M 197972 XN

2 NNTAN 8NN NOIYNRN NN 0N D% 1505

#+ http://www.chimush.atal.idf.il/shared/clientscripts/clientscripts.js =+ ClientScripts.js

. Examine the Flash player in your site, and determine whether the AllowScriptAccess parameter (highlighted text) belongs to it and affects it.

Test Response

1 TA1 WYSNAX
MITAND MN9% Noyn2 AllowScriptAccess 1"OXNN NX 5220 yonin .1
.sameDoamin

.never VY MOXNAN NX T TAND 9TV WWOXN DTN .2
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NAYn Noa N9wn .5

:D1'XN NMXN

%1% 215V "M O9pIn A5 DARPNN NMIXDIA NIX NYPN 'NNPNY awin NNwn
NP2 Y1N9D1 N'OINODN NIXDIAD NIAMR WX MO1N

D0 Nnn

noMm

:STRIDE an"o

yTn Nown - Information Disclosure

:NOPNNN NPrIDL

NMI21220N DA NN NDNA NX NOIN NNNN NMNNN HTTP-N N21aN2 nmoY
:N2ANN S J0oN NN 190 ,MYpooxn Y

I ET request to http:/fwww.chimush.atalidf.il/1319-he/Himush.aspx

e
J Raw T Headers | Hex | HTML I Render TViewState ]

HTTF/1l.1l 200 OK

Date: W= |2 o 2014 (13-52:11 GHMT
Serwver: Microsoft-TIS/E.0
¥-Fowered-Ey: ASF.MNET
cache-Uontroly no-cache
Pragmwa: no-cache

Expires: -1

Content-Type: text/html; charsst=utf--
Content-Length: 53&15

ITAd "YY¥NX
:N2IND2 VA ONN .AYPWOXN NI YTNAN DX 1NONY AXRTH vonn .1
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-

response-headers.aspx
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Cookie-N ¥ >Tnn Nn7\"Ma owa viny .6

DIXN MXR'N

.dotnet-N N0 S TNnn N2 D DY Cookie-2 N'Y NY NOVNAN
cookie-2 W WY 19X NI'YPYOX ,NIYN DY MO0 NNYPYOX MNP nTna
JDwvn Y

120 Nn"

noma

:STRIDE an*o

mnt Ot -Spoofing

yTn Nown - Information Disclosure

:N9PNNN NPrIdL

,cookie-? DK/ IMIX NIX 12N1 T/X ,NIPN DY MDD NEPYYOR MNP NN
.19N21 NDYNS M9k 122 cookie-N MK N WY 19T9TN

:cookie-N NX AN Jon 1205

pr—
GET /1203-he/Himush.aspx HTTE/§.

Proxy-Connection: keep-alive

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, */ *:q=0.8
User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4) AppleWebKit/537.3& (KHTML, like
Gecko) Chrome/38.0.2125.111 Safari/537.3€

Beferer: http://www.chimush.atal.idf.il/1210-he/Himush.aspx

Accept-Encoding: gzip,deflate,sdch
Aocept- i i H i H so=0.2

Cookie:f ASP.NET Sessionld=geSqgiztzdevdlrdbanfiids: atuwe=33%57C4E;
_at,uv. = PN oy pop 1

=1 — = = = =

ITAd "YNNAX
NX2N NTaNN NOOIN "y Cookie-? *MiN' D NNY yonin .1
:(Web.config)my¥mxonpH

<sessionState cookieName="NAME" />
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Mp*1an MNP NMA1"1TnNn — X 902

nMahmnn
mprT12 N5210n OWASP N> 1mnn Sy NDDANA 2Bsecure NN2AN S MpTan NAmmNn

NLUY .MNON N'A1912002 MTPANN N ,20POXN DINNY YA1IN 922 M2ANN N9PN

Y DDANA NP TAN OIX .D"VNIVIX D' N N NMT NP'TA DY NDDANN NP TAN

%1% NoINN (PXN) QPN MMXN TN XN NPT S Nrminmn .Black Box nera

VI2PD NI NPT .OWON1 NTEPYOOXN WNNNA VIADD *TI N¥pYOX1 NMK/OIN

SV DTPM YT 52 X% 9PN S DTN 2D NYPYOXRN NXRYNI 120 NN Nrk2

EPDOXN

NPTAN 19NN2 WSy MprTan MOpnnn nnwn

2bsecure NN "V MYX2NAY MpPrTam MOpNNAN "A10 NN NX 120NN NS0 M9Y

.NRONN NPON A 1121 NN2INN MOPNAN 92 NX NYO1D 1T NN .NNVAX NIPPTA )2NN2a

91932) NIAA JADAN A MONOAN NIOPNAS NYAD NXYAI NDWNAN D "8 wN

191 (19N XD X MNP NV DIR” D DN Np*TaN 01X71 M5'Won Vi \wn

.ADAN NPOM NIPPTAN VIS A 1121 JA0AN J1ad MY 1KY Mopnn

Category Ref. Number Test Name Vulnerability
OWASP-IG-001 Spiders, Robots and N.A.
Crawlers -
OWASP-1G-002 Search Engine N.A.
Discovery/Reconnaissance
Information OWASP-IG-003 Identify application entry | N.A.
Gathering points
OWASP-1G-004 Testing for Web N.A.
Application Fingerprint
OWASP-IG-005 Application Discovery N.A.
OWASP-IG-006 Analysis of Error Codes Information
Disclosure
OWASP-CM-001 SSL/TLS Testing (SSL SSL Weakness

Configuration
Management
Testing

Version, Algorithms, Key
length, Digital Cert.

Validity)
OWASP-CM-002 DB Listener Testing DB Listener weak
OWASP-CM-003 Infrastructure Infrastructure
Configuration Configuration
Management Testing management
weakness
OWASP-CM-004 Application Configuration | Application
Management Testing Configuration
management
weakness
OWASP-CM-005 Testing for File Extensions | File extensions
Handling handling

OWASP-CM-006

Old, backup and
unreferenced files

Old, backup and
unreferenced files
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Category Ref. Number Test Name

Vulnerability

OWASP-CM-007

Infrastructure and

Application Admin
Interfaces

Access to Admin
interfaces

OWASP-CM-008

Testing for HTTP Methods
and XST

HTTP Methods
enabled, XST
permitted, HTTP Verb

OWASP-AT-001

Credentials transport over
an encrypted channel

Credentials transport
over an encrypted
channel

OWASP-AT-002

Testing for user
enumeration

User enumeration

OWASP-AT-003

Testing for Guessable

Guessable user

(Dictionary) User Account | account
OWASP-AT-004 Brute Force Testing Credentials Brute
forcing
OWASP-AT-005 Testing for bypassing Bypassing
authentication schema authentication
schema
Authentication OWASP-AT-006 Testing for vulnerable Vulnerable remember
Testing remember password and password, weak pwd
pwd reset reset
OWASP-AT-007 Testing for Logout and Logout function not
Browser Cache properly
Management implemented,
browser cache
weakness
OWASP-AT-008 Testing for CAPTCHA Weak Captcha
implementation
OWASP-AT-009 Testing Multiple Factors Weak Multiple
Authentication Factors
Authentication
OWASP-AT-010 Testing for Race Race Conditions
Conditions vulnerability
OWASP-SM-001 Testing for Session Bypassing Session
Management Schema Management
Schema, Weak
Session Token
OWASP-SM-002 Testing for Cookies Cookies are set not
attributes *HTTP Only’, ‘Secure’,
and no time validity
Session | OWASP-SM-003 Testing for Session Session Fixation
Management Fixation
OWASP-SM-004 Testing for Exposed Exposed sensitive
Session Variables session variables
OWASP-SM-005 Testing for CSRF CSRF
OWASP-AZ-001 Testing for Path Traversal | Path Traversal
Authorization OWASP-AZ-002 Testing for bypassing Bypass_ing_
. authorization schema authorization schema
Testing

OWASP-AZ-003

Testing for Privilege
Escalation

Privilege Escalation

Business logic
testing

OWASP-BL-001

Testing for business logic

Bypassable business
logic

OWASP-DV-001

Testing for Reflected
Cross Site Scripting

Reflected XSS

OWASP-DV-002 Testing for Stored Cross Stored XSS
Site Scripting
OWASP-DV-003 Testing for DOM based DOM XSS

Cross Site Scripting

13 NN 12 TNy
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Category

Data Validation

Ref. Number

OWASP-DV-004

Test Name

Testing for Cross Site
Flashing

Vulnerability

Cross Site Flashing

Testing OWASP-DV-005 SQL Injection SQL Injection
OWASP-DV-006 LDAP Injection LDAP Injection
OWASP-DV-007 ORM Injection ORM Injection
OWASP-DV-008 XML Injection XML Injection

OWASP-DV-009

SSI Injection

SSI Injection

OWASP-DV-010

XPath Injection

XPath Injection

OWASP-DV-011 IMAP/SMTP Injection IMAP/SMTP Injection
OWASP-DV-012 Code Injection Code Injection
OWASP-DV-013 0S Commanding 0S Commanding

OWASP-DV-014

Buffer overflow

Buffer overflow

OWASP-DV-015 Incubated vulnerability Incubated
Testing vulnerability

OWASP-DV-016 Testing for HTTP HTTP Splitting,
Splitting/Smuggling Smuggling

OWASP-DS-001 Testing for SQL Wildcard SQL Wildcard
Attacks vulnerability

Denial of Service | OWASP-DS-002 Locking Customer Locking Customer

Accounts Accounts

Testing

OWASP-DS-003

Testing for DoS Buffer
Overflows

Buffer Overflows

OWASP-DS-004

User Specified Object
Allocation

User Specified Object
Allocation

OWASP-DS-005

User Input as a Loop
Counter

User Input as a Loop
Counter

OWASP-DS-006

Writing User Provided

Writing User Provided

Data to Disk Data to Disk
OWASP-DS-007 Failure to Release Failure to Release
Resources Resources

OWASP-DS-008

Storing too Much Data in
Session

Storing too Much
Data in Session

OWASP-WS-001 WS Information Gathering | N.A.
OWASP-WS-002 Testing WSDL WSDL Weakness
OWASP-WS-003 XML Structural Testing Weak XML Structure
. OWASP-WS-004 XML content-level Testing | XML content-level
We.?eifir:;ces OWASP-WS-005 HTTP GET [ wsHTTP GET
parameters/REST Testing | parameters/REST
OWASP-WS-006 Naughty SOAP WS Naughty SOAP
attachments attachments
OWASP-WS-007 Replay Testing WS Replay Testing
AJAX Testing OWASP-AJ-001 AJAX Vulnerabilities N.A
OWASP-AJ-002 AJAX Testing AJAX weakness

13 NN 13 TNy



